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Abstract

Smart home is the general term commonly used to represent a resident that uses a
home controller to integrate the resident’s home automation systems. It is promis-
ing social, economical, environmental and other benefits such as computing elas-
ticity, scalability and cost efficiency. However, every generation of technology
opens the door to new opportunities but also opens the door to new challenges,
thus, smart home with all these benefits also comes with the critical concerns of
data privacy. The main characteristic of smart home is the prevalence of devices,
sensors, readers, and applications which have the potential to collect a multiple
stream of data types of individuals as they move through such environments. The
possibilities to identify objects may lead to an automatic identification of persons
that are directly or indirectly related to these objects. Failure to properly address
this problem can cause considerable damage to company’s reputation, income and
other costs as well as negative effects for data subjects. This paper tries to as-
sociate the impact of the use of smart home technologies on privacy. The study
explores the state-of-the-art on the way towards the smart home, the application
fields that have already proved their potential for realising the vision and promises
related to the new technology, the growing market and challenges that have to
be addressed. The success and sustainability of smart home will depend on how
privacy and other rights of individuals can be protected and how individuals can
feel confident to trust the intelligent world that surrounds them. This study ad-
dresses these issues by analysing scenarios for smart home applications that have
been developed over the last few years. It elaborates the assumptions that pro-
moters make about the likely use of the technology and possibly unwanted side

effects. The paper analyses number of threats for personal privacy that become



evident and assessed their impact rate on individuals and companies. It also re-
views current legal legislations in data privacy and finalizes by introducing some

of the ongoing research efforts that address smart home privacy issues.
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Chapter 1

Introduction

The concept of smart home environments is viewed as a key element of the future
internet, thus many homes are becoming "smarter” by connecting devices to im-
prove home security, energy efficiency and comfort. At the same time data privacy
is being identified as the main critical issue for realising the vision of smart home
systems. Given the increasingly important role of assisted living with technologies
in our everyday life, enhancing user’s privacy protection is also another a criti-
cal issue. Increasing amounts of both personally identifiable information (PII) and
sensitive (e.g., medical, financial and family) information continue to be leaked|20].
Through the introduction of online social networks, targeted advertising, online
payment services, smart sensors and others computing technologies, the situation
of privacy has been aggravated. Privacy has been given several type of definitions
as it is always dependant of users choice. The general concept of what privacy is

will be discussed in section 3 of this paper.

While doing my internship in a utility company called GRUPPO HERA, on the

first phase of my project which is, scouting analysis on the smart home technolo-



gies, i discovered a lot of smart home technologies available in the market and
the corresponding functionalities they provide. Thus, i was also able to see the
characteristics that the devices posses and the privacy impacts behind the use of
this products. I realised doing a deep research on this area could be important in
creating awareness of the impact they cause on the users as well as the companies

deploying and developing this products.

The task of protecting users privacy is made more difficult by their attitudes to-
wards information disclosure without full awareness. Even after numerous press
reports and widespread disclosure of leakages on of personal informations on the
use of smart devices, many users appear not to be fully aware of the fact that their
information may be collected, aggregated and linked with ambient information for
a variety of purposes. However, still the collection, processing and dissemination
of personal information can raise serious privacy issues among users when they let
sensors collect their data, for a variety of daily activities such as eating, sleeping,

having break fast and other daily based activities.

The use of smart thermostat, for example, has given rise to concerns about user’s
privacy in the case where, it adapts to user’s habit in order to setup the auto ser-
vices, it records all the activities that we do in a day and night 24/7, at what time
we go to sleep, at what time we wake up, when we leave the house, when we come
back and other activities. Although the practice of tracking individuals’ activities
increases the effectiveness of the devices, it also undermines the privacy of users,
mainly because it relies heavily on users’ personal information. The possessors of
such data may use it for identity theft, social engineering attacks, online and phys-

ical stalking, selling to third parities and so on. As it will be discussed in detail in



section 2.4, the market of smart home is expected to grow fast. For instance, It
has been forecasted by IHS Technology, a research firm By 2018, 45 million smart
home devices will be installed. This shows the fact that issue of privacy will also
be aggravated as well, as long as there is no any mitigation technique deployed in

practice.

This paper makes contribution in answering who knows about us what, and cre-
ates awareness of what happens when we use smart home technologies. The target
groups of this document are stakeholders who are concerned with deploying smart
home technologies and also non-security experts with information to better under-
stand dependencies and developments in the area of privacy. The document will
also be of interest to policy-makers by providing an overview of the threats and
good practices in smart home. It identifies existing policy measures supporting

smart home privacy and further action that may be required for various stake-

holder.

For the risk analysis, we have implemented Privacy Risk Assessment Method-
ology (PRAM) called Privacy Risk Management Framework(PRMF) developed
by NIST(National Institute of Standard and Technology). In order to use the
methodology we have identified two main use cases from smart home devices and
exploit the problematic data actions related to the devices including the impact
they cause. The analysis is performed in two cases: The first, Individual case:
We analysed the impact of the use of the smart devices on individuals privacy.
Second, Business case: We analysed the impact of deploying or developing smart
home products on involving companies. By using smart meters and wearables as

representing use case also for others smart solutions, we were able to show the



high risk we face while using these devices when there is no any privacy mitigation

technique in place.

The study is organised as follows: First, we will discuss about the general analysis
of the sate of the art of smart home that is, the technologies and protocols used,
the main services they provide, the market of the use of this technologies and the
general challenges in use of this technologies. Second, we will discuss about the
general concept of privacy, its definition, history, privacy in ubiquitous computing
and related legislations to protect privacy. In the third section, we will review
related works about privacy in the smart home area. Fourth, we will show the
general threats presented by use of smart home products, mainly from those of
utility management devices and health and wellness monitoring devices. Fifth,
we will associate the impacts of use of smart home technologies on individuals’
privacy and business as well by creating use cases to understand the general sce-
nario of what happens when we register to those services. We will finalise the
paper by giving recommendations for individual users and also companies deploy-

ing and developing smart home products and providing open issues for future work.



Chapter 2

State of the Art

2.1 Smart Home Introduction

With the rapid advancement in technology, more objects are being connected to
the internet than people in the world. Based on different market predictions, which
will be discussed in section 2.4, this rapid increment will keep growing up as ob-
jects get the ability to directly interact with the internet through the fast evolution
in technology. Smart homes are homes furnished with advanced technologies that
provides the tenants with information about the conditions of their home and en-
ables them to remotely control all connected devices. In addition to this remote
control of the home, Smart home devices ability to learn the choices of its inhabi-
tants and adapt to their preferences from time to time is another important feature
of smart home. It enables automated and smart monitoring and control of a home

and its appliances. Using home automation, we can make the home, a smart home.

Smart home definition and its goals have evolved continuously due to the fact



that there is a rapid evolution of diverse technologies, emerging from different
research in smart home related technologies and from home automation develop-
ments. There is no a final accepted definition of what exactly ’smart home’ is,
the meaning of this term varies based on the technology or the service the home
provides. Several terms are considered synonymous with this term in different
contexts, such as: ’assistive technology’, ’e-health’, ’digital house’, ’smart environ-
ments’, ’automated house’, and ’intelligent living’[5]. A smart home is described by
L.C.D. Silva et al[11] as a "home-like environment that possesses ambient intelli-
gence and smart control" which is capable of learning the behaviour of inhabitants
and to offer various accommodations based on their preferences and is further
divided into different types of services: security services, entertainment services,
wellness monitoring service and energy management services, a definition which is

supported by D. Zhang et al[31] and M.A.A. Pedrasa|24] among others.

Smart homes connect all the devices and appliances in the home so they can com-
municate with each other and with inhabitants. Anything in the home that uses
electricity can be put on the home network and at our command. It has possibility
to react when the command is given by the user to the devices by using voice or
remotely. It also enables the inhabitants to connect, control and monitor all the
smart appliances and information’s in the home through intuitive user interfaces,
cloud computing to display and process data and correlate and interpret the data

through big data analysis.

Smart home is centralisation on a unique user interface of main home systems:
home security, home energy and utility management, entertainment and comfort

management and health and wellness monitoring. Examples of smart home de-



vices include: smart fridges, smart TV, smart camera, smart fork, automatic pet
feeders, smart lighting, smart thermostat and others. Smart home solutions has
increased over the past years due to the fact that the various smart home compo-
nents, devices and systems have reached high level of technological advancement
for entry into the market. Moreover, nowadays smart home devices have become
more affordable. The interconnectivity of devices and intelligence related to living
habits, combined with the automation of important utilities, smart homes consti-
tute an attractive field for developments and future deployments. The technology
aims to increase efficiency and quality of life. However, besides benefits, smart

home also bears security and privacy risks.

Currently there are a lot of big companies and startups playing high role in the
market of smart home. Samsung Smart Thing’s currently is providing high amount
of smart devices that can be used for energy saving, health monitoring, comfort,
security and safety. Google Nest Labs is also a home automation producer of pro-
grammable, self-learning, sensor-driven thermostats, smoke detectors, and other
security systems. On the other side, Apple provides a framework called "Home
kit” to overcome the interoperability issue between devices which are from differ-
ent manufacturer and controlling connected accessories in a user’s home. Apple
currently provides home kit enabled smart devices such as smart tv, thermostat
and others. Another large player in this market is Logitech, Known for its univer-
sal remote solutions for home automation systems, Logitech is starting to move
into home automation with its vision set on providing a whole home automation
system. However, it has a way to go with its home smart hub solution but will
continue to offer the solution for controlling home entertainment systems. Other
players and startups including wink, Iris, Philips Hue, GE, Belkin, AIYT, Swan-

none, Quby etc., their products range from systems consisting of a starter kit that



can be remotely controlled and access to an application based ecosphere, to an

ecosystem of integrated products.

2.2 Technologies and Communication Protocols

The fast evolution of ubiquitous computing technologies have allowed the imple-
mentation of smart home technologies. Embedded devices such as sensors, actua-
tors, gateways, network devices, home appliances, and others which are intercon-
nected and interacting with intelligent software to cooperatively collect environ-
mental information about the state of the home environment and the activities
and behaviour of its users. A smart home can function to a certain extent in an
interactive and independent way. Since smart home interconnection specifications
and communication technologies are relatively new and under development, most
available technologies currently used were developed prior to the advent of the

smart home vision.

The fundamental concept of a smart home is one fitted with a range of inter-
connected sensors (light, temperature, motion, moisture, pressure, smoke, etc.),
systems (Heating and Air Conditioning System, lighting, security, etc.), and de-
vices (media devices, appliances, laundry machines, fridges, stoves, TV, etc.), which
can be automated, monitored and controlled. For example, through a computer,
smart phone or tablet including from outside the home, or via the Internet. Smart
homes can either be the result of integrated design, or the accumulation of inter-
connected objects over time, perhaps in response to changing needs or availability

of technology[12]. The reason is to provide the users with realtime information



about the state of their home, and to allow them to control the connected devices.

In addition to remote control of the home, a smart home may also be able to "learn’
the preferences, activities and routines of its inhabitants and adapt to them. In
this case, the control interfaces may fade into the background. This shift is seen
as critical to avoid overloading the household with the task of monitoring and
programming the smart home|8|. Smart meters can transmit energy consumption
information back to the utility on a much more frequent schedule, a smart meter
connected to smart grid is able to respond to fluctuations in the per-unit cost of en-
ergy by slightly adjusting the temperature of the house, a smart-home-connected
refrigerator might be able to monitor its contents, and use this information to
suggest potential menus or to order replacements, a smart home might respond
to the presence of certain occupants by switching on/off the light automatically,
Smart homes have also been identified as particularly beneficial for assisted living
for ageing populations. From general perspective home automation consists of five
building blocks: sensors, actuators, control network, controller and remote control

device.
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Element

Description

Sensors

This components of smart home system receives and responds to a
signal so they are considered as the eyes and ears of the network. It
convert a recognised signal into an electrical-analog or digital output
that is readable and detect by receiving a signal from a device, then re-
sponding to that signal by converting it into an output that can easily
be read and understood. Sensors have wide range of application: such
as measuring humidity, temperature, light, moisture, smoke, motion

and noise.

Devices Un-

der Control

These are home appliances, consumer electronics, thermostats, wash-
ing machine, and other components which are connected to and con-

trolled by the smart home system.

Actuators

They actuates or moves something, more specifically, it coverts energy
into motion or mechanical energy so they are called the hands of the
home network. (for example, if the temperature is too hot, then it turns

on the cooling system)

Network

It provides the connectivity between all the components of the system:
devices under control, sensors, and actuators and the controller with
remote control devices. There are two main technology options to

build the control networks : Wireless and Wireline.

Controller

It acts as the brain of the home automation system. It collects data
through sensors and receives commands through remote controlling
devices. It acts based on predefined set of rules by using actuators or
means of other communication such as loud speaker, email, or tele-

phone.

Table 2.1: Smart Home Building Blocks
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Most of the communication protocols currently being used in smart home are
developed prior to the advent of smart home. Some of the new smart home in-
terconnection specifications and communication technologies are relatively new
and under development. There are variety of platforms, protocols, on which a
smart home can be built in which each one of them has essentially their own lan-
guage. Each language speaks to the connected devices and commands the devices
to perform function. Table 2.2 shows an overview of some of the most popular

communication protocols used in smart home system.
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Name

Description

Z1GBEE

ZigBee is based on the IEEE’s 802.15.4 personal-area network stan-
dard. ZigBee is a very low-cost, very low-power-consumption, two-
way, wireless communication standard that is being developed by the
ZigBee Alliance, ZigBee is targeted at radio frequency (RF) applica-
tions that require low data rate, long battery life, and secure network-

ing. Uses mesh networking topology|1, 14].

Z-WAVE

Z-Wave runs on the 908.42 MHz frequency band. It uses the same
mesh networking strategy as ZigBee. It is also used for remote mon-
itoring and control and ideal for home-area network. RF-based com-
munication technology designed specifically for control, monitoring
and status reading applications in residential and light commercial

environments [14].

Bluetooth

Bluetooth is a wireless technology standard for exchanging data over
short distances. Bluetooth offers an infrastructure of direct connec-
tion from smartphones and tablets, allowing users to control home

appliances from their mobile device [14, 21].
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WIFI

WiFi (IEEE 802.11) has become the de facto standard for broadband
networking of wireless LANs (local area networks) in the home, in of-
fices and at an increasing number of commercial "hotspots’ around the
world. WiFi is the clear industry leader for broadband, wireless net-
working in the home. WiFi is well suited for sharing files, streaming
video and other data intensive applications. IEEE 802.11, the stan-
dard underlying WiFi, actually comes in several different version, a,
b, g and n. 802.11a is for licensed operation in the 5 GHz band and
is mainly used by businesses. 802.11b, g and n are the WiFi versions
that power most wireless networks. Version b, capable of communi-
cating at 11 Mbps (megabits per second), appeared on the market in
1999, followed by version g at 54 Mbps in 2002. Version n, at 100

Mbps or more, began shipping in 2006 [14].

Insteon

Insteon enables simple, low-cost devices to be networked together us-
ing the power line, radio or both. The power line is typically used as

a backup to the RF frequency used by the system [7].

Thread

Thread is a simplified IPv6-based mesh networking protocol devel-
oped by industry leading technology companies for connecting prod-
ucts around the home to each other, to the internet and to the cloud.
It is very simple to install, highly secure and scalable to hundreds of

devices|22].

Table 2.2: Communication Protocols
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2.3 Smart Home Services

Smart homes have the ability to make life easier, enjoyable, convenient and peace.
Whether you're at work or on vacation, the smart home will alert you to what’s
happening in your home, and security systems can be built to provide an immense
amount of help in an emergency. For example, when there is a fire, smart home
sensors sense the smoke and turns the fire alarm, the smart home would also un-
lock doors, dial the fire department and light the path to safety[26]. Currently,
almost all of the appliance that we have at home are being presented with some
degree of automation. The combination of automation and programmability of
the device with artificial intelligence is the next step in the evolution of the smart
home solutions. Smart home devices provide energy efficiency savings through the
use of utility management devices such as: connected learning thermostat, con-
nected lighting and connected energy tracking. Based on the fact that systems like
Z-Wave and ZigBee can set devices at reduced level of functionality, they can go to
"sleep” and wake up when commands are given. When a person leaves home, the
lights are automatically turned off so that electric bills can go down, and rooms
can be heated or cooled based on who’s there at any given moment. One smart
home owner heating bill is about one third less than a same-sized normal home
with no smart devices available. Some devices can track how much energy each

appliance is using and command it to use less.

Smart Home technology provides numerous advantages for an elderly individual
living alone and general wellbeing checking at home. Smart solutions, such as:
fitness tracking, connected scale, elderly/child activity uploading, connected pill
case, connected forks and so on could tell the inhabitant when the time had come

to take medicines, alerts the doctor’s facility if the occupant fell, track how much

15



the inhabitant was eating and it can also make emergency calls. In the case that
the individual is somewhat forgetful, the smart devices would perform assignments,
for example, closing off the water before a tub flooded or turning off the stove if the
cook had meandered away. It additionally permits adult children who are living
somewhere else to participate in the care of their ageing parents. Individuals with
disabilities can also benefit from the automated system services of smart home.
In the following section we will try to see the general advantages of smart home

solution in four divisions.

2.3.1 Utility Management

Since sustainability becomes part of our daily activity, reduction of energy con-
sumption became a very important aspect in the context of the sustainable tech-
nological development of the modern society with a major impact on the future
development of the mankind. On one side the technological progress requires the
use of more energy, while on the other side energy became a limited resource. One
of the major benefits of smart home to users is its ability to incorporate energy
management features through lighting, air conditioning, heating and using other
home appliances. Smart homes hold the potential for increasing energy efficiency,
decreasing costs of energy use, decreasing the carbon footprint by including renew-
able resources, and transforming the role of the occupant. Recent studies suggest
that 40% of total energy consumption and 36% of total carbon dioxide emissions
in the European Union can be attributed to homes and buildings|2]. The lights
in smart home can be turned on and off automatically based on motion sensors
available in the home. An appropriate placement of temperature sensors and the

use of heating and cooling timers can reduce the energy used and hence saving

16



money and also the house can set to turn off air conditionings when no one is
in the room. Smart home can even go further in energy management by keeping
track of the energy usage of each and every appliance in the house. The high power
consuming devices can be scheduled by controllers for instance: dish washers and

electric water heaters can take maximum advantage of off peak electric rates.

Smart homes can ensure appliances are on only when they are in use. It can
regulate light usage, monitor heating and cooling equipment. For instance, A pro-
grammable thermostat offers flexibility and power to control the climate in our
home efficiently to save energy and lower energy bill. With programmable ther-
mostat we can set the temperature to different levels during set times throughout
the week. For example during winter we can set the inside temperature to a lower
level when you are at work and the house is unoccupied. This can save a lot on

utility bills and energy.

2.3.2 Security and Safety

The safety of our home and our loved once ranks tops in life priorities. Smart home
security systems do a better job of preventing intrusions and home invasions than
security systems that require manual settings. Keep an eye on our home with home
alert systems that remotely monitor and control our home. The security systems
also have the advanced capability of warning residents of potential threats on the
property or inside of the home. Smart alarms, intrusion detection through motion
detectors, or door/window sensors, video surveillance are some of the products
we can use. The fire alarm system can be set to unlock the door and alert the

local fire department. It is also possible to remotely activate or deactivate motion

17



detectors, sensors or webcams possible to remotely monitor their home setting send
notification(SMS, Email) of there is any security breaches movement detection,
door opening, power outage locking and unlocking doors remotely detect gas or
water leaks, using sensors that trigger and alarm in the event of abnormal gas
or water consumption this enable user to take action remotely if they are on
holiday or alternatively the service provider as part of the extended package could
handle the situation fire detection, installing connectable smoke detectors using
specific radio protocols would enable the consumer to be notified remotely when
smoke is detected and connect to the webcam to check the home or alert the fire

service.

2.3.3 Health and Wellness Monitoring

Having advanced technology in our homes will lead to various opportunities in the
near future in this area. One of the most important is the monitoring of a person’s
cognitive and physical health and as a consequence of an ageing population, an area
of critical need is eldercare. Suggestive kinds of smart healthcare technologies con-
tain simple devices (blood glucometers, oximeters, blood pressure monitors, etc.)
which deliver Standardised outputs for specific physiological conditions. Smart
applications able to analyse and process body signals, sensor integrated smart de-
vices (gaming devices, smartphones and pads), wearable sensors (e.g., wrist straps,
T-Shirts) and additional devices entirely manufactured for the purpose of body sig-
nal monitoring/processing (e.g., mainframe computers, tablets). Older people can
take advantage of smart home features that help them monitor their medications,
call emergency numbers, and track caloric intake. Since memory lapses are com-
mon as senior citizens age, automatic light, water, and stove turn off functions will

ease the concerns of loved ones.
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2.3.4 Comfort and Entertainment

Smart home lets us enjoy personalised comfort settings that can be activated on
a schedule or with just a few taps on our phone or touch screen. When we wake
up it welcomes us to our "Good Morning" scene our favourite streaming music
station kicks in over the bedroom speakers and the lights gradually brighten. The
thermostat adjusts to the temprature while the shades slowly rise. Same happens
when its time to sleep; turns off the light except the one at our bedside, put the
shades down to block out light and lock all the doors before we get in to bed. shut
down the thermostat and save our bill when it learns we are on our way out of
home. Smart homes present the best sound and visual quality available for home
entertainment systems. The television will be able to display what’s online and
residents can listen to music in any room inside of their homes. Internet access
from outside of the home will allow home owners to record favourite television
shows or download multimedia files to the stereo system. With a single remote,
we can control virtually everything in our entertainment system and our entire

home.

2.3.5 Smart Appliances

Smart homes can also make our live more easier by using smart appliance like smart
refrigerators, smart oven/stove, smart laundry and other home appliances. Smart
refrigerators monitor food storage temperatures and receive an alert whenever
a particular food item falls below a designated inventory level or it orders milk
and other ingredients before they run out. All appliances: fridge, freezer, stove,
microwave, are now can be ’smart’, which means they are able to sense their

environment and communicate among themselves, with us, and with other things

19



and people via the Internet. We can set controls for energy usage of the appliances,
adding a feature that adjusts light and heat consumption. Faucets, freezer, and
stove coordinate the use of warm water and electricity with the local power plant

to minimise our energy costs.
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2.4 The Market

Smart home system is not limited to single features or benefit rather, the digital-
ization of our simple tasks is saving us time and those times can be used to be
spent on special things: families, careers, or other passions that we give priorities
in our life, which is a strong marketing proposition. Smart Homes also have the
potential to be sustainable innovation and efficient: optimising energy consump-

tion, which could lower our energy usage, bills and reduce carbon footprint.

The Research firm, IHS technology, predicted that 45 million homes will be smart
by 2018 and the annual business volume will grow to $12 billion dollars. Another
Prediction by ABI research says that the growth will be $14.1 billion on the same
year. Allied Market Research predicts that by 2020, the global smart homes and
buildings market will grow at a compound annual growth rate of 29.5%, and the
market will be worth $35.3 billion. A report from Juniper Research has also pre-

dicted that the market will grow to $71 billion by 2018.

According to M2M research series, in Europe and North America 68 million homes
will be smart by 2019. In North America from 2014 to 2019, adoption of smart
home system by households is forecasted to grow at a compound annual growth
rate (CAGR) of 37%, resulting in 38.2 million smart homes. Market revenues
reached US$ 4.2 billion (€3.2 billion) in 2014, an increase of 48% year by year.
The market is expected to grow at a CAGR of 34% between 2014 and 2019, reach-
ing US$ 18.2 billion (€13.7 billion) in yearly revenues at the end of the forecast

period.
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In terms of market maturity and penetration, the European market for smart
home is still in an early stage of 2-3 years behind USA. In the EU28+2 countries
there were a total of 3.3 million smart home systems in use at the end of 2014.The
number of households adopting smart home in Europe is forecasted to grow at a
compound annual growth rate (CAGR) of 61% during the next five years, resulting
in 29.7 million smart homes by 2019. The market is forecasted to grow at a CAGR
of 58% between 2014 and 2019 to reach €7.6 billion (US$ 10.2 billion) at the end

of the forecast period.
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Chapter 3

Privacy

Technological moves dependably brings new approaches for how privacy can be
influenced, subsequently inciting the need to reassess one’s comprehension of what
protection is and how it ought to be ensured. With the advent of current tele-
com and PCs, Privacy is identified with, yet not indistinguishable with, mystery,
isolation, autonomy, freedom, closeness, and individual hood. A last meaning of
protection is troublesome, Privacy infringement can be seen as involuntary bor-
der crossing, that is, at whatever point data saturates obstructions without our
assistance (or in opposition to our endaevors) boundaries, for example, letters,
shut entryways, the trust of classification with a dear companion, or the passage
of time. Keeping in mind the end goal to better see how to create a away that
shields privacy, one needs to take a gander at how one’s privacy can be damaged.
It is essential since privacy, pretty much as security, is regularly not an objective
in itself, not an administration that individuals need to subscribe to, but instead

a desire of being in a condition of assurance without having to effectively pursue it.
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3.1 Privacy History

Privacy has been an issue even before when there was no internet availability.
Everybody seems to have some sort of natural perception of what privacy is on
a case-by-case premise, yet it is difficult to fairly describe what absolutely it is.
Justice of the peace act is one of the earliest reference found in the 1361 in England.
It set down the sentence for peeping Toms and eavesdroppers. in 1763, The British

parliamentarian William Pitt on his speech in parliament said:

"My home is my castle, the poorest man may in his cottage bid
defiance to all the forces of the Crown. It may be frail” its roof may
shake-the wind may blow through it-the storm may enter-the rain may
enter-but the King of England cannot enter-all his force dares not cross

the threshold of the ruined tenement”

Even though the concept of privacy is old, its exact meaning stills seems unclear

until today[19].

Two U.S. Lawyers Samuel Warren and Louis Brandeis wrote the first legal article
In 19 century. The article framed privacy as a tort action, that is, a civil wrong
that one could sue for compensation of injuries. In their 1890 Harvard Law Review
paper, they described privacy as "the right to be let alone”, a condition of isolation
and segregation that would guarantee a general right to the insusceptibility of the

individual, the privilege to one’s identity[29].

Today’s advancements of "Smart Meter” appear to reflect the sudden innovation
shifts experienced by Warren and Brandeis, opening up new types of social con-

nections that change one’s desire of privacy protection. Be that as it may, even the
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solid likeness of technological advancement can’t overlook the fact that their "right
to be let alone” looks scarcely practicable today. With the large number of asso-
ciations in this age of interconnected world, users got themselves always needing
managing individuals that don’t have any history together with them in person,
hence require some type of data from them to judge whether such a connection
would be advantageous. Safeguarding privacy through detachment is simply not

as much an alternative any longer as it was 100 years back.

Another book called "privacy by design”, the authors defined privacy as "the claim
of individuals, groups, or organizations to decide for themselves when, how, and
to what degree data about them is imparted to others’ [30]. It focused on the way
that the individual’s need for protection is never absolute, since cooperation in the
public arena is a similarly intense yearning. Being in control of one’s private data

is stand out aspect of privacy.

The term "privacy" implies distinctive things to various individuals. The idea of
privacy appear to originate from different points of view, uniquely the sociologi-
cal and legal. Idea of privacy from the sociological point of view contends that
a meaning of privacy is not direct or static. It is not direct on the grounds that
one’s view of protection is different from the others. Likewise it also happens
when policymakers, masters, specialists, and researchers, from different hypothet-
ical foundations, try to characterise the term, its concerns, and its protection.
Moreover, the meaning of protection is not static, since its definition will change
from time to time and the scope will stretch out because of new social standards,

people, religion, belief and attitudes, and new innovations being presented.
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3.2 Privacy in Ubiquitous Computing

The idea of ubiquitous computing (ubicomp) tries to build up a dispersed and
organized figuring foundation to bolster client exercises, while staying straightfor-
ward to the clients. Universal Computing (UC) alludes to situations where most
physical articles are improved with computerized qualities. It infers that little,
frequently minor measured gadgets, with registering capacities which are remotely
interconnected, are installed imperceptibly into most protests utilized as a part of
regular life. Universal or surrounding knowledge situations present a scope of new
central issues related not just to innovation (for occasion, planning inconspicuous
gadgets, dynamic systems, and characteristic client collaboration) additionally to

social, moral and lawful contemplations, for example, security assurance.

The concept of ubiquitous computing (ubicomp) seeks to develop a distributed
and networked computing infrastructure to support user activities, while staying
straightforward to the consumers. Ubiquitous Computing (UC) refers to situations
where most physical objects are improved with computerised qualities. It infers
that little, frequently minor measured gadgets, with computing capabilities which
are remotely interconnected, are embedded almost invisibly into most objects used
in everyday life. Ubiquitous or surrounding knowledge situations introduce a range
of new fundamental problems related not only to technology but also to social, eth-

ical and legal considerations, such as privacy protection.

The advent of Ubiquitous Computing has brought a set of new challenges along
with numerous advantages. One of the most controversial issues discussed about
ubiquitous computing is privacy. For the end user there are several advantages

and disadvantages of living in smart environments. On one side, ubicomp has
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the capability of radically changing, in a positive way, the safety, efficiency, and
convenience of users (e.g., to help family members, doctors, or nurses to monitor
elderly persons). However, ubicomp environments also introduce the potential for
the misuse of the personal information produced by the system. Users indicate dis-
comfort regarding the possibility for abuse and the absence of control, hence they
desire privacy tools in ubicomp systems [16]. There are four properties that makes
ubiquitous computing different from other computer science domains with respect
to privacy: Ubiquity( the fact that everywhere availability of Ubiquitous comput-
ing will affect every part of our lives, from what we eat to when we sleep,when we

go office.), Invisibility, Sensing, Memory amplification|9].

3.3 Privacy Legislation

Any data related to individual, whether its related to professional, private or public
life, it is called personal data. Personal data can be: name, email address, photo,
age, bank detail, medical information. In the advanced digital age, the processing
of personal information is essential part of how the technology works. Data is
being processed by all businesses: social media sites, insurance firms, banks and
search engines. Further more, in the connected world there is transferring of data
to third countries through the cloud computing. Data may be sent from Berlin to

be processed in Italy and stored in Florida with no online borders.

So many studies have been performed by many governments and standardisation
bodies for the how personal information can be processed and handled. As a re-
sult, to assure and provide adequate privacy protection for processing of personal

informations, they have regulated different practices to individuals and companies.
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But given the global nature of the [oT, both the data subjects and data controllers
are confronted with a number of national /regional data protection laws providing
different levels of protection. The transfer of data to third countries has become
an important factor in daily life. When data controllers of IoT systems and in-
dividuals affected by the systems are based indifferent countries, this potentially

leads to lots of different applicable laws.

One of the Legislation adopted in the european union is called EU Data Protec-
tion Directive (also known as Directive 95/46 /EC). It is designed to protect the
privacy of processing of personal data about the citizens of EU. It mainly relates
to the sharing, utilising, and collection of personal datas. The Directive holds the
key elements from article 8 of the European Convention on Human Rights which
covers the protection of the right of privacy in personal and family life and also in

the home and personal correspondence.

The recommendations in the EU Directive 94/46/EC are based on seven princi-
ples: Notice: subjects whose data is being collected should be given notice of such
collection. Purpose: data collected should be used only for mentioned purpose(s)
and no further repurposing, Consent: personal data should not be disclosed or
shared with third parties without taking consent from the data subject(s), Secu-
rity: once the data is collected, personal data should be kept safe and secure from
potential abuse, theft, or loss, Disclosure: data subjects should be informed when
the parties collect their data, Access: subjects should granted access to their per-
sonal data and allowed to correct any inaccuracies, Accountability: subjects should
be able to hold personal data collectors accountable for adhering to all seven of

these principle.
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Although the Data Protection Directive guarantees an effective protection of right
to personal data protection, the differences in the implementation the directive by
each member state have brought inconsistencies which creates uncertainty, com-
plexity and administrative costs. This affects the the effective implementation of
the directive and create trust and confidence issues on individuals. Thus the EU
adopts a reform package for the protection to make Europe fit for the digital age.
The reforming processes is an essential step fundamental rights protection and fa-
cilitate business by unifying and avoiding differences for companies in the digital
Single Market. The data protection reform package includes the General Data
Protection Regulation ("Regulation") and the Data Protection Directive for the
police and criminal justice sector[10]. The Regulation updates and modernizes the
principles enshrined in the 1995 Data Protection Directive to guarantee privacy
rights. The changes will give people more control over their personal data and

make it easier to access it.

While this study was in process, the proposal for the new reformed regulation and
directive have been published on 4 May 2016 in the EU Official Journal in all the
official languages. Although the Regulation has entered into force on 24 May 2016,
it is not being implemented yet since the EU member states have to transpose it
into their national law until 6 may 2018 and its expected to be implemented from

25 May 2018.
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Chapter 4

Related Work

There have always been research going on in security and privacy issues in the
smart home solutions by different communities. A recent survey by Komninos
and others [18] presented the challenges related to the smart grid and other smart
home technologies. They demonstrated the impact of security threats of smart
grid by using risk assessment method of FIPS199. In many researches smart
meters have always been identified as the potential privacy vulnerability in the
smart home technology. The authors in [27] presented a theoretical framework
to quantify the utility privacy trade off in the smart meter data. It addresses
the potential threats to privacy which can be exploited through the use of smart
home technologies communication technologies. In similar way, [28] also have
described that activities in the home such as eating, cooking, taking shower, and
sleeping can be detected by intercepting on the transmissions of sensors in a home,
even when all of the transmissions are encrypted. For the approach, A combined
Fingerprint and Timing-based Snooping (FATS) attack have been used. In [6] the
paper provide a review of Smart Home projects and the related technologies of

wearable health monitoring systems and assistive robotics which support elderly
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and disable people. The paper particularly points out that the advantages of
remote monitoring which should be carefully evaluated for privacy, confidentiality,
and security purpose.Various projects are also identified, which tries to address this
need. In [17] the authors performed an analysis of the privacy risks and mitigation

techniques for the sensors networks (IEEE 802.15.4 and ZigBee).
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Chapter 5

Privacy Threat Analysis of Smart

Home Technologies

The smart home is a point of intense contact between connected technology and
physical space. This creates new threats and vulnerability models that would effect
from claiming bringing together both those virtual and physical contexts. While
it’s easy to get lost in the excitement of deploying smart home technologies, it is
very important to take the time to really understand where our personal data is
going and who is doing what with it. All of smart home products are based on a
cloud hub solution, thus it enables the user to hook up with a variety of sensors
and connect each sensor to a hub in the home. This is great for efficiency, but
what’s negative about this new automation is that the data about our everyday
life, which is emitted from our home, is now beingacollected and analysed for the

benefit of the solution owners.

Smart home is a good way forward but recognising that privacy awareness should

be a prerequisite of ownership. Privacy issues in smart home is not only about
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confidentiality and access control. Smart home sensors in particular will gener-
ate a large amount of personal data about activities performed within the home.
Too many personal data combined together in a smart home system create the
possibility of getting contextual background that reveal patterns of behaviour of
the inhabitants [9]. Smart home systems may include embedded features that are
opaque to the user, and do not inform the user about the status of their operation.
Usually once the companies make users sign some privacy agreements, they don’t
ask users again for repurposing of those shared datas. It is also difficult to update
and patch in response to identified vulnerabilities. Smart homes include sensitive
systems related to the occupants’ healthcare, finances and systems related to the
physical security of the home, which may be open to dangerous manipulation by

attackers.

According to Finn, R. L., Wright, D. and Friedewald, [13], Smart home functions
may have serious impacts upon privacy of the person, privacy of behaviour and
action, privacy of communication, privacy of data and image, privacy of location,
and privacy of association|[13]. Here are the seven types of privacy concerns that

we will try to associate in section 6.

1. Privacy of the person: Focuses on the right to keep body functions and

body characteristics (such as genetic codes and biometrics) private.

2. Privacy of behaviour and action: This concern mainly focuses on very
sensitive issues such as political activities and religious practices, sexual pref-
erences and habits. However, the notion of privacy of personal behaviour

concerns also activities that might happen in public space and private space.

3. Privacy of communication: Aims on avoiding the interception of com-
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munications, including mail interception, directional microphones, the use
of bugs, telephone or wireless communication interception or recording and

access to e-mail messages.

. Privacy of data and image: Includes protecting of individual’s data from
being automatically available or accessible to different organisations and in-
dividuals. So that people can exercise a substantial degree of control over

their data and its usage.

. Privacy of thoughts and feelings: Means that the person has the right
not to share his thoughts or feelings or to have those thoughts or feelings
revealed. Privacy of thought and feelings is different from privacy of the

person, in the same way that the mind can be distinguished from the body.

. Privacy of location and space: Is the right of individuals to move around
public or semi-public space without being tracked, identified or monitored.
This privacy type also includes a right to solitude and a right to privacy in

spaces such as the home, the car or the office.

. Privacy of association (including group privacy): Is concerned with
people’s right to associate with whomever they wish, without any kind of

monitoring.

Smart homes have high privacy and data protection impacts. The characteristic

of connected things environment is the similar to the characteristics of smart de-

vices, applications and sensors which collects a multiple stream of datatypes of

data subjects as they move through such connected environments. The increasing

number of interlinked smart devices and the possibilities to automatically identify

objects is also leading to an automatic identification of persons that are related
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to these objects. The increment in number of interlinked sensors the activities
related with those sensors in the smart home could be a source of close, granular
and intimate data on activities and behaviour of inhabitants and visitors. Orga-
nizations which are part of the smart home market, including both the startups
and even the crowd funded efforts, are mostly to lack privacy expertise involved
in the smart home market. By integrating the data that is available from different
sources or services can also create new knowledge on data subjects that might
not be revealed if separate examination is performed in the same datasets. This
creates the issue of identity theft. An example for this problem can be found in
implementations of using credit cards, in which the name and card number can be
read without any authentication printed on the card. With this data it is possible
for attackers to use the card to purchase goods with the identity of the card holder.

5.1 Threats to Privacy Presented By Utility Man-

agement Devices

It is asserted that most of the existing utility companies are not following the
basic common sense guidelines in managing what private and/or confidential data
they should reasonably collect from customers. In fact, it would appear that many
utilities are collecting more information than the utility device necessarily need to
work properly with no regard to the consumer. In this section we have selected
smart meter as an example of utility management device to show what happens

when we use the device and which type of privacy is being affected.

Scenario : Smart Meter: All smart meters allow the utility to remotely moni-
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tor electricity consumption not just monthly or yearly but on a real-time basis.
Depending on the meter, this is at least as frequently as hourly and often as fre-
quently as every few minutes. The real-time monitoring can also occur by outlet,
room, and by appliance, depending on the types of appliances in the home. Before
smart meters, the only data gathered by utilities from electric meters was the total
consumption of electricity on some interval (i,e. monthly) which is not as frequent
as how smart meters do. In the case of the new smart meters, its mostly unclear
which and how much information will be gathered however, data sent from the

meter is personally identifiable.

Due to the fact that smart devices (including heating and cooling systems, refriger-
ators, toasters, hair dryers, computers, and home entertainment centers) account
for sixty to ninety percent of residential energy usage, managing their energy
consumption can greatly affect the energy load at any time of day. Manufactur-
ers have begun to make more and more of these appliances grid-enabled-that is,
smart appliances-by enabling them to communicate with smart meters. So if they
are enabled, the appliances frequently send their energy usage to the smart me-
ter labeled as consumed by that appliance. A resident can then view the home’s
detailed energy usage on an in-home display or on utility’s website and make in-
formed decisions on how to adjust energy usage. In addition, anyone with access
to a resident’s display or the website could review the load signature to determine
what time the person arrives and leaves home, if the security system is activated,
if one cooks with a microwave or the stove, the presence of certain medical equip-
ment, how much and when the household watches television, if someone gets up in

the middle of the night and uses the computer, which equipment is left on 24/7.
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Devices like, smart meter collects statistics of usage of the device and environmen-
tal data and thus 'learn’ the user’s behaviour. This is stored within the unit and
also uploaded to the cloud once it connects to a network. It also uploads system
logs and software logs, which contains information such as the user’s code, device
settings, HVAC settings, and wiring configuration. Some times reports are shared

with utility companies in order to generate energy more efficiently.

Effect: Through the use of smart meters, utilities typically collect thousands of
times more data than required to generate a monthly bill and this exposes the data
subjects to unnecessary privacy risks. The threats to privacy connected to smart
meters lie primarily within the concepts of the right to be left alone within one’s
home and the right to control personal information, Smart meters can compromise
both of these rights. Many smart meters are found within residents, and all of the
meters, even those that are not located within in the home itself but adjacent to an
outside wall of the house or somewhere on the home’s property, record information
about what happens within the home. Users don’t want other people to be able
to discern when they get up in the morning or when they go to bed. When
people go on vacation, they don’t want the ability for other people, no matter who
they are, to be able to tell when (or confirm when) the house is either occupied
or unoccupied. The unnecessary collection of the above information and data is
considered by many as a clear invasion of privacy and a threat to both personal

privacy, personal security and the security for the home and property.

e Since it’s possible to aggregate data from different sources, individuals iden-

tity could be revealed.

e Smart meters will reveal the activities of people inside of a home by measur-

ing their electricity, gas, or water usage frequently over time.
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e Tracking Behaviour of Renters/Leasers: Usage patterns and behaviour could

be monitored by renters who have same access to the device.

e Access to data use profiles that can reveal specific locations, and times of
electricity usage in specific areas of the home can also indicate the types of
activities and/or appliances used which leads to determination of personal

behavioural pattern.

e The data could be (mis)used by companies to perform marketing, govern-
ments to tax specific activities and uses and persons to conduct activities

with malicious intent.

e Smart meters will provide capability to track appliance usage. Appliance
producers may want to get this information to know why, who, and how
individuals used their products in certain ways. Such information could
have impact on appliance guarantees. Insurance companies may also use

this information to approve or decline claims.

e Access to near real-time energy usage data can reveal if people are at home,
in which room they are, what they are doing, and so on. This not only bring
a safety risk, with burglars and vandals using it to their criminal action, but
it might also be used to do marketing and advertisement based upon home

energy use behaviours.

5.2 Threats to Privacy Presented By Smart Well-

ness Monitoring Device

Smart wellness monitoring devices improves the quality of life, efficiency, and cost

of healthcare. Even though smart health monitoring devices create a longer and
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more enjoyable life, there are still challenges in the application of these tech-
nologies. In smart wellness monitoring system, portable Wearable’s connected
wirelessly to mobile Internet devices, and even embeddable sensors, will enable
long-term continuous medical monitoring for many purposes. For instance, for
patients with medical conditions, individuals seeking to change behaviours like
(losing weight), physicians needing to quantify and detect behavioural aberrations
for early diagnosis (such as depression), or athletes wishing to monitor their con-
dition and performance. While smart wellness monitoring devices can improve
quality of life and healthcare, they also generate new security and privacy issues.
When data are continuously processed (collected, stored and shared), they can
include information that data subjects want to recall later, but also some facts
that users are not willing to store or to be reminded of later on. The processing
of datas in such devices gives a record of everything we’ve done, day in and day
out, and may be even some things we don’t want to remember and to be reminded
of’. Clearly, privacy is important in any healthcare information system. Health
information privacy is an individual’s right to control the acquisition, uses, or dis-

closures of his or her identifiable health data|23].

Scenario: Wearables: are wearables really ready to be wear? this is the first
question that comes to users concern in the case of wearables. The rapid pace
of technological innovation today makes it difficult to predict what wearables will
look like in even a few years, let alone to govern how they should collect, use
and store information. In just a few years the wearables market has shifted from
clip-on devices with basic accelerometers to flexible wristbands, chest straps and
smartwatches with accelerometers, altimeters, gyroscopes, ambient light sensors
and heartbeat sensors|25]. Future technological advancements may bring devices

and sensors even closer to consumers: in the form of clothing, dermal patches, con-
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tact lenses, tattoos, implants, and even ’swallowable’ gadgets|3|. And obviously it
highly carries different privacy risks. As wearable technologies collect huge amount
of personal information, the privacy risk will also continue to arise. Many wearable
devices collect information about users’ health and fitness, for example, more than
one type of quantified-self data exists, each with its own level of sensitivity and

potential privacy impacts.

Effect: The fact that so much data can be collected through a wearable device,
such as: smart watch, smart bracelet, a fitness tracker, or an activity tracker,
implies that there are tangible risks involved. Smart wellness monitoring permits
collection of huge amount of medical data about the patient, as many smart devices
collect data continuously over extended periods of time. For instance, instead of a
one-minute recording taken in the clinic every other week, it is possible to record
electrocardiogram data continuously for weeks, throughout daily life. In using of
smart wellness monitoring devices, it’s not only the physiological data that is be-
ing collected rather, it allows much broader range of health-related informations to
be collected, it could also collect information about patient lifestyle and activities
including food habits and diet details, locations, physical activity, or social inter-
actions. Smart health monitoring devices[23| also permit integration to a broad
range of health-related applications: sharing data with your health provider, as
in a traditional doctor relationship, also sharing data with an insurance company
(e.g., to confirm compliance with a medication regimen), with lifestyle consultants
(e.g., diet advisers), with sport coaches (e.g., sports teams or health-club train-
ers), or with family (e.g., to support a relative’s recovery from surgery). In such
settings, privacy is a complex issue: the patient needs subtle control over the col-

lection, recording, dissemination, and access to their data.
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Chapter 6

Associating The Impact of Smart

Home Technologies on Privacy

6.1 Privacy Risk Assessment Methodology

The basic aspect of risk management is a risk model that enables the ability to
identify critical risks. NIST has developed Privacy Risk Assessment Methodology
(PRAM) called Privacy Risk Management Framework(PRMF). The framework
[15] defines an equation and a series of inputs to enable the identification of prob-
lems for individuals and companies that can arise from the processing (collection,
retention, etc.) of personal private information and the calculation of how such
problems can it cause on individuals and in an organisation.These allows for pri-
oritisation and resource allocation to achieve companies missions while minimising

adverse events for individuals and agencies collectively.

Even though existing tools such as the Fair Information Practice Principles (FIPPs)
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provide a foundation for taking privacy into account, they have not yet provided
a away to measure privacy impacts on a consistent and repeatable basis. The
PRMF provides the basis for the establishment of a common vocabulary to facili-
tate better understanding of and expressions about privacy risks and the effective

implementation of privacy measures and principles.

In most of the cases, risk is always expressed as a function of the likelihood that
the problematic data would occur multiplied by the impact of its occurrence [4].
Likelihood or probability is understood as a function of the threats to the system,
the associated vulnerabilities that can be exploited, and the consequences should
those vulnerabilities could cause [15]. Information privacy risk, therefore can be
expressed as a function of the likelihood that information processing (collection,
retention, sharing etc.)causes problems for individuals as well as organisations, and
the impact of the occurrence of the problematic data that could occur. In simple

terms, [4] expressed privacy risk as:

PR=LPxIP

Where :
PR: Privacy Risks
LP: likelihood of problematic data action
I P: Impact of problematic data action

Data actions are information system operations that process personal information.
"Processing” can include, but is not limited to, the collection, retention, logging,
generation, transformation, disclosure, transfer, and disposal of personal informa-

tion.
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If this is true for each data action in an information system, then the unmitigated

privacy risk for an entire system, R, is given by

D P
Ru=2.2 Luly
d

p

Where:

Ly is the likelihood of privacy problem occurring in data action

I4,: is the impact of privacy problem on the agency if it results from data
D: is the set of all possible data actions

P: is the set of all possible privacy problems

Mitigated or residual agency privacy risk for a system, Rg, is given by

D P
Rp = Z Z(Ldp - Cc%p)(fdp - Cép)
d p

where:

Cde . is the reduction in likelihood of privacy problem p occuring in data action d
by employing control c.
C’ép . is the reduction in the impact of privacy problem p on the agency if it results

from data action d by employing control c.

The mitigated risk calculation shows that, for any data action, a given control can
minimize the likelihood of a privacy problem, the impact of that privacy problem

should it cause, or both.
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Using this new equations, agencies can calculate the privacy risk of a data ac-
tion by assessing likelihood and impact of the data action becoming problematic.
Likelihood is assessed as the probability that a data action will become problem-
atic for a representative or typical individual whose personal information is being
processed by the system. The PRAM demonstrates a step by step analysis of
likelihood. According to PRMF, agencies can support the assessment of likelihood

in a number of ways.

i) It is possible to use existing information on customer demographics to estimate

likelihood.

ii) They may extrapolate from information available about privacy concerns in

similar scenarios.

iii) They could conduct focus groups or surveys to glean more through and specific

information from users about privacy concerns.

Impact is assessed as the magnitude of the problematic data action on the or-
ganisation if it occurs. The PRAM|[4] reflects these framing processes with an
impact analysis focused on four organisational impact factors. To calculate the
total business impact that the risks cause here are the four organizational factors

that should be considered.

1. Non-compliance costs: The impact caused by not complying with applicable

laws, policies, contracts.

2. Direct costs: Direct impacts of the problem on the company related to achiev-

ing its mission and profit.

3. Reputational costs: The impact of the problem on public trust in the com-

pany.
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4. Internal culture costs: The impact of the problem on the companies inside

working culture.

catalogue document consider
personal summary problematic
information issues data actions

Identifying

data actions

Figure 6.1: Inputs for PRAM

Figure| 6.1], Shows the principal inputs for the risk analysis using PRAM which
are: The data actions of the system, Personal information associated with a data
action, and context, or the circumstances surrounding the data actions. Data
actions are any information system operations that process personal information.
Both context and associated personal information contribute to whether a data ac-
tion has the potential to cause privacy problems. For each data action, we should
identify the associated personal information and the risk of a data action which is
also a function of context: the circumstances surrounding theasystem’s processing

of personal information.
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6.1.1 Privacy Risk Assessment Using Real Use Cases.

In this section we are going to perform privacy risk assessment for smart home
products. We have performed privacy risk assessment for smart home solutions
by using the privacy model called PRAM presented by NIST. We have tried to
show the privacy risk that results from the processing of personal information us-
ing (PRAM) for anticipating and addressing in the case of smart home products.
Using the equation provided by PRAM, we have calculated the privacy risk of a
data action by assessing likelihood and impact of the data actions presented by

smart home products.

For our assessment we have considered two cases: The first is, the Privacy impact
of personal data being processed by different data controllers on individuals. The
second case is, assessing the total business impact on companies (such as, smart
home products developers and also service providers) which results in individu-
als being affected by using those products. In order to implement the equations
presented by PRAM, we have considered companies with no privacy mitigation
techniques in place so that there is no reduction to the likelihood of the occur-

rence of the privacy problem, the impact of that privacy problem should it occur.

The equation we have used is the unmitigated risk R, is given by:

D P
Ru - Z Z Ldedp
d p

Step 1: Problematic Data Action Identification

Following the steps provided by PRMF, the first step we have performed is iden-
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tifying the problematic data actions and the personal information associated with
a data action, and context, or the circumstances surrounding the data actions
presented by two real use cases: Smart meters from energy management devices
and wearables from health and wellness monitoring devices. The reason why we
have considered this two use cases is while we were doing the scouting analysis of
smart home products, we have identified the characteristics of most of the smart
home products currently available in the market. By using those informations we
have selected two of those devices which were critical to get most of the general
problematic data actions that also presented by others smart home solutions.Thus,
identifying the risks of this two areas were good enough to draw a generalised idea

for others as well.

For assessment of the likelihood analysis to understand the probability that a data
action will become problematic for a representative or typical individual whose
personal information is being processed by the system, we have used the second
option presented by PRMF which was mentioned in section 6.1: ’extrapolating
from information available about privacy concerns in similar scenarios’. Based on

this, we have tried to extrapolate data by creating different scenarios.
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6.1.2 Use casel

Type of Device : Smart meter
Category: Utility Management Device

Description: smart meter is an electronic device that records consumption of
electric energy in intervals of an hour or less and communicates that information

at least daily back to the utility for monitoring and billing.

Features of The device:

e Energy control:

— Smart meters provide accurate, near-real-time information about the
energy we are using. We can use this information to control consump-

tion habits and see direct evidence of the positive impact of your actions.
e Bill savings

— Use the energy information we receive in order to make changes in

consumption that can lower your bills.

— Use this information to make energy efficiency improvements to our

resident that may save us even more money.
— Find out when energy is least expensive so we can change our usage.

e Environmental Responsibility
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— The smart grid is able to accommodate renewable energy sources such

as wind or solar.

Data Actionl: Detailed Collection of usage statistics of the device and environ-
mental data: Smart meter and home automation network data may track the use
of specific appliances. Access to data-use profiles that can reveal specific times
and locations of electricity use in specific areas of the home. It can also indicate
the types of activities and/or appliances used. This could lead to determining
personal behaviour patterns, habits, and activities taking place inside the home
by monitoring electricity usage patterns and appliance use, including activities like

sleeping, eating, showering, and watching TV and so on.

Data Action 2: Granular energy data and appliance energy consumption profiles:
Patterns over time allows to determine how many people are at home and at what
time, work schedule, sleeping routines, eating routines, vacation, health, or other
lifestyle details and habits. Determine what appliances you use when, e.g., washer,
dryer, toaster, furnace, A /C, microwave, medical devices, via granular energy data

and appliance energy consumption profiles.

Data Action 3: Performing Real-Time remote Surveillance: Real-Time Surveil-
lance Information Via real-time energy use data, determine if anyone is home,
what they are doing, and where they are located in the home, determine when a
home is vacant (for planning a burglary), who has high-priced appliances, and who
has a security system. Endangering the physical security of life, family, and prop-
erty and unwanted publicity and embarrassment (e.g. public disclosure of private
facts or the publication of facts which place a person in a false light Near-real-time

surveillance).
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Table 6.1: Privacy concerns related to smart meters

Entities potentially using
collected data

Privacy Concerns

Utilities

Efficiency analysis and monitoring: demand-response,
public or limited disclosure of usage statstics to promote

conservation, energy awareness, etc.

Insurance Companies

Insurance company interpreting the data in a way that
allows it to penalize customers. Determine premiums
(e.g., specific behaviour patterns, like erratic sleep, that

could indicate health problems|4].

Marketers

Marketers could obtainainformation for targeted adver-
tising. Use of individual or aggregated smart meter data

to target advertising at specific household or individual.

Uses Law Enforcement

Identify suspicious or illegal activity, investigations, real-
time surveillance to determine if residents are present

and current activities inside the homel[4].

Landlord /Lessor

Landlords can spy on tenantsathrough an online util-
ity account portal. Checking if their property is over

occupied.

Private Investigators

Use of data for investigations, monitoring for specific

events.

Creditors

Determine behaviour that seems to indicate creditwor-

thiness or changes in credit risk.

Illegal uses

Identify the best times for a burglary, determine if resi-
dents are present, identify assets that might be present,
commit fraud, identity theft, disrupt service, determine

confidential processes or proprietary data.
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6.1.3 Use case2

Type of Device: Wearable’s
Category: Health and Wellness Monitoring

Description: Is a category of electronic technology devices that can be worn by
a consumer and often include tracking information related to health and fitness.

That are incorporated into items of clothing and accessories.

Features of The device: Fitness tracking, record heart rate, body fat compo-
sition, perspiration, blood pressure, blood glucose levels, health, temperature and
muscle activity, sleep patterns and more all by just touching your skin as well as

movement, distance and speed using GPS, accelerometers and gyroscopes.

Data Actionl: Analysis of Health of the patient by using Medical Sensors: The
sensors include heart rate monitor, oximeter, blood pressure sensor, ECG module,
and thermometer. Each patient is monitored using the vital parameters from the
sensors embedded on the patient as well as in the surroundings. Certain data types
when combined could have critical implications, collecting personal data can also
facilitate criminal abuse. These records can be used to correlate the current data

received from the sensors for diagnosis.

Data Action2: Real Time Health Advice and Action: This service is designed
to operate when the Emergency Response System fails to arrive or the patient is

unattended.

Data Action 3: Parent Monitoring Services: Discrete Display of Confidential

Information.
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Table 6.2: Privacy Concerns Related to Wearable’s

Entities potentially using
collected data

Privacy Concerns

Hospitals

Wearable’s will enable a broad range of health-related
applications: sharing data with your health provider, it
gives a record of everything you have done, day in and
day out, possibly even some things you don’t want to be

reminded of.

Insurance companies

Wearable’s will enable also sharing data with an insur-
ance company (e.g., to confirm compliance with a medi-
cation regimen data from fitness wearables could be used
to identify customers who are unhealthy or living a dan-
gerous lifestyle and this could be taken into account by
insurers when calculating a premium amount). Insurers
can also penalize customers if they fail to disclose such
risk factors and negatives, which brings up the impor-
tant element of non-disclosure so wearable allow insur-
ance company interpreting the data in a way that allows

it to penalise customers.

Private investigators

Wearable device just knows when to take pictures of the
epic moments, know if you're riding in your car so your
friends and stalkers know where you are at all times of
the day, know when you go to sleep, riding a car, or

climbing a mountain.

Thieves and stalkers

Smart watches, often use a screen to display notifica-
tions. These notifications can include sensitive or con-
fidential information, which is also accessible to people

located close to the end user.
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From the above tables[Table 6.2, Table 6.1] we have identified the following general
risk associated with the use of smart meter and wearables. After finding out risks
we have labeled the probability of their occurrence from low to high depending on
the likelihood of their occurance and their related impact if they occur for each
of the use cases. Here are the general risk terms selected to draw risk/impact

graph:

R;= Behavioral Profiling

Rs=Criminal Abuse

Rs=Identification of life style
R,—Disclosure of Health Information
Rs=Disclosure of Sensitive Information
Rg=Use of data by third parties
R;=Repurposing of personal data
Rg=identity theft

Ry= Unwanted publicity and embarrassment
Ri0= Location disclosure

Ry1=loss of Autonomy

Step 2: Probability /Impact Chart

Once we have extrapolated all the data that is necessary to estimate their scale
of occurrence and impact they cause, we will draw the following graph to show
the level of the impact they cause. Before performing the analysis of the likeli-

hood and impact we have divided the cases of analysis in to two: individual and
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business.

Case 1: Individual case: In this section the general focus of the analysis is to
show the impact of smart home products on data subjects. In order to calculate
the privacy impact, we used all the risks associated to the data actions we have
identified in the two use cases and an estimation of scale based on what we have

collected in the tables.

The probability matrix chart is scaled from 1-10. (to give on scale average for
the probability and the risk) Based on the data available in the tables [6.2, and
6.1].

Likelihood: Ts assessed as probability that a data action will become problem-
atic for a representative or typical individual whose personal information is being

processed by the system. It is scaled as:

Low - is if the probability of the occurrence of the risk is low.
Medium - is if the probability of the occurrence of the risk is medium.

High - is if the probability of the occurrence of the risk is high.

Impact: is assessed as the costs (physical, social, economical and psychological
cost) to the individual of a data action if it became problematic for a representative
or typical individual whose personal information is being processed by the system.

It is scaled as:

Low - is if the impact of the occurrence of the risk is low.
Medium - is if the impact of the occurrence of the risk is medium.
High - is if the impact of the occurrence of the risk is high.

We have labled all the risk associated to all the data actions from R1 to R18.
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Data Actions | Problems to individuals Label | Likelihood| Impact
Name
Behavioural Profiling R1 9 9
Criminal Abuse R2 9 7
DAL Loss of Autonomy R3 7 7
Use of data by third parties | R4 7 5
Identity theft R5 8 5
Identification of life style R6 8 9
Behavioural Profiling R7 8 9
Criminal Abuse RS 8 8
DA Loss of Autonomy R9 9 9
Use of data by third parties | R10 7 8
Identity theft R11 8 4
Identification of life style R12 7 8
Behavioural Profiling R13 9 9
Criminal Abuse R14 9 6
DA3 Loss of Autonomy R15 8 6
Identity theft R16 9 8
Identification of life style R17 8 9

Table 6.3: Smart Meter Problem Prioritization Table
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Smart Meter Risk Assesment Chart
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Figure 6.4: Smart Meters Risk Assesment Chart
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Data Actions | Problems to individuals Label | Likelihood| Impact
Name
Disclosure of Sensitive Information R1 9 9
Criminal abuse R2 7 9
Behavioral profiling R3 9 8
DA4
Unwanted publicity /Embarrassment | R4 9 8
Disclosure of Location R5 8 9
Identification of lifestyle R6 9 7
Disclosure of Sensitive Information R7 8 9
Criminal abuse R8 3 4
Behavioral profiling R9 7 6
DA5
Unwanted publicity /Embarrassment | R10 6 7
Disclosure of Location R11 9 8
Identification of lifestyle R12 8 7
Disclosure of Sensitive Information R13 9 8
Criminal abuse R14 8 6
Behavioral profiling R15 9 9
DAG6
Unwanted publicity /Embarrassment | R16 6 6
Disclosure of Location R17 9 4
Identification of lifestyle R18 9 6

Table 6.4: Wearables Problem Prioritization Table
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Wearables Privacy Risk Assesment Chart
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Figure 6.5: Wearables Privacy Risk Assement chart

As its shown in the figure 6.4 and figure 6.5 the corresponding plots of the probabil-
ity and impact for the associated risks are all above the medium level. This shows
that unless there is no any mitigation measure in place for the use of this prod-
ucts, it would rather be a high risk problem than the solution it provides. Misuse
of personal data may lead to physical attack, financial loss, social discrimination,

reputational damage and other harms.
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Case2: Business Case.

After identifying the likelihood of occurrence of problematic action and their im-
pact on individual’s privacy we have then performed privacy impact assessment
for companies which will be directly/indirectly affected by developing or deploy-
ing smart home products. As we did for the individual case, by identifying the
problematic data actions of the two real use cases of smart home to calculate the
associated likelihood of occurrence and impact, we have also followed the same
step for the business impact calculation by considering the four organizational fac-
tor costs (non compliance cost, direct cost, reputational and internal costs) and
we sum up the final impact they cause to draw their likelihood of occurrence vs

total business impact chart.

We assigned on a scale from 1-10, the estimated expected rate of occurrence for
each potential problem for individuals whose personal information is being pro-

cessed per data action and for each associated business impacts.

The difference between this analysis and the previous one is that, the previous
chart shows the impact of their occurrence on individual’s privacy and this one
shows the impact of the previous individuals risk occurrence in business. Under-
standing the business cost of privacy risk on companies could help them to consider

the implementation of privacy by design before deploying the smart home solutions.

In order to show their business impact, we used the combination of both data
actions presented by smart meters and wearables that have been identified for in-

dividual case and calculate their corresponding risks, if they happen to the users.
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Likelihood: Is Probability that a data action will become problematic for the
company when it affects the individual whose personal information is being pro-

cessed by the system. It’s scaled from 1-10.

Business Impact: Cost to the organization of a data action if it become prob-
lematic for a representative or typical individual whose personal information is
being processed by the system. To understand the total business impact, we used
PRAM framing process with impact analysis focused on the four organizational

factors which are:

Non-compliance costs: Regulatory fines, litigation costs, remediation costs.
Direct costs: Revenue loss from customer abandonment, etc .
Reputational costs: Brand, damage, loss of customer trust, etc.

Internal culture costs: Impact on capability of organization/unit to achieve vi-

sion/mission.

Same as before, we are still considering companies with no any mitigation measures
in place. Once we have the total business impact, we gave label name to all the
associated Risk from A-II. So that it could be easy to plot them in the chart. We

gave an estimated scale from 1-10 to the likelihood of their occurrence.
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Table 6.5: Business Impact Factors

Non- Reputati Total
complianc|Direct onal Internal [buisiness
Data Action Problems to Individuals |e cost cost cost cost impact
Detailed Behavioral Profiling 8 6 9 4 27
Collection of | criminal Abuse 9 7 9 6 31
usage Statlﬁtlcs Loss of Autonomy 7 6 7 4 24
of the device - -
and Use of data by third partie 8 5 7 2 22
environmental |ldentity theft 5 6 8 6 25
data Identification of life style 4 6 8 5 23
Granular  |Behavioral Profiling 7 7 8 6 28
energy data |Loss of Autonomy 5 6 5 4 20
and appliance |Criminal Abuse 9 9 9 9 36
energy Use of data by third partie 7 6 8 5 26
consumption |ldentity theft 8 7 9 6 30
profiles Identification of life style 5 4 9 6 24
Behavioral Profiling 6 7 9 5 27
Criminal Abuse 9 9 9 9 36
Perform Real- [Loss of Autonomy 6 8 9 5 28
Time remote |ldentity theft 7 7 9 7 30
Surveillance |ldentification of life style 6 7 8 6 27
. Disclosure health informat 9 8 9 8 34
Analysis of Criminal ab 5 5 5 P 35
Health of the |—ouna a0use
. Behavioral profiling 7 6 8 5 26
patient by - :
. ; Disclosure of Location 7 5 8 4 24
using Medical —
Unwanted publicity and En 9 5 9 7 30
Sensors — -
Identification of lifestyle 6 7 7 6 26
Disclosure health informat 9 8 8 6 31
Real Time 1o R N I N
Health Advice Ue awor:; prck))l{ |.ng T 5 5 5 7 34
and Action .nwante pu ICItY and En
Disclosure of Location 4 6 7 5 22
Identification of lifestyle 6 7 8 6 27
Disclosure health informat 9 7 9 6 31
Loss of Autonomy 6 5 7 5 23
Parent o avioral profil 5 7 6 6 2
Monitoring ehavioral pro !|'ng
. Unwanted publicity and En 9 8 8 8 33
Services
Disclosure of Location 5 5 5 5 20
Identification of lifestyle 5 5 8 6 24
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Table 6.6: Problem Prioritization Table

Total
Label -
buisiness
name
Data Action Problems to Individuals Liklihood |impact
Detailed Behavioral Profiling A 9 27
Collection of |Criminal Abuse B 7 31
usage statistics [Loss of Autonomy C 7 24
of the device and| Use of data by third parties D 5 22
e”""‘;’;ge”‘a' Identity theft E 5 25
Identification of life style F 9 23
Granular Behavioral Profiling G 9 28
energy data | criminal abuse H 9 36
and appliance [Loss of Autonomy 1 8 20
energy Use of data by third parties J 8 26
consumption |ldentity theft K 4 30
profiles Identification of life style L 8 24
Behavioral Profiling M 9 27
Criminal Abuse N 6 36
Perform Real- |Loss of Autonomy (0] 8 28
Time remote |ldentity theft P 8 30
Surveillance |ldentification of life style Q 9 27
. Disclosure health information R 9 34
Analysis of Criminal ab S . "
Health of the rlmln.a abuse —
. . |Behavioral profiling T 9 26
patient by usingf— >
. Disclosure of Location U 9 24
Medical —
Unwanted publicity and Embarrassmen{V 8 30
Sensors —— -
Identification of lifestyle w 9 26
Disclosure health information X 8 31
: —
Health Advice ——a1ord’ Pro |.|.ng
. Unwanted publicity and EmbarrassmenfAA 6 34
and Action - -
Disclosure of Location BB 9 22
Identification of lifestyle CcC 8 27
Disclosure health information DD 9 31
Loss of Autonomy EE 8 23
Parent —f e vioral profil FF 9 2
Monitoring ehavioral pro |.|!1g
. Unwanted publicity and Embarrassmen{ GG 6 33
Services - -
Disclosure of Location HH 9 20
Identification of lifestyle 11 9 24

65




Problem Prioritization Heat Map

5
Liklihood
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Chapter 7

Conclusion and Future Work

Data collection and processing are the main critical components of smart home
technologies. Privacy issues are thus of utmost importance to smart home re-
searchers, designers, service providers, and users. By Simply providing or offering
strong security does not solve privacy issues. Privacy plays an important role in
human relationships, enabling us to create interrelation, as well as in personal de-

velopment and supporting decisional autonomy.

Many people wish to control and personal information flows about themselves,
but they often differ widely about what kinds of information they want to control.
In this study, we have tried to identify the main privacy issues while using smart
home solutions and motivate key concept in personal privacy that should influ-
ence the design and implementation of what we would call privacy-aware smart
home solutions, and other systems that take the the activities of our everyday life
into account and try to prevent unintended personal border crossings. We mainly
focused at raising awareness regarding the products used in Smart Home environ-

ments in protecting the privacy of the inhabitants.
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We have shown that, despite the usage of secure encrypted wireless communica-
tions in Smart Home environments, relevant personal information such as users’
presence, location and behaviour pattern can be leaked. Even though we are yet
far from presenting technical implementations of these concepts, we nevertheless
believe that a proper analysis of such non-technical aspects will provide beneficial

to the overall system design in the field of Smart home.

To build privacy-aware or privacy-compliant smart home technologies, we need
to understand the nature of privacy, its social and legal realities, and the tech-
nical tools at our disposal. We introduced those aspects in detail. While there
is a long way to go to build smart devices and applications that are actually
privacy-intensified, this work brings insight in clarifying the privacy concerns, the
associated risk about smart home products, aiding to devise better solutions in

the future.

The paper is not intended to show the disadvantages of this technology rather its
intended to show the limitations so that it will keep moving up with less impacts
on stakeholders. As we understood from the analysis we saw that it creates a high
impact so we recommend that companies deploying smart home services should
place countermeasures by using different existing frameworks, and guidelines in
order to mitigate the risk of such privacy leaks so that they can also reduce the

impact on individual as well as the business itself.

For future work, we would like to focus on developing a privacy guideline in which

companies could consider in their design while planning to provide smart home
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services to their customers, and afterwards creating Privacy Manager interface,
to help non- expert users of smart devices which define and administrate their
privacy preferences, offering different applications to control related aspects of

personal privacy.
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