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Introduction

The privacy and personal data protection legal framework established in People’s Republic of
China has been evolving in the last decades at a speedy pace according to technological
advances and the willingness of the Chinese Government to further enhance the informatization
process in order to ensure the country’s economic growth and national security. Privacy and
personal data protection requirements and obligations have been devised in different legislative,
administrative and sectorial laws and regulations, creating a “cumulative” framework which
mainly focuses on the private sector and only in part covers public institutions, where privacy
and personal data protection are not conceived as two separate set of rights and interests (as it
happens for example in the European Union’s GDPR). More recently, and especially after the
update of the National People’s Congress’ five-year legislative plan in 2018, China has been
shifting its view on privacy and personal data, by further distinguishing the two into separate
legal regimes provided in the new Chinese Civil Code approved in 2020, and by leaning towards
a more comprehensive approach on personal data protection with the issuing of the Personal

Information Protection Law and the Data Security Law at the end of 2021.

The Chinese data protection regime, while setting stringent obligations and requirements for
the private sector, enables more than hinders the access of the Chinese Government to private
sector data, especially from digital enterprises that are required to implement a real-name
registration system for users, and have to provide technical support and access to data to public
security organs. Many private sector companies also have to abide by strict data localization
requirements prohibiting cross-border transfer of personal information and important data
unless prior passing a security assessment from Chinese authorities. Despite some meaningful
legal advancements, especially in the realm of user’s data privacy rights, the protection of
personal information devised in Chinese laws and regulations still suffers from enforcement
difficulties, especially as the laws do not establish an independent Data Protection Authority
(DPA) but empowers different State Council departments with enforcement powers. On the
other hand, digital and Information Communication Technology (ICT) companies have made
the collection and processing of their users’ personal information and data the core of their
growing strategy, and the Chinese Government is relying more and more on the technological
support and data provided by these enterprises to realize its governance goals. Digital

enterprises have established special channels of communication with the Chinese Government
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that have enhanced their ability to influence policy and law-making processes in the digital
realm, especially in regard to the collection and processing of data that are treated as a kind of

proprietary asset by these enterprises.

The access of digital enterprises and the PRC Government to Chinese citizens’ personal
information has been furtherly enhanced by the outbreak of the Coronavirus pandemic in
December 2019. The emergency situation has given digital enterprises the opportunity to grasp
even more in-depth sensitive personal information of its users thanks to the collaboration with
local Governments in the development and implementation of contact-tracing applications
integrated in the two most popular Chinese super-applications, Alipay and WeChat. These
“Health Code” applications pool different data sources in order to assess population movement
and interactions, and act as a digital preventive tool by requiring high-risk users to implement
self-isolation and quarantine measures. The implementation and diffusion of these applications
have raised questions on fair processing, data accountability and data security of personal
information collected through these technological means. The possible normalization and
expansion of Health Codes even after the end of the pandemic emergency has opened new
discussions in the realm of personal data protection and could envisage and even closer

collaboration between private digital enterprises and the Chinese government.

This paper focuses on analyzing how the Covid-19 pandemic has impacted on the right to
privacy and personal data protection in contemporary China. For this purpose, this work is
divided into three chapters. The first chapter delineates how the concept of privacy and personal
data protection is perceived in Chinese contemporary society: how social values, historical
background and governmental institutions have influenced the definition and evolution of the
idea of privacy in contemporary China, along with influence from the West. Furthermore, the
same chapter provides a description of the Chinese legal framework for privacy protection,
starting from its international obligations and Constitutional values to the more detailed and
sectorial data privacy laws that have been shaping the Chinese legal background on the matter.
The right to privacy has been initially protected indirectly through other related personality
rights such as the right to reputation and the right to dignity and has been subsequently
established as a separate right thanks to Judicial Interpretations and the PRC Tort Liability Law.
At the same time, provisions on the protection of personal information have been introduced
for the first time in the PRC Criminal Law. Privacy and personal information protection have
been regulated as a single set of rights and interests, and the first stringent data privacy

obligations and requirements have been implemented only for certain industries, especially in



the ICT and telecommunication fields. The numerous data privacy laws and regulations
implemented in the last decade however did ultimately expand to encompass the generality of
the private sector, with more general provisions afforded to public institutions. Since 2020,
China has entered a new transition phase where the right to privacy is being separated from
personal information protection as two distinct legal regimes, devised in the new Chinese Civil
Code and with more comprehensive sets of obligations for both private and public parties

established in the Personal Information Protection Law and Data Security Law.

The second chapter focuses on how these many laws and regulations operate in the private
sector, by highlighting the main privacy obligations informing the private sector and which are
the most relevant users' privacy rights, and the interplay with the public sector, especially the

extent to which the Chinese government has access to private-sector data.

The final chapter analyzes the disclosure of personal data in the prevention and control of major
infectious diseases in the PRC, by first describing the regulatory aspects that come into play
during major health emergency situations, and which legal instruments for the protection of
personal information have been specifically published during the Covid-19 emergency period.
The novel coronavirus has accentuated and highlighted the pervasiveness of the government
and the problems of protecting the personal data of Chinese citizens. In order to be able to
implement restrictive and control measures aimed at fighting the virus, Chinese authorities have
mainly relied on massive use of technological tools, especially Health Code Mobile
Applications that have been implemented by private enterprises, such as Alipay Health Code
and WeChat Health Code. The third chapter describes the development and implementation of
these applications and furtherly depicts the major privacy and personal data protection issues
that have emerged in relation to the collection and processing of personal information, location
and health data collected and processed through these technological tools.



CHAPTER 1

Privacy and Personal Data Protection in
Contemporary China

1.1. The Concept of Privacy and Personal Data Protection in

Contemporary China

Nowadays privacy and personal data protection have become central values in many countries,
due to the technological advances that have shaped the way personal information is collected,

processed, and disposed.

Not only the definition of privacy has dramatically changed throughout history, but this concept
is also perceived differently between Western and Asian countries, especially in China where
the concept of privacy is still connected to reputation and dignity and is more understood as a
protection from other individual’s interference more than a protection from the government

intrusion on citizens’ private lives.

In these last decades, technology advancement has also surfaced the need for protection of a
new right, the right to data protection, which has been formally separated from the right to
privacy in many legislations, especially in the European Union. This has not happened however
in China, where the right to data privacy is not regulated by a comprehensive law but data

privacy provisions can be found in numerous legislative, administrative and sectorial laws.

1.1.1. The Concept of Privacy in the Chinese Society

The concept of privacy always existed throughout history as it is related to key values inscribed
in human nature such as human dignity and independence, even if the content and definition of
privacy differs according to the historical period, society, culture and even from individual to

individual.

Nowadays the vast majority of nations recognize privacy as a fundamental human right. Many
countries directly protect privacy in their Constitution, and when there is no explicit mention,

national courts have still recognized implicit constitutional rights to privacy.*

1 SOLOVE Daniel J., 2008, Understanding Privacy, Cambridge, Harvard University Press, pp. 2-3.
7



However, defining what privacy actually means and entails remains a cumbersome task as there
IS no general agreement on a clear definition of the term. Privacy remains an elusive concept,
and many argue that because of this lack of a generally agreed definition of privacy courts and
laws often struggle to recognize when privacy interests are to be protected.? The modern
concept of privacy has primarily developed out of a Western moral and legal framework that
puts individual rights before collective values,® and this in turn has had a heavy influence on

many Asian countries’ legislations on privacy, including China.

Nonetheless, Contemporary China still retains a different concept of privacy compared to
Western Countries. The main preconception about privacy in China is that it was a concept
imported from West since the nineteenth century that never existed in Chinese society before.*
In reality, Ancient China always had some forms of protection of privacy, although this was

more an indirect consequence of the protection provided by the moral principle of Li (%|) that

regulated civil disputes and not from a formal legal protection of the right to privacy.®

Privacy in modern China has however been affected by the Western definition that sees privacy
as an individual right, as the importation of Western privacy laws ultimately prevented China
from developing its own privacy legal culture.® Nevertheless China still carries a unique vision
on the meaning of privacy even today, as it is understood more as a collective right than an

individual right.

The idea of privacy in contemporary Chinese society continues even today to be shaped by
traditional values. Originally, the concept of privacy in China was expressed with the word

Yinst (BB#A) that can be translated as “shameful, embarrassing acts or secrets that should not be

disclosed to the public”. This word lacked a positive connotation and involved the safeguarding
of family secrets around indecent or unethical acts such as rape or molestation.” Breaches of
Yinst were regarded as minor civil matters and were expected to be settled by society itself

through mediatory measures rather than individuals seeking external agencies to enforce their

2 SOLOVE Daniel J., 2008, Understanding Privacy, Cambridge, Harvard University Press, p.7.
3 LI Tiffany, BRONFMAN Jill, ZHOU Zhou, 2017, “Saving Face: Unfolding the Screen of Chinese Privacy
Law”, Journal of Law, Information, and Science (Forthcoming), p. 3.
4 MCDOUGALL Bonnie S., 2004, “Privacy in Modern China”, History Compass, Vol. 2, Issue 1, pp. 1-8.
> WANG Hao, 2011, Protecting Privacy in China, A Research on China’s Privacy Standards and the Possibility
of Establishing the Right to Privacy and the Information Privacy Protection Legislation in Modern China,
Springer-Verlag Berlin Heidelberg, p. 33.
6 LI Tiffany, BRONFMAN Jill, ZHOU Zhou, 2017, “Saving Face: Unfolding the Screen of Chinese Privacy
Law”, Journal of Law, Information, and Science (Forthcoming), p. 3.
7 XU Jinghong, 2015, “Evolving Legal Frameworks for Protecting the Right to Internet Privacy in China”. In
LINDSAY Jon R., CHEUNG Tai Ming, REVERON Derek S., China and Cybersecurity: Espionage, Strategy,
and Politics in the Digital Domain, New York: Oxford University Press, pp. 243-244.
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own rights.® Daily civil conduct and civil disputes were regulated by the Confucian theory of
Li that placed morality as the central value to govern a society.® These doctrines focused on
setting a border between family and outsiders more than establishing an individual right of
protection of private life, as the family was understood as the basic functional unit and

individuals were bound to specific obligations and duties according to their family role.

Moreover, Confucian values permeated traditional Chinese society and imposed a strict social
hierarchy and a limitation to personal life.!® An individual’s rights were subordinate to the

rights of family unit, community, and the country, as Confucianism imposed very specific roles

enshrined in the so-called five constant relationships (F1€, Wi Lan).!! These principles posed

heavy obligations on some individuals (mainly the wife, the son and younger children) while
giving absolute privileges to others (such as the father, husband and elder brother).?

Ancient Chinese law focused more on the protection of government powers and social interests
rather than the protection of individual rights and civil matters, and as a result there was no
clear separation between private and public law.'® Individual rights were indirectly protected
by imposing duties and obligations on individuals.** Law in traditional China was imposed from
above, and rights were provided according to social status, as a consequence the protection of
privacy was understood as a flexible privilege and mainly applied to the ruling class, so it could
be enjoyed towards individuals that were ranked lower socially and economically, but not vice
versa.!®

Another aspect that helped shape the notion of privacy in traditional China was the concept of

“saving face”, which is still now a contemporary issue in modern China. “Face” is a unique

8 WANG Hao, 2011, Protecting Privacy in China, A Research on China’s Privacy Standards and the Possibility
of Establishing the Right to Privacy and the Information Privacy Protection Legislation in Modern China,
Springer-Verlag Berlin Heidelberg, p. 38.

° Ibidem, pp. 35-36.

10 XU lJinghong, 2015, “Evolving Legal Frameworks for Protecting the Right to Internet Privacy in China”. In
LINDSAY Jon R., CHEUNG Tai Ming, REVERON Derek S., China and Cybersecurity: Espionage, Strategy,
and Politics in the Digital Domain, New York: Oxford University Press, pp. 243-244.

11 These five major relationships were between the emperor and the subject, between husband and wife, between
father and son, between elder brother and younger brother and between friend and friend.

LI Tiffany, BRONFMAN Jill, ZHOU Zhou, 2017, “Saving Face: Unfolding the Screen of Chinese Privacy
Law”, Journal of Law, Information, and Science (Forthcoming), p. 4; WANG Hao, 2011, Protecting Privacy in
China, A Research on China’s Privacy Standards and the Possibility of Establishing the Right to Privacy and the
Information Privacy Protection Legislation in Modern China, Springer-Verlag Berlin Heidelberg, p. 37.
12\WWANG Hao, 2011, Protecting Privacy in China, A Research on China’s Privacy Standards and the Possibility
of Establishing the Right to Privacy and the Information Privacy Protection Legislation in Modern China,
Springer-Verlag Berlin Heidelberg, pp. 37-38.

B1bidem, p. 35.

14 1bidem.

15 LI Tiffany, BRONFMAN Jill, ZHOU Zhou, 2017, “Saving Face: Unfolding the Screen of Chinese Privacy
Law”, Journal of Law, Information, and Science (Forthcoming), p. 8.



concept in Chinese, and it’s expressed through the words Mianzi (1) and Lidn (§&).1® “Face”

means to present a respectable identity to the community, and it’s connected to a person’s
prestige and morality. As we noted, the term Yinsi was connected to shameful acts that people
did not want to disclose to the public, so privacy in Ancient China acted as a prevention over
the shame that would lead to a loss of face. As the loss of face would reflect not only on the
individual but on its entire family, this reinforced the idea that shame had to be kept within the

family household and not be shared with the outside community.*’

In the nineteenth century, during the late Qing dynasty, China became increasingly in contact
with Western values and ideas and began to be influenced more by Western legal systems,
mainly by Civil Law systems. The 1911 Civil Law Draft of the Qing dynasty and the 1925 Civil
Law Draft of the Republic of China presented for the first time a right to personality, even
though they didn’t come into force in the end.*® Listed with many other rights, the first reference
of the right to privacy was in Article 195 of the Civil Law Code of the Republic of China enacted
between 1929 and 1932, the first ever Chinese Civil Code.*

Even though Western values, such as individualism, began shaping the Chinese way of thinking,
including its conception on human rights, both the Nationalist Republic of China (R.O.C.) and
the Communist People’s Republic of China (P.R.C.) continued to stress the superiority of public
interests, institutions, and services over the private ones. After the founding of the PRC in 1949,
the Communist authorities began to impose severe restrictions to personal life in order to
implement a planned economic system. State control became so persistent that the government
played a role even in providing employment and influencing marital decisions.?’ The process
of collectivization and the founding of the rural communal kitchens led individuals and families
to have very low control not only on their own private property but also on intangible goods

like their right to personal physical space or right to their own privacy.?!

BWANG Hao, 2011, Protecting Privacy in China, A Research on China’s Privacy Standards and the Possibility
of Establishing the Right to Privacy and the Information Privacy Protection Legislation in Modern China,
Springer-Verlag Berlin Heidelberg, p. 39.

17 LI Tiffany, BRONFMAN Jill, ZHOU Zhou, 2017, “Saving Face: Unfolding the Screen of Chinese Privacy
Law”, Journal of Law, Information, and Science (Forthcoming), p. 10.

18 XU lJinghong, 2015, “Evolving Legal Frameworks for Protecting the Right to Internet Privacy in China”. In
LINDSAY Jon R., CHEUNG Tai Ming, REVERON Derek S., China and Cybersecurity: Espionage, Strategy,
and Politics in the Digital Domain, New York: Oxford University Press, p. 244.

19 1bidem.

20 1hidem.

2L LI Tiffany, BRONFMAN Jill, ZHOU Zhou, 2017, “Saving Face: Unfolding the Screen of Chinese Privacy
Law”, Journal of Law, Information, and Science (Forthcoming), p. 5.



After Mao’s death in 1976, Deng Xiaoping inaugurated a new era with the implementation of
far-reaching economic reforms and open up policies. There are three main factors that helped
in enhancing privacy needs: the wide-ranging economic changes, the urbanization process and
the introduction and development of new technologies. Elements of market economy began to
be introduced in the planned economic system that was implemented during Maoist era. Private
ownership and the pursuit of individual interests became important components of this new
“socialist market economic system”. At the same time the opening to Western countries helped
the circulation of new values such as freedom, equality, individualism, and ultimately the right
to privacy.?> The urbanization process also posed new conditions for the development of
privacy by increasing the disconnection of the individual with the family and collective units
of the past.?® Technological advancement and especially the popularization of the internet
helped in the transformation of privacy ideas, but at the same time brought many privacy issues

in new forms.2*

All these elements supported the re-evaluation of the concept of private life among academics,
politicians but also the Chinese citizens, that started giving importance to privacy and
expressing concern over the protection of this emerging right.? First of all, there was more self-
awareness amongst individuals of a right to privacy, so that if they did not want an information
to be made public, they would decline to answer questions on the plea that this is their privacy.
Even the relationship between parents and children was shaped by this new concept of privacy,
as the latter started protesting against parents’ intrusion in their room or of their personal diary
and mail, whereas in the past there was the idea that no secret should be kept between parents
and their children, as privacy was understood more as a line between the family and the
community and not between individuals per se.?® Second, Chinese citizens became less inclined

to interfere with someone’s else privacy: before the 1980s the practice of Zhuojian (32 5F)?’ of

a person having an extramarital affair was still common, but now Chinese citizens started to

regard it as a personal affair and did not wish to interfere.

22 \WANG Hao, 2011, Protecting Privacy in China, A Research on China’s Privacy Standards and the Possibility
of Establishing the Right to Privacy and the Information Privacy Protection Legislation in Modern China,
Springer-Verlag Berlin Heidelberg, p. 41.
2 LI Tiffany, BRONFMAN Jill, ZHOU Zhou, 2017, “Saving Face: Unfolding the Screen of Chinese Privacy
Law”, Journal of Law, Information, and Science (Forthcoming), p. 2.
24 WANG Hao, 2011, Protecting Privacy in China, A Research on China’s Privacy Standards and the Possibility
of Establishing the Right to Privacy and the Information Privacy Protection Legislation in Modern China,
Springer-Verlag Berlin Heidelberg, p. 42.
%5 YAO-HUALI, Lii, 2005, “Privacy and data privacy issues in contemporary China”, Ethics and Information
Technology, Issue 7, p. 8.
26 1bidem.
27 The practice of catching the adulterers in the act of having an extramarital relationship. Ibidem.

11



As the demands for more privacy kept on growing in the Chinese contemporary society, a
gradual change had also been occurring in the PRC’s legislative terminology. In these last years
the scope of privacy has gradually expanded, shifting away from the ancient definition of
privacy that sees it as nothing more than a shameful secret. Xu Jinghong identified three periods
of the evolution of the right to privacy in the Chinese legislation:

- from 1949 to 1981, Chinese legislation defined privacy with the ancient word Yinsi (fA
F4), restricting the scope of privacy protection to the aspect of shameful or embarrassing

private affairs;

- from 1982 to 2002, the word Yinst (f2#A), which apparently was coined to correspond

to the English word “privacy”, began to appear and gradually replace the ancient word
Yinst. The words were often used interchangeably;

- from 2003 to 2012, the Chinese legislation began to introduce the concept of “personal
information”, that has gradually been expanded to the online realm thanks to the SC-

NPC Decision on Strengthening Network Information Protection issued in 2012.%8

Today the concept of privacy still retains some Chinese characteristics. The concept of privacy
is understood more in a collectivistic manner by Chinese society, as personal privacy continues
to be limited by social benefits and national interests.?® China still stresses group rights more
than political and individual rights, while human rights are still a contested issue.*® As Yao-
Huai L0 states:

“Even in contemporary China, along with increasing valuation of individual interests — even

though the new collectivism leaves some space for individual privacy, the opinion that the

collective is more important than the individual still makes it impossible to have a sense of

privacy as strong as Western societies that, by contrast, begin with individualism as the

foreground assumption undergirding privacy conceptions.”
Another aspect that distinguishes the Chinese concept of privacy from the Western notion is its
relation with the right of reputation and dignity. Chinese individuals, law and courts continue

to mostly associate the right to privacy with the right to reputation and dignity.3? Article 140 of

28 XU lJinghong, 2015, “Evolving Legal Frameworks for Protecting the Right to Internet Privacy in China”. In

LINDSAY Jon R., CHEUNG Tai Ming, REVERON Derek S., China and Cybersecurity: Espionage, Strategy,

and Politics in the Digital Domain, New York: Oxford University Press, pp. 244-245.

2 YAO-HUALI, Lii, 2005, “Privacy and data privacy issues in contemporary China”, Ethics and Information

Technology, Issue 7, p. 11.

30 WANG Zhizheng, 2017, “Systematic Government Access to Private-Sector Data in China”. In CATE Fred H.,

DEMPSEY James X., Bulk Collection: Systematic Government Access to Private-Sector Data, New York:

Oxford University Press, p. 243.

31 YAO-HUALI, Lii, 2005, “Privacy and data privacy issues in contemporary China”, Ethics and Information

Technology, Issue 7, p. 12.

32 “The data protection regime in China — In-depth Analysis for the LIBE Committee”, Directorate-General for
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the Opinions of the Supreme People’s Court on Several Issues concerning the Implementation
of the General Principles of the Civil Law of the PRC for Trial Implementation, issued in 1988,
explicitly establishes a connection between the right to privacy and right of reputation.®® In
addition, the Chinese Constitution implicitly establishes the right to privacy through its Article
38 that states that “the personal dignity of citizens of the People’s Republic of China is

inviolable”.3*

In addition, the right to privacy in China is assumed to be a protection against fellow citizens
interference rather than against government intrusion of their private life.3® The government
still exercises tight control over society, moreover it detains extensive powers of investigation,
seizure, and search whenever state security and social order are at stake, as China’s legal system

grants extensive access to private sector data.3®

1.1.2. The Definition of Personal Data Protection in China

Technology has always been challenging the notion of privacy throughout the years, especially
after the creation of the internet and computers in 1960s. From its early application in the
military and for academic purposes, the Internet has continuously expanded its services and it
has become truly popular for commercial use.®” Since the birth of the Internet many other
technologies have been developed: from personal computers, smartphones, search engines and
machine learning, to the most recent cloud computing, Internet of Things and Artificial
Intelligence technologies. The creation of this new digital world has however challenged the
protection of private life and personal information as the enormous amount of digital data

generated can be collected, stored, processed, and transferred from a place to another in an easy

Internal Policies of the Union (European Parliament),
https://www.europarl.europa.eu/RegData/etudes/IDAN/2015/536472/1IPOL_IDA(2015)536472_EN.pdf,
accessed 17-03-2021
33 WANG Faye Fangfei, 2014, Law of Electronic Commercial Transactions — Contemporary Issues in the EU,
US, and China, London, Routledge, pp. 175-176.
84 bt N R ALANE 52757, Zhonghua rénmin gonghéguo xianfa, http://www.gov.cn/guoqing/2018-
03/22/content_5276318.htm, accessed 01-10-2021. English Official Translation:
http://www.npc.gov.cn/englishnpc/constitution2019/201911/1f65146fb6104dd3a2793875d19b5b29.shtml,
accessed 01-10-2021.
35 WANG Zhizheng, 2017, “Systematic Government Access to Private-Sector Data in China”. In CATE Fred H.,
DEMPSEY James X., Bulk Collection: Systematic Government Access to Private-Sector Data, New York:
Oxford University Press, p. 243.
% 1bidem.
ST WANG Faye Fangfei, 2014, Law of Electronic Commercial Transactions — Contemporary Issues in the EU,
US, and China, London, Routledge, pp. 6-7.
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and far-reaching way. Technology advancement has led many legislators to introduce a “data

protection right”.

The “data protection” or “data privacy” right concerns the use of information about people and
comprises of a set of principles related to the collection, accuracy, security, use, access, deletion

etc. of digital data.®

China, similarly to the U.S. Data Protection Regime, doesn’t have a general comprehensive law
on data privacy, but rather establishes data rights and obligations through many legislative,
administrative, and sectorial laws. Moreover, the right to privacy and the right to data privacy
have not been formally distinguished like they are in the European Union legislation®, so it is

not possible to talk about a data protection regime in China without mentioning the more

38 GREENLEAF Graham, 2014, Asian Data Privacy Laws, New York, Oxford University Press, p. 5.

39 In the European Union the right to data privacy has been formally separated from the right to privacy
protection in 2009 with the ratification of the Treaty of Lisbon. The distinction between these two rights has
been first and foremost drawn out in their legal definition: the right to privacy is enshrined in Article 8 of the
European Convention for Human Rights and Article 7 of the EU Charter for Fundamental Rights. These articles
provide for the protection of four main areas of privacy: private life, family life, home, and communications; in
addition, Article 8.2 sets forth the conditions of interference to the right to privacy. The right to data protection
is set forth in Article 16 of the Treaty on the Functioning of the European Union (TFEU) and in Article 8 of the
EU Charter, that states:

“Everyone has the right to the protection of personal data concerning him or her. Such data must be processed
fairly for specified purposes and on the basis of the consent of the person concerned or some other legitimate
basis laid down by law. Everyone has the right of access to data which has been collected concerning him or her,
and the right to have it rectified. Compliance with these rules shall be subject to control by an independent
authority.”

Another factor that further separates the two rights is their interpretation by EU courts: the right to privacy is not
interpreted in a restrictive way by the two main European Courts that supervise this right, the European Court of
Human Rights in Strasbourg and the EU Court of Justice in Luxembourg. The Courts do not attempt to define
the content of what constitutes the right to privacy, consequently privacy is not seen as a bundle of specific rights
but rather is approached case by case by the Courts. The right to data protection on the other hand has been
envisioned as a set of principles, with specific definitions and notions such as “personal information”, “data
subject”, “data controller” or “filing system”. Data protection is understood as a “technical right”: it requires
auxiliary legislation to make its principles and requirements concrete in personal data processing instances and
requires an independent national data protection authority (or DPA) as an enforcement mechanism. Nonetheless,
there are many instances where the scope of the right to privacy and right to data protection differ, although
many times there is an intersection and overlap between the content of the two rights, so much that jurisprudence
in the European Union has considered privacy to be at the core of data protection. Still, we can find some
substantial differences between the two rights: the right to data protection revolves around the processing of
personal data, but not all personal data necessarily infringe upon privacy, while privacy itself is broader of a
concept as it can apply also to the processing of data that is not personal and encompasses a physical aspect that
data privacy does not contain. Also, data privacy protection is applied to data that lie outside the sphere of family
and personal affairs, whereas the right to privacy is not so restricted.

“The data protection regime in China — In-depth Analysis for the LIBE Committee”, Directorate-General for
Internal Policies of the Union (European Parliament),
https://www.europarl.europa.eu/RegData/etudes/IDAN/2015/536472/IPOL_IDA(2015)536472_EN.pdf,
accessed 17-03-2021; GELLERT Raphaél, GUTWIRTH Serge, 2013, “The legal construction of privacy and
data protection”, Computer Law & Security Review, Vol. 29, Issue 5, pp. 523-526; “Article 8 - Protection of
personal data”, EU Charter of Fundamental Rights, https://fra.europa.eu/en/eu-charter/article/8-protection-
personal-data, accessed 20-09-2021; KOKOTT Juliane, SOBOTTA Christoph, 2013, “The distinction between
privacy and data protection in the jurisprudence of the CJEU and the ECtHR”, International Data Privacy Law,
Vol. 3, No.4, p. 223
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general provisions adopted to protect the right to privacy in the Chinese Constitution, Civil and
Tort Liability Law and Criminal Law, as the two terms are often used interchangeably. The
main legal instruments on data privacy protection have been issued by the Standing Committee
of the National People’s Congress (SC-NPC), which is the second-highest legislative organ of
the PRC, and by the Chinese Ministry of Industry and Information Technology (MIIT).%°

China’s emerging data privacy problems were spurred by the popularization of the Internet in
the 1990s.*! Chinese Internet has special features that make the Chinese digital landscape
unique in the world: on one hand, there is a pervasive censorship that limits the access of
citizens to certain websites (e.g. Western social media) and limits and monitors the scope of the
conversations that can be published (e.g. on social and political rights); on the other hand, China

has the biggest e-commerce market in the world with leading platforms like Alibaba (fo] £ B2
B, Alibaba), Taobao (8=, Tdobdo) and TMall (X3, Tianmdao). Internet has become a useful

tool for the spread of privacy, although new threats to the protection of private life have surfaced
from it. Since privacy in China has still a close connection with the idea of reputation and “face”,
one of the main problems resulting from the popularization of the Internet has been the so-

called phenomenon of Human Flesh Search Engines (AN A8 &, Rénrou Sousud), that is

defined as “the use of the Internet to find embarrassing information about a person and harass

them?.42

The first steps towards a more comprehensive approach of the protection of personal digital
data in China is the issuing of the SC-NPC Decision on Strengthening Network Information
Protection in 2012, and the SC-NPC Cybersecurity Law of the PRC in 2018. It is however only
since last year that China has decided to give special attention to the protection of personal data,
as the new Civil Code of the PRC (taking effect on January 1%, 2021) presents a new dedicated
section to personality rights; moreover, China is drafting two new comprehensive laws on data
protection: the Data Security Law of the PRC and the Personal Information Protection Law of
the PRC.

40 “The data protection regime in China — In-depth Analysis for the LIBE Committee”, Directorate-General for
Internal Policies of the Union (European Parliament),
https://www.europarl.europa.eu/RegData/etudes/IDAN/2015/536472/IPOL_IDA(2015)536472_EN.pdf,
accessed 17-03-2021.
41 YAO-HUALI, Lii, 2005, “Privacy and data privacy issues in contemporary China”, Ethics and Information
Technology, Issue 7, p. 9.
42 XU Jinghong, 2015, “Evolving Legal Frameworks for Protecting the Right to Internet Privacy in China”. In
LINDSAY Jon R., CHEUNG Tai Ming, REVERON Derek S., China and Cybersecurity: Espionage, Strategy,
and Politics in the Digital Domain, New York: Oxford University Press, pp. 242-260

15



The first definition of “user’s personal data” in Chinese legal texts can be found in the 2011
MIIT Regulations, which is at a lower level of a SC-NPC law, that defines personal data as “any
information that relates to a user and that separately or in combination with other information
may be used to identify the user”.* It is however the SC-NPC PRC Cybersecurity Law that
defines “personal information” with a similar wording but with the addition of “personal
biometric information” in its list.** Article 3 of the 2013 MIIT Guidelines (which are not legally
binding documents) also defines “sensitive personal information” as follows:

“The information that would have an adverse impact on the subject of personal information

if disclosed or altered. [...] For example, the sensitive personal information may include

identity card numbers, mobile phone numbers, race, political viewpoint, religion, or

biometric information, fingerprint and so forth.”

43 Art. 11 of ‘Several Regulations on Standardizing Market Order for Internet Information Services’, Decree of the
Ministry of Industry and Information Technology (No. 20), 7 December 2011, in force 15 March 2012. From
GREENLEAF Graham, 2014, Asian Data Privacy Laws, New York, Oxford University Press, pp. 205-210.
a4 cerpd N RCILFNE WX 2% 22 4278, Zhdnghua rénmin gonghégud wingluod anquén fi,
https://www.pkulaw.com/chl/4dce14765f4265f1bdfb.html, accessed 03-11-2021. English Translation:
“Cybersecurity Law of the People's Republic of China”, https://www.newamerica.org/cybersecurity-
initiative/digichina/blog/translation-cybersecurity-law-peoples-republic-china/, accessed 03-11-2021.
4 GREENLEAF Graham, 2014, Asian Data Privacy Laws, New York, Oxford University Press, p. 211.
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1.2. The Chinese General Legal Framework for Privacy Protection: A

Fragmented Reality

1.2.1. International Obligations

Since its entry the World Trade Organization in 2001, the People’s Republic of China has
gradually become more involved with and integrated in the international community. However,
the only international document relating to the protection of privacy as a right that has been
signed by the PRC is the 1966 International Covenant on Civil and Political Rights, whose
article 17 states:

“1. No one shall be subjected to arbitrary or unlawful interference with his privacy, family,

home or correspondence, nor to unlawful attacks on his honour and reputation.

2. Everyone has the right to the protection of the law against such interference or attacks.”*®

Although it was signed in 1998, China has still not undertaken any ratification process.

China is one of the 21 member economies of the Asia-Pacific Economic Cooperation (APEC),
an international organization that doesn’t have a constitution or treaty but operates by consensus.
APEC has developed a set of principles of data privacy protection in 2004, namely the APEC
Privacy Framework. The Framework is not binding and can be undertaken on a voluntarily
basis, but China has not yet indicated that it will be involved in the APEC Cross-Border Privacy

Rules system.*’

Therefore, China nowadays doesn’t carry any international obligations regarding privacy

protection.

1.2.2. The Chinese Constitution: Is Privacy recognized as a human right?

The Chinese Constitution (W48 N IRILHE 5E7%, Zhonghud rénmin gonghégud xianfd) is the
supreme law of the PRC. It’s the fundamental legal document that sits at the top of the hierarchy
of legal norms in the People’s Republic of China and all Chinese laws should be made in
accordance with it. There only have been four Constitutions in the history of the PRC: the
Constitution of 1954, the Constitution of 1975, the Constitution of 1978, and the current

46 “International Covenant on Civil and Political Rights”,

https://www.ohchr.org/en/professionalinterest/pages/ccpr.aspx, accessed 07-10-2021.

47 GREENLEAF Graham, 2014, Asian Data Privacy Laws, New York, Oxford University Press, p. 197.
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Constitution of 1982.48 Human rights provisions are introduced in Chapter 2 of the Constitution.
The Constitution of the PRC does not explicitly mention a right to privacy protection, although
a general privacy protection framework is provided by Articles 37, 38, 39 and 40. The Chinese

modern word for “privacy”, B2 #A, is not even present in the constitutional text, nor in its English

official translation.*® Articles 37 and 39 respectively protect freedom of person of Chinese
citizens and freedom of residence, both deemed as “inviolable” (A32123E, bu shou ginfan).
Article 38 protects the personal dignity of citizens and prohibits to use any means to insult, libel
or falsely accuse citizens.> Personal dignity is a concept that is very closely related to privacy,
and both Chinese citizens and lawmakers still find a close connection between dignity,
reputation and the idea of privacy. Personal dignity therefore encompasses several aspects,
including a right to name, right to portrait, and right to privacy.>* Article 40 protects the freedom
and privacy of correspondence. Instead of using the Chinese word for privacy here the Chinese

legislator decided to use the word #4%% (Mimi), which is then translated as “confidentiality” in

the official translation.>® This Chinese word is usually translated as “secret” or “clandestine,
confidential”, and oftentimes doesn’t have a positive connotation. In the Constitutional text, it

is also present as EZK#A%R (Gudjia mimi) in Articles 53 and 76, literally translated as “State

Secrets”. According to the China Legal Information Center (" [E 2/, Zhonggué piifi
wdng), a website under the leadership of the Ministry of Justice of the PRC designed to
introduce the Chinese legal system to English speakers, the concept of freedom and privacy of
correspondence finds the following definition: “Anyone may not conceal, destroy and discard,
open and read or eavesdrop citizens’ correspondence (including telegraph, telephone, mail and

other lawful electronic contacts)”.>

Although these four articles prohibit unlawful intrusion and search of one’s home and

correspondence and unlawful detention or restriction of a citizen’s personal freedom by private

48 WANG Hao, 2011, Protecting Privacy in China, A Research on China’s Privacy Standards and the Possibility
of Establishing the Right to Privacy and the Information Privacy Protection Legislation in Modern China,
Springer-Verlag Berlin Heidelberg, p.50.
49 |bidem.
%0 Ibidem.
5 Ibidem, p. 52.
52 «rpd N FROALFIE 28757, Zhonghud rénmin gonghégud xianfa, http://www.gov.cn/guoqing/2018-
03/22/content_5276318.htm, accessed 01-10-2021. English Official Translation:
http://www.npc.gov.cn/englishnpc/constitution2019/201911/1f65146fh6104dd3a2793875d19b5b29.shtml,
accessed 01-10-2021
53 “What is freedom and privacy of correspondence?”, https://www.chinadaily.com.cn/m/chinalic/2017-
06/16/content_29774939.htm, China Legal Information Center, accessed 11-10-2021.
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actors, extensive powers of investigationand censorship are given to the
Government whenever state security is at stake. Article 40 provides:
“Except in cases necessary for national security or criminal investigation, when public
security organs or procuratorial organs shall examine correspondence in accordance with
procedures prescribed by law, no organization or individual shall infringe on a citizen’s
freedom and confidentiality of correspondence for any reason.”>*
This article therefore represents the legal basis with which the government of the PRC
legitimizes its interference in the private sector, giving the possibility to specific governmental

bodies to access the personal information of citizens and organizations.>

More generally, the concept of human rights is understood differently in China, so the Chinese
Constitution ought not be perceived in the same way as western constitutions.>® The Western
human rights model had been heavily criticized during the Maoist era as a propaganda tool of
Western policy against socialist countries.>” During the process of opening towards the West
(B E T, Gaigé Kaifang) that began in the 1970s, the term "human rights" became more and

more a focal point in China's foreign relations and internal politics, in particular following the
events in Tiananmen Square in 1989.%8 The 2004 amendment brought a revision of Article 33

with the introduction of a new paragraph: “the State shall respect and protect human rights”.%°

Despite these advancements, human rights under the Chinese Constitution are mainly protected
against private parties without mentioning or extending protection against governmental

actions. %° Moreover, Chinese governmental rights will always prevail on citizens’ basic

54 cerpid N R ALANE 52757, Zhonghua rénmin gonghégué xianfa, http://www.gov.cn/guoqing/2018-
03/22/content_5276318.htm, accessed 01-10-2021. English Official Translation:
http://www.npc.gov.cn/englishnpc/constitution2019/201911/1f65146fb6104dd3a2793875d19b5b29.shtml,
accessed 01-10-2021.
55 WANG Zhizheng, 2017, “Systematic Government Access to Private-Sector Data in China”. In CATE Fred H.,
DEMPSEY James X., Bulk Collection: Systematic Government Access to Private-Sector Data, New York:
Oxford University Press, p. 245.
% “The data protection regime in China — In-depth Analysis for the LIBE Committee”, Directorate-General for
Internal Policies of the Union (European Parliament),
https://www.europarl.europa.eu/RegData/etudes/IDAN/2015/536472/IPOL_IDA(2015)536472_EN.pdf,
accessed 17-03-2021.
5" CHEN Dingding, 2005 “Explaining China’s Changing Discourse on Human Rights, 1978-2004”, Asian
Perspective, Vol. 29, No. 3, pp. 162-163.
%8 |bidem, pp. 168-169.
59 cerpid N R ALANE 52757, Zhonghua rénmin gonghégué xianfa, http://www.gov.cn/guoqing/2018-
03/22/content_5276318.htm, accessed 01-10-2021. English Official Translation:
http://www.npc.gov.cn/englishnpc/constitution2019/201911/1f65146fh6104dd3a2793875d19b5b29.shtml,
accessed 01-10-2021.
80 WANG Hao, 2011, Protecting Privacy in China, A Research on China’s Privacy Standards and the Possibility
of Establishing the Right to Privacy and the Information Privacy Protection Legislation in Modern China,
Springer-Verlag Berlin Heidelberg, p. 51.
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rights.®! The latter concept is explicitly expressed in the constitutional treaty in numerous
articles, the most emblematic of which is Article 51, which states:

"When exercising their freedoms and rights, citizens of the People’s Republic of China shall

not undermine the interests of the State, society or collectives, or infringe upon the lawful

freedoms and rights of other citizens."®?
Another prominent aspect of the Chinese Constitution, unlike most Western Constitutions, is
the absence of a constitutional control body. The People’s Supreme Court, the highest judicial
organ of the PRC, cannot determine whether legislation is “unconstitutional”. In addition,
Chinese Constitution is regarded as “non justiciable”®®, meaning that courts cannot interpret the
Constitution and cannot refer directly to constitutional provisions as basis of judicial
adjudication. It therefore becomes impossible to develop a constitutional right to privacy
through case law as it happens, for example, in the US (where privacy can be protected under

the Fourth Amendment).%*

The most notable case regarding infringement of constitutional rights is the Qi Yuling vs. Chen
Xiaoqi case. This case refers indirectly to the protection of the right of privacy, as it is a case of
identity theft. The defendant (Chen Xiaoqi) and the plaintiff (Qi Yuling) both graduated from
the same high school, after which Chen fraudulently impersonated Qi to pursue higher
education. The case was first treated as an infringement of the General Principles of Civil Law
(GPCL) by the Shandong Court, afterwards the matter was forwarded to the Supreme People’s
Court that ruled in favor of Qi on the basis that her constitutional right of education (Article 46)
was infringed.®® In 2008 the SPC officially withdrew this decision, and in 2016 it issued a
regulatory document that forbad direct citation of constitutional provisions by courts. %
Therefore Chinese Constitution’s provisions on privacy protection are considered of limited

relevance as they cannot be referred to in cases of civil liability.

61 Ibidem.
62 cerpit \ R ALANE 52757, Zhonghua rénmin gonghégué xianfa, http://www.gov.cn/guoqing/2018-
03/22/content_5276318.htm, accessed 01-10-2021. English Official Translation:
http://www.npc.gov.cn/englishnpc/constitution2019/201911/1f65146fb6104dd3a2793875d19b5b29. shtml,
accessed 01-10-2021.
63 GREENLEAF Graham, 2014, Asian Data Privacy Laws, New York, Oxford University Press, p. 196.
% FENG Yang, 2019, “The future of China’s Personal Data Protection Law: challenges and prospects”, Asia
Pacific Law Review, Vol. 27, Issue 1, p. 69.
% GREENLEAF Graham, 2014, Asian Data Privacy Laws, New York, Oxford University Press, p. 196.
6 ZHAO Bo, FENG Yang, 2021, “Mapping the development of China’s data protection law: Major actors, core
values, and shifting power relations”, Computer Law & Security Review, Vol. 40, pp. 12-13.
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1.2.3. Civil Law and Tort Liability Law

China came into contact with Western civil law towards the end of the 19th century. However,
despite attempts at codification by the Qing in 1911, the first and only (so far) example of the
Chinese Civil Code was promulgated between 1929 and 1930 by the Nationalist government
of the Republic of China. During the Maoist era, the breakdown of relations with the USSR

inaugurated a period known as the "ten years of disorder" (-+4Efl, Shi Nian Luan), during

which all law-related activities were suspended. Civil law essentially disappeared because
personal relationships were de facto considered to be of collective interest.

In the 1980s, with the beginning of the reformation phase inaugurated by Deng Xiaoping, China
began to imitate the language, techniques and institutions of foreign civil law. The Chinese
legislator in this period opted to adopt a series of separate legislative acts rather than drafting a
comprehensive Civil Code, like the General Principles of Civil Law (GPCL) in 1986, the
Contract Law of the PRC in 1999, the Property Law of the PRC in 2007 and the Tort Liability
Law of the PRC in 2009 to cite a few.®’

For almost three decades, the only civil legal document that implicitly regulated the right to
privacy was the GPCL. Like the Chinese Constitution, this law did not explicitly mention
privacy per se, but a series of related topics were the object of GPCL provisions. These
provisions were contained in Chapter V: Civil Rights (8 F.% : [REHUF], Di wii Zhang:

Minshi Quanli), more specifically in Section 4: Personal Rights (55 PU5: A &AL, Di si Jié:
Rénshénquan).®
Article 99 of the GPCL protected the right to name of both natural and legal persons. Articles

100 and 102 respectively regulated the right to portrait of individual citizens and right to honour
of natural and legal persons. Article 101 also provided that:
“Citizens and legal persons shall enjoy the right of reputation. The personality of citizens

shall be protected by law, and the use of insults, libel or other means to damage the reputation

of citizens or legal persons shall be prohibited”°

5 WANG Liming, 2019, “The modernization of Chinese civil law over four decades”, Frontiers
of Law in China, Vol. 14, Issue 1, 42-44.
68 cerpd N FOSLAIE L@ NI-19867, Zhonghud rénmin gonghégué minfi tongzé,
https://www.pkulaw.com/chl/4202520b3be0ae24bdfb.html?keyword=%E6%B0%91%E6%B3%95%E9%80%9
A%E5%88%99, accessed 15-10-2021. English Translation: “General Principles of the Civil Law of the People's
Republic of China - 19867, https://www.pkulaw.com/en_law/4202520b3be0ae24bdfb.html, accessed 15-10-
2021.
% 1bidem.
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This Article established a right of reputation that in judicial practices has been expanded and
intended to encompass the right to privacy. The Supreme People's Court (SPC) is a judicial
organ that directs judicial activity with its own Interpretative Opinions, that, although not a
formal source of law of the RPC, de facto have a quasi-legislative function and are binding to
lower courts. This is a unique feature among legal systems, and it has to be taken into account
as SPC Interpretations have often integrated law provisions. The SPC issued three Opinions
relating to privacy protection in the GPCL, namely the Opinions on Several Questions
concerning the Implementation of the GPCL in 1988, the Reply to Several Questions on
Adjudicating the Cases of the Rights of Reputation in 1993, and the Interpretation of the
Supreme People’s Court Regarding issues of Ascertaining the Liability of Compensation for
Spiritual Damage for Tort in 2001. The first two did not recognize the right to privacy as a
separate right from reputation, but instead explained how various forms of disclosure of
personal information had to be treated as an invasion or infringement of the right of reputation.’
The 2001 SPC Interpretation however put privacy on the same level of other personality rights,
as its Article 1 stated:

“If someone infringes upon other’s privacy or other personality interests, and the aggrieved

party, taking tort as the cause to get compensation for spiritual damage, brings a suit to a

People’s Court, the People’s Court shall accept it according to law™"*

A further step revealing increasing willingness by the courts to establish a separate right to
privacy was the Wang Fei v. Zhang Leyi, Dagi.co and Tianya.com case in 2008.”> The wife of
Wang Fei, Jiang Yan, committed suicide after discovering her husband extra-marital affair. Her
friend, Zhang Leyi, posted on the two web platforms personal information about the plaintiff
and also blog entries of the deceased wife that documented the pain and suffering she was
experiencing before her suicide. This blog sparked outcry among net users, who started a
human-flesh search that ended up in displaying personal information of the plaintiff and his
supposed mistress. As a consequence, the two were forced to leave their job, as a result of a
heavy damage to their reputation. Court proceedings found Zhang Leyi and Dagi.com guilty of
invading the plaintiff privacy and ordered the defendants to pay the plaintiff. This case is

important as the Court defined the right to privacy as follows:

0 GREENLEAF Graham, 2014, Asian Data Privacy Laws, New York, Oxford University Press, p.200.
™ Interpretation of the Supreme People’s Court Regarding issues of Ascertaining the Liability of Compensation
for Spiritual Damage for Tort, Art. 1. Translation from YAO-HUALI, Lii, 2005, “Privacy and data privacy issues
in contemporary China”, Ethics and Information Technology, Issue 7, p. 10.
2 ONG Rebecca, 2012, “Online vigilante justice Chinese style and privacy in China”, Information &
Communications Technology Law, Vol. 21, Issue 2, p. 136.
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“privacy means private life, information, space and peace of private life related to a person’s

interests and personality that he does not intend to share with others. The right to privacy is

infringed by the disclosure or publication of private information that a person does not want

to disclose to others concerning his private life, private areas or domestic tranquility and

connected with his interests of his body.”"®
The Court went further to identify five factors determining whether infringement of privacy
occurred: a) the manner by which the private information was acquired, (b) the manner by
which the information was disclosed, (c) the scope of disclosure, (d) the purpose of disclosure

and (e) the consequences of disclosure.™

The first ever civil law that recognized the right to privacy as a separate right was the Tort
Liability Law (TLL) issued in 2009. Article 2 provides that tortious liability arises from
infringement of civil rights, including the right to privacy, that has been listed separately from
other personality rights (such as the right of name, right of reputation, right of honor, right to
portrait) for the first time in a civil law.”™ This Law however does not contain any definition
of the right to privacy, even if Article 52 poses additional obligations for medical institutions

to protect patients’ privacy.’®

TLL poses additional obligations and tortious liability on Internet Service Providers (ISPs),

content providers and net users. Article 36 states:

“Internet users and internet service providers shall bear tort liability if they utilize the

internet to infringe upon civil rights of others.

If an internet user commits tort through internet services, the infringed shall be entitled to
inform the internet service provider to take necessary measures, including, inter alia,
deletion, blocking and disconnection. If the internet service provider fails to take necessary
measures in a timely manner upon notification, it shall be jointly and severally liable with

the said internet user for the extended damage.

If an internet service provider is aware that an internet user is infringing on the civil rights
and interests of others through its internet services and fails to take necessary measures, it

shall be jointly and severally liable with the said internet user for such infringement.””

8 ONG Rebecca, 2012, “Online vigilante justice Chinese style and privacy in China”, Information &
Communications Technology Law, Vol. 21, Issue 2, p. 134.
™ 1bidem.
75 “Tort Liability Law of the People's Republic of China”, http://www.npc.gov.cn/zgrdw/englishnpc/Law/2011 -
02/16/content_1620761.htm, accessed 16-10-2021.
6 GREENLEAF Graham, 2014, Asian Data Privacy Laws, New York, Oxford University Press, p.202.
7 “Tort Liability Law of the People's Republic of China”, http://www.npc.gov.cn/zgrdw/englishnpc/Law/2011 -
02/16/content_1620761.htm, accessed 16-10-2021.
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Before this law, ISPs and content providers had no obligations or restrictions on information
dissemination by net users. Through TLL, ISPs and content providers can be jointly or severally
held liable whenever there is both knowledge and failure to take appropriate measures to stop
tortious actions from net users.’® However, TLL happens to have been primarily used to resolve

disputes between individuals rather than against corporations.”

In 2014 the Supreme People’s Court issued the Provisions on Several Issues concerning the
Application of Law to Adjudicate Civil Disputes involving Infringement of Personal Rights Via
Information Networks. These provisions stated that courts should accept cases involving
disclosure by net users and net service providers of both personal and generic information. At
the same time, the SPC Provisions listed some exemptions that therefore did not constitute basis
for tort claims: a) Disclosure with written consent and within legal scope; b) disclosure for the
public interest; ¢) disclosure by educational or scientific entity for academic research or

statistical analysis.®°

After Xi Jinping became China’s paramount leader in 2013, a new strong emphasis has been
put on legal reforms. On 6 August 2015 the five-year legislation Plan of the 12 National
People’s Congress was updated, mentioning the drafting of a new comprehensive Civil Code
In 2017 the NPC issued the General Provisions of the Civil Law of the People's Republic of
China (P4 N IRILANE LN, Zhonghud rénmin gonghégud minfi zongzé), intended to
be the first book of the new Chinese Civil Code that was going to be issued in 2020. This Law
officially substituted the GPCL 1986. Articles 110 and 111 respectively address the right to
privacy of natural persons and the right to protection of personal information by formally
distinguishing the two. Article 111 poses certain obligations to both individuals and
organizations about ensuring safety of information and lawfully collecting, using, processing

and transferring personal information of others.®2

The new Chinese Civil Code officially came into effect on 1% January 2021. The Civil Code

not only provides a clear definition of the right to privacy for the first time but also contains a

8 ONG Rebecca, 2012, “Online vigilante justice Chinese style and privacy in China”, Information &
Communications Technology Law, Vol. 21, Issue 2, p. 140.
 GREENLEAF Graham, 2014, Asian Data Privacy Laws, New York, Oxford University Press, p.202.
8 LI Tiffany, BRONFMAN Jill, ZHOU Zhou, 2017, “Saving Face: Unfolding the Screen of Chinese Privacy
Law”, Journal of Law, Information, and Science (Forthcoming), p. 22.
81 TIMOTEO Marina, 2019, “China Codifies. The First Book of the Civil Code between Western Models to
Chinese Characteristics”, Opinio Juris in Comparatione, Vol.1, Issue 1, pp. 51-72.
82 cerp i N RALFNE Ry 2 - 20177, Zhonghud rénmin gonghéguéd minfd zongzé,
https://www.pkulaw.com/chl/c6f2d80ee8c0c709bdfh.html, accessed 16-10-2021. English Translation: “General
Provisions of the Civil Law of the People's Republic of China - 2017,
https://www.pkulaw.com/en_law/c6f2d80ee8c0c709bdfb.html, accessed 16-10-2021.
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specific chapter on personality rights. It is revolutionary in a sense as it doesn’t only distinguish
privacy from personal information protection but sets out basic principles for it and provides
obligations for data processors and rights of individuals related to personal information, with
similar wording to European Union’s GDPR.8% As many provisions have a data privacy focus,

we will dedicate a more detailed section on the new Chinese Civil Code in chapter 1.4.1.

1.2.4. Criminal Law

The first Criminal Law of the PRC (4 N IR ILFE 7L, Zhonghud rénmin gonghégud
xingfd) was issued in 1979. This law was however revised in 1997, and since then eleven
amendments have been issued. The 1997 Criminal Law of the PRC already contains some
articles related to the protection of the right to privacy: Article 245 addresses illegal physical
search of others and illegal search of others' residences by providing a maximum penalty of
three years of prison or criminal detention; Article 252 provides a maximum of one year of
prison or criminal detention for those who hide, destroy, or illegally open others' letters; Article
253 provides a maximum of two years for postal workers who open, hide, or destroy mail or
telegrams without authorization; Article 284 addresses uses of special monitoring or
photographing equipment.3* Both Article 252 and Article 284 provide such measures only if
the infringement has “severe consequences”, however no definition of this term is provided and

no criteria is laid out to address what is to be considered a severe circumstance.

In 2009 the Standing Committee of the National People's Congress issued Amendment VII to
the Criminal Law of the PRC (# 4 N IR FL A1 [H L& IE % (©)”, Zhonghua rénmin
gonghéguo xingfa xiizhéng an (qi)). For the first time, China established a criminal law
provision on personal information with the introduction of Article 253(a). The Avrticle is divided
into three paragraphs, the first of which states:

“Any staff member of a State organ, or an institution of finance, telecommunication,

transportation, education, or health care, etc., who in violation of State regulations, sells or

illegally provides citizens' personal information obtained by the aforesaid entity during the

8 LAU Nanda, GUO Gavin, GONG James, “China Cybersecurity and Data Protection: China’s Civil Code lays
foundation for data protection”, China Investments E-Bulletin - Herbert Smith Freehills,
https://www.lexology.com/library/detail.aspx?g=89f22ch9-ff6c-41¢c1-9¢55-3f94c6ef5faa, accessed 16-10-2021.
84 crpidp N RALANE VL (199718 ), Zhonghud rénmin gonghégud xingfd (1997 xiiiding),
https://www.pkulaw.com/chl/9ec4004a183a7d8cbdfb.html, accessed 18-10-2021. English Translation: “Criminal
Law of the People's Republic of China (1997 Revision)”,
https://www.pkulaw.com/en_law/9ec4004a183a7d8chdfb.html?keyword=criminal%20law%201997, accessed
18-10-2021.
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course of performing duties or providing services shall, if the circumstances are serious, be

sentenced to a fixed term of imprisonment of not more than three years or criminal detention

and be concurrently imposed with a fine, or shall be imposed with a fine alone.”®®
The limitations presented in this paragraph are evident: the illegal provisions or sale of personal
information constitute criminal offense only if carried out by staff members of State organs or
specific industries; moreover, it requires “serious circumstances”, which are undefined.
Subsequent case law, like the Roadway case, suggests that this paragraph is actually intended
to encompass all industries with access to large amounts of personal data, such as marketing

companies like Roadway.%®

The second paragraph of Article 253(a) is interpreted more broadly, as the same penalties of
the first paragraph will apply to any person that illegally obtains personal information by theft
or other means, when circumstances are serious.®” Therefore, any individual, regardless of its

industry, can be prosecuted on the basis of this paragraph.®®

The third paragraph imposes a monetary penalty to entities committing crimes specified in the
first two paragraphs, while the person in charge of the entity or the person directly responsible

for the crime may also be subject to imprisonment or criminal detention.%®

Despite the fact that Article 253(a) does not define or delineate the scope of personal
information, it has been the most used Article to enforce the right to privacy in the Chinese
judicial system. While civil litigation regarding this specific right is underused, with Article 36
of Tort Liability Law not having had major commercial impact yet, the use of Article 253(a)

has become more common, with notable cases like the Roadway case.

8 g N RALFIE FHVEE IE R (1), Zhonghud rénmin gonghégud xingfi xiiizhéng an (qi),
https://www.pkulaw.com/chl/e9381f0afa80a487bdfb.html, accessed 19-10-2021. English Official Translation:
“Amendment VII to the Criminal Law of the People's Republic of China”,
http://www.npc.gov.cn/zgrdw/englishnpc/Law/2011-02/15/content_1620636.htm, accessed 19-10-2021.
8 GREENLEAF Graham, 2014, Asian Data Privacy Laws, New York, Oxford University Press, p.198.
87 crpid N RALANE FEME IE SR (K), Zhonghud rénmin gonghégud xingfd xiiizhéng an (qi),
https://www.pkulaw.com/chl/e9381f0afa80a487bdfb.html, accessed 19-10-2021. English Official Translation:
“Amendment VII to the Criminal Law of the People's Republic of China”,
http://www.npc.gov.cn/zgrdw/englishnpc/Law/2011-02/15/content_1620636.htm, accessed 19-10-2021.
8 “The data protection regime in China — In-depth Analysis for the LIBE Committee”, Directorate-General for
Internal Policies of the Union (European Parliament),
https://www.europarl.europa.eu/RegData/etudes/IDAN/2015/536472/1IPOL_IDA(2015)536472_EN.pdf,
accessed 17-03-2021.
89 crpit N IRALANE THVEME IEZ (X)), Zhonghud rénmin gonghégud xingfd xiiizhéng an (qi),
https://www.pkulaw.com/chl/e9381f0afa80a487bdfb.html, accessed 19-10-2021. English Official Translation:
“Amendment VII to the Criminal Law of the People's Republic of China”,
http://www.npc.gov.cn/zgrdw/englishnpc/Law/2011-02/15/content_1620636.htm, accessed 19-10-2021.
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Shanghai Roadway D&B Marketing Service Co. Ltd. was fined one million yuan and four of
its executives imprisoned for two years on the basis of Article 253(a) of the Criminal Law of

the PRC for having purchased personal information on 150 million Chinese consumers.®

Another important provision introduced by Amendment VII is the inclusion of two new
paragraphs in Article 285, which address crimes related to computer information systems, such

as unlawful invasion or control.%!

In 2015, Amendment IX to the Criminal Law of the People's Republic of China (- # A\ F 3L A1
B JHEAZ IE LR (L), Zhonghud rénmin gonghégud xingfd xiiizhéng an (jili)) expanded the scope
of application of the first paragraph of Article 253(a), by providing that “anyone who sells or
provides personal information, in violation of national provisions, to third parties is subject to
punishment”.%? Moreover, if circumstances are “extremely serious”, custodial penalty can be

increased to a maximum of seven years.*

Additionally, the IX Amendment introduces new provisions in Article 286 for network service
providers (which include both ISPs and content providers), which can be subject to fines and

criminal punishment if they illegally leak users’ information with serious consequences.**

The latest development in Criminal Law related to the protection of personal data is the 2017’s

Interpretation on Several Issues concerning the Application of Law in the Handling of Criminal
Cases of Infringing on Citizens' Personal Information (&%= A FVERE . e A\ RAG 82 5%
TIREARIL 2~ RA NAE B A 1 IR T R iR AR, Zuigdo rénmin fiyudn,
zuigdo rénmin jidnchayuan guanyu banli ginfan gongmin gerén xinxi xingshi anjian shiyong
falii ruogan wenti de jiéshi) jointly issued by the Supreme People’s Court and the Supreme

People’s Procuratorate. Article 1 of the Interpretation defines the scope of “citizens’ personal

% “The data protection regime in China — In-depth Analysis for the LIBE Committee”, Directorate-General for
Internal Policies of the Union (European Parliament),
https://www.europarl.europa.eu/RegData/etudes/IDAN/2015/536472/1IPOL_IDA(2015)536472_EN.pdf,
accessed 17-03-2021; GREENLEAF Graham, 2014, Asian Data Privacy Laws, New York, Oxford University
Press, p.199.

Ot cerpit N\ RALANE FTEME IE (LK), Zhonghud rénmin gonghégud xingfd xiiizhéng an (qi),
https://www.pkulaw.com/chl/e9381f0afa80a487bdfb.html, accessed 19-10-2021. English Official Translation:
“Amendment VII to the Criminal Law of the People's Republic of China”,
http://www.npc.gov.cn/zgrdw/englishnpc/Law/2011-02/15/content_1620636.htm, accessed 19-10-2021.

92 LI Tiffany, BRONFMAN Jill, ZHOU Zhou, 2017, “Saving Face: Unfolding the Screen of Chinese Privacy
Law”, Journal of Law, Information, and Science (Forthcoming), p. 23.

93 cerpdg N AL E FHVEAE IE R (L), Zhonghud rénmin gonghégud xingfi xiiizhéng an (jiii),
https://www.pkulaw.com/chl/6¢18c6f3a93ad220bdfb.html, accessed 19-10-2021. English translation:
“Amendment (IX) to the Criminal Law of the People's Republic of China”,
https://www.pkulaw.com/en_law/6c18c6f3a93ad220bdfb.html, accessed 19-10-2021.

% || Tiffany, BRONFMAN Jill, ZHOU Zhou, 2017, “Saving Face: Unfolding the Screen of Chinese Privacy
Law”, Journal of Law, Information, and Science (Forthcoming), p. 23.



information” specified in Article 253 of the Criminal Law of the PRC as “various information
recorded electronically or in other ways that can identify a specific natural person alone or in
combination with other information, or that can reflect the activities of a specific natural person,
including Name, 1D number, communication contact information, address, account password,
property status, whereabouts, etc.”% In addition, the Interpretation lists detailed rules for
determining what could constitute a serious circumstance, and specific thresholds for

criminalizing data abuse.®®

Criminal Law remains the preferred way to prosecute privacy and personal data infringement
rather than resorting to civil and administrative remedies, with 4911 criminal cases related to
identity theft only in 2017.°% However, due to lack of human and financial resources,
enforcement agencies have adopted a selective approach as only the most serious criminal cases
regarding personal information infringement are de facto being prosecuted, and this has led to

data abuse still being a widespread issue in China.%®

BH % MRS AL =5 ERARDMNEEY, 48P 7 B HoAth 77 308 5 I REWS B
B 5 HARE B A AU E B RN B0 B R E HAR NS SIS A E S, B . Sk
5., BEERBER TR Ak, IKRSEE. WPRGL AT RS .
“Bem NRIERE . e NRIGEE B0 T 0 BRI & RS NGB BN F AR RRE A T 1) I R, Zuigao
rénmin fiyuan, zuigdo rénmin jidnchayuan guanyi banli qginfan gongmin gérén xinxi xingshi anjian shiyong filii
ruogan wenti de jiéshi, https://www.pkulaw.com/chl/88d3a698daf58033bdfb.html, accessed 19-10-2021.
Translation provided by author.
% FENG Yang 2019, “The future of China’s Personal Data Protection Law: challenges and prospects”, Asia
Pacific Law Review, Vol. 27, Issue 1, pp. 71-72.
% ZHAO Bo, FENG Yang, 2021, “Mapping the development of China’s data protection law: Major actors, core
values, and shifting power relations”, Computer Law & Security Review, Vol. 40, p. 5.
% FENG Yang 2019, “The future of China’s Personal Data Protection Law: challenges and prospects”, Asia
Pacific Law Review, Vol. 27, Issue 1, pp. 71-72.
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1.3. Data Protection Laws in China

The People’s Republic of China has yet to adopt a comprehensive law on data protection. This
doesn’t mean however that personal data has not been regulated in China: several laws have
been issued during the last two decades, that primarily regulate the private sector. Public sector
remains fairly unregulated and even when it is vague definitions and exemption rules still grant

the Government extensive rights of intrusion into citizens’ personal data.%

1.3.1. 2012 SC-NPC Decision on Strengthening Network Information Protection

On December 28, 2012, the Standing Committee of the National People’s Congress issued the
Decision on Strengthening Network Information Protection (4 A\ K #2255 Insm i 2%
B RLRY IR E, Qudnguéd rénda changwéi hui guanyu jidqiang wdingluo xinxi baohu de
juéding). It is composed of 12 articles and its focus is on the protection of online personal
information, which mainly applies to the private sector, although it is one of the first legal
documents also featuring a legal provision on the public sector. The need for a high-level
regulation on the matter of personal data protection has been spurred not only by the rapid
development of e-commerce in China and Internet technologies advancement that enhanced
issues like online fraud and human-flesh searches, but also stems from the fact that ISPs and
content providers in China seldom self-regulate, with no limitations on collection of personal
information or monitor measures carried out on employees.'® The many scandals involving
personal data breaches but also the lacking privacy protection practices of many internet
operators sparked outcry among the population and triggered a national response in the Chinese
government. A perfect example of this is the dispute that escalated between Tencent QQ and
Qihoo 360 in 2010 which demonstrated that without effective legislation internet companies
did not effectively protect the right to privacy, as they both accused the other of carrying out

spying activities on its thousands of users.

The aim of the Decision is to protect security of network information in order to safeguard

citizens’ and legal persons’ rights and public security, its scope however happens to fall outside

9 WANG Zhizheng, 2017, “Systematic Government Access to Private-Sector Data in China”. In CATE Fred H.,
DEMPSEY James X., Bulk Collection: Systematic Government Access to Private-Sector Data, New York:
Oxford University Press, pp. 243-244.
100 XU Jinghong, 2015, “Evolving Legal Frameworks for Protecting the Right to Internet Privacy in China”. In
LINDSAY Jon R., CHEUNG Tai Ming, REVERON Derek S., China and Cybersecurity: Espionage, Strategy,
and Politics in the Digital Domain, New York: Oxford University Press, pp. 250-251.
101 |bidem, p. 251.
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the Internet context suggested by its title, as most of its provisions are referred to both “network
service providers and all enterprises and institutions that collect or use citizens’ personal
electronic information during their provision of services”.1%? The wording used suggests that
even brick and mortar stores that collect information at point of sale and store it electronically

could be included in the scope of the Decision.%

According to the Decision, no individual or organization may illegally steal, obtain or provide
or may sell electronic information of others (Article 1). In addition, the Decision imposes some
general principles and obligations on network service providers and enterprises mentioned
above. When collecting personal data of others, they shall follow principles of legality,
legitimacy and necessity, while clearly stating the purpose, methods and scope of collection.
Consent shall be obtained from network users, and rules for collection and use of data shall be
disclosed to the public (Article 2).1% They shall maintain strict confidentiality of information
(Article 3) and provide technical and remedial measures to ensure data security (Article 4).
There is also a provision prohibiting all individuals and organizations to send commercial
messages to users without their consent or request (Article 7). Network service providers also
have the obligation to cease information transmission or eliminate information that is illegally
published or transmitted by net users and report the relevant records to supervisory departments
(Article 5), with whom they shall cooperate and provide technical support (Article 10).1%

The Decision 2012 also requires real name provisions for telecommunication services, meaning
that network service providers in this field shall require users to provide true information on
their identities (Article 6). Some general users’ rights are listed in Articles 8 and 9, like the right
of deletion of information that infringes on their right to privacy or other legal rights, or that
discloses their personal identity, or the right to report or file accusations with the supervisory

authorities about criminal acts involving network information.'%

The Decision also includes a provision on the public sector, as Article 10 states:

102 e [H] N KW Z 2 % TIN5 2845 B AR IP I W8, Quangué rénda changwéi hui guanyu jiaqidng wdangluo
xinxi bdohu de juéding, http:/lwww.gov.cn/jrzg/2012-12/28/content_2301231.htm, accessed 23-10-2021. English
Translation: WANG Ted, 2016, “The NPC Standing Committee Decision on Strengthening the Network
Information Protection”, Chinese Law and Government, Taylor & Francis Group, Vol. 48, No. 1, 13-14.
108 GREENLEAF Graham, 2014, Asian Data Privacy Laws, New York, Oxford University Press, pp. 204-205.
108 e 1] N K R R T IN5R M 2445 B AR R €, Quangué rénda changwéi hui guanyi jiaqidng wangluo
xinxi baohu de juéding, http://www.gov.cn/jrzg/2012-12/28/content_2301231.htm, accessed 23-10-2021. English
Translation: WANG Ted, 2016, “The NPC Standing Committee Decision on Strengthening the Network
Information Protection”, Chinese Law and Government, Taylor & Francis Group, Vol. 48, No. 1, 13-14.
105 1hidem.
106 1hidem.
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“State organs and their staff shall maintain confidentiality concerning the electronic
information of individual citizens they learn of during the fulfillment of their duties, and shall
not leak, alter, or damage and destroy such information, or sell it or illegally provide it to
others.”107

This provision is very general and doesn’t extend the other obligations imposed on private

network service providers and enterprises to the public sector.

Article 11 sets penalties for those violating the provisions contained in the Decision, ranging
from simple warnings to monetary fines, to revocation of business licenses and deletion of

website. All violations may also be recorded in social credit files and publicly announced.%®

The terminology used in the Decision has been adopted in other laws such as the 2013
Amendments to the Consumer Law of the PRC, as well as other implementing regulations, such
as the 2013 Ministry of Industry and Information Technology Regulations.1%

Although this law represents a very important step in the evolution of the Chinese legal
framework concerning data protection on the Internet and has the merit of providing for the
first time a general set of data protection principles, it still has some shortcomings, especially
if we try to compare it to the EU data protection model, which is one of the strictest in the world.
The concept of “electronic information” or “processing” is not defined clearly in the Decision,
and Article 2 lacks some basic data protection principles such as the rights of information,
access, correction and also the right to be forgotten.'® An enforcement mechanism is not
provided by the Decision as it doesn’t clearly state which authority will enforce the

requirements it established.

1.3.2. PRC Law on the Protection of Consumer Rights and Interests

The SC-NPC issued the Law of the People's Republic of China on Protection of Consumer
Rights and Interests ("4 A BILAE T 9% EH R & R 3775, Zhonghua rénmin gonghéguo

xiaofei zhé quanyi bdaohu fa) in 1993. Originally, this law didn’t have an explicit provision on

107 e [H] N KW Z 2 R TN sR M 2545 B OR3P I W€, Quangud rénda changwéi hui guanyu jiaqiang wangluo
xinxi bdohu de juéding, http:/lwww.gov.cn/jrzg/2012-12/28/content_2301231.htm, accessed 23-10-2021. English
Translation: WANG Ted, 2016, “The NPC Standing Committee Decision on Strengthening the Network
Information Protection”, Chinese Law and Government, Taylor & Francis Group, Vol. 48, No. 1, 13-14.
108 | bidem.
109 GREENLEAF Graham, 2014, Asian Data Privacy Laws, New York, Oxford University Press, p. 205.
110 «“The data protection regime in China — In-depth Analysis for the LIBE Committee”, Directorate-General for
Internal Policies of the Union (European Parliament),
https://www.europarl.europa.eu/RegData/etudes/IDAN/2015/536472/IPOL_IDA(2015)536472_EN.pdf,
accessed 17-03-2021.

31



privacy or data protection. Only Article 25 provided that “Business operators may not insult or
slander consumers, may not search the body of consumers or the articles they carry with them,
and may not violate the personal freedom of consumers.”**! Article 32, in addressing the duties
of China’s consumer associations, provided that they should assist consumers in instituting
legal proceeding when their rights and interests as consumers are infringed, and to expose and
criticize acts harmful to the legal rights of the consumers. 2 Nonetheless, consumers

associations were not empowered to deal with privacy issues in an effective way.*®

In 2013 the Standing Committee issued the first significant Amendment of the PRC Consumer
Law concerning the collection and use of personal information of consumers by all industries.
The Amendment included provisions whose key terminology was almost identical with the
articles issued in the Decision on Strengthening Network Information Protection of 2012. The
new Article 29 of the PRC Consumer Law, pursuant Article 2 of the Decision 2012, demanded
operators collecting and using consumers’ personal information to follow principles of legality,
legitimacy and necessity, and state purpose, methods and scope of use of such information,
previous obtainment of consumers’ consent. Rules for collection and use should be made public
to consumers. Article 29 also features elements of Article 3, 4 and 7 of the Decision, as
operators are demanded to treat information from consumers in a confidential manner (as in
Article 3), to take both technical and remedial measure to ensure security (as in Article 4) and
prevent unsolicited marketing messages to consumers (as in Article 7).1** Use of personal
information shall be made in accordance with agreements with consumers or in accordance

with applicable laws, and such information cannot be sold or illegally provided to others.'?®

The new Article 50 of the amended PRC Consumer Law provides civil liability for operators
who infringe upon the personal dignity, liberty and personal information protection of
consumers. Operators not only have the obligation to stop infringement, but should also restore

W eerpid N RSN E Y 9% 5 AR ARIPVE 7, Zhonghud rénmin gonghégud xidoféi zhé qudnyi baohu fd,
https://www.pkulaw.com/chl/f9d6438c22a2f335bdfb.html, accessed 25-10-2021. English Translation: “Law of
the People's Republic of China on Protection of Consumer Rights and Interests”,
https://www.pkulaw.com/en_law/f9d6438c22a2f335bdfb.html?keyword=consumer, accessed 25-10-2021.
112 |bidem.
13 WANG Hao, 2011, Protecting Privacy in China, A Research on China’s Privacy Standards and the
Possibility of Establishing the Right to Privacy and the Information Privacy Protection Legislation in Modern
China, Springer-Verlag Berlin Heidelberg, pp. 187-188.
N4 e N R ILFN[E 7 9% B B i PR3P 7E (20LME IE), Zhonghud rénmin gonghégud xiaoféi zhé quanyi bdohi
fd (2013 xiuzheng), https:/lwww.pkulaw.com/chl/a347c82e6a7d13aabdfb.html, accessed 26-10-2021. English
translation from: TIAN George Yijun, in GREENLEAF Graham, 2014, Asian Data Privacy Laws, New York,
Oxford University Press, p. 209.
15 1hidem.
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consumers’ reputation, eliminate the impact of their actions, offer apologies and pay damages

to consumers. 16

Article 56(9) empowers relevant administrative departments to issue enforcement measures that
range from warnings, monetary fines, confiscation of illegal earnings, suspension or
rectification of acts from operators to even rescinding their business license if offences are

serious.'’

The 2013 Amendment also provides the State Administration of Industry and Commerce
(SAIC) to assist the Ministry of Industry and Information Technology in regulating China’s
consumer market, particularly in the e-commerce field.'® Although SAIC has now been
merged into the new State Administration for Market Regulation (SAMR), in 2015 it actually
issued a new regulation related to consumer rights, namely the Measures for Punishment of
Infringements of Consumer Rights and Interest ({234 9% 3 A ad 17 N &b 11 7032, Qinhai
xiaofei zhé quanyi xingwéi chufda banfd), which defines similar provisions set in the PRC
Consumer Law. Article 11 of the Measures defines consumer personal information as
“information collected by an enterprise operator during the sale of products or provision of

services, that can, singly or in combination with other information, identify a consumer”.°

The provisions set in the PRC Consumer Law lack detail, and same as the Decision 2012 do
not provide data subject rights of access, correction and deletion of personal information, nor
do they mention an effective enforcement mechanism. Processing and disclosure of consumers’
information is only limited by agreements and law provisions, with no explicit mention of
purpose of collection or minimal use.?® Nevertheless the new advancements set in the 2013
Amendment are important for two reasons: first, it expanded the scope of protection of personal
information set by the Decision 2012, as Amendment 2013 applies to all consumers transaction,

both online and offline, and not only to the Internet and telecommunication services field.

16 cerpiti N RN E Y 9% 35 A R 3775 (201312 1K), Zhonghud rénmin gonghégud xidoféi zhé quanyi baohu
fd (2013 xiuzheng), https:/www.pkulaw.com/chl/a347c82e6a7d13aabdfb.html, accessed 26-10-2021. English
translation from: GREENLEAF Graham, 2013, “Data Protection Widened by China’s Consumer Law Changes”,
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Second, its wording shows consistency in the Standing Committee of NPC law-making policies

regarding protection of personal data.?

1.3.3. MIIT Regulations 2011 and 2013

At a lower level but still relevant as many of their provisions will be adopted afterwards in the
PRC Cybersecurity Law, we find some legal instruments issued by the Ministry of Industry and
Information Technology (MIIT). The Ministry of Industry and Information Technology is a
department of the PRC State Council whose role has become pivotal in the area of personal
information protection, as it has the power to issue administrative laws, either named
Regulations or Provisions, that fall within its scope of action, although these must be consistent
with both SC-NPC and State Council legislation.!??

As scandals revolving around privacy and data protection on the Internet kept on permeating
Chinese society, the MIIT enacted two important implementing regulations, namely the Several

AN

Provisions on Regulating the Market Order of Internet Information Services (75 EEEM {5 &
MRS iP5 TIE, Guifan hulidnwdng xinxi fiwit shichdng zhixi ruogan guiding) in
2011 and the Provisions on Protecting the Personal Information of Telecommunications and
Internet Users (FE{Z A H.JX N FH AN ANAS BARYHIE, Dianxin hé hilianwding yonghii gérén
xinxi bdohu guiding) in 2013.12 Although these are sectorial provisions as they only regulate
the Internet and telecommunications field, they nonetheless present strong data protection
features that resemble the level of protection afforded to individuals by the OECD

Guidelines.t?*
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accessed 28-10-2021.
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The 2011 MIIT Regulation applies to “those engaged in internet information services and
activities related to internet information services within the territory of the People's Republic
of China” (Article 2)!?, that has been interpreted as encompassing all entities providing
information to internet users, not only Internet companies. '?® This Regulation contains
additional principles, from general principles of “equality, free will, fairness and good faith”
that must be followed during provision of internet information services in Article 4, to more
specific additional data privacy principles expressed in Articles 11-14.1" Article 11, other than
providing a definition for “user’s personal information” (] " N N18 5, Yonghu gérén xinxi),
which include “any information that relates to a user and that separately or in combination with
other information may be used to identify the user”?®, also defines the principle of minimal
collection, stating that Internet Information Service Providers (IISPs) may not collect
information for a purpose other than the provision of their services, unless otherwise required
by the law.1?® Moreover, purpose notification is required, that is the user not only shall give
consent but has to be notified of the “method, content and purpose of collecting and processing
user’s personal information” (Article 11).1*° Article 13 empowers users to use, modify and
delete the information updated by them. 11SPs shall not provide users’ personal information and
must not transfer the data without authorization.*3 No access or correction rights are granted
in the MIIT Regulations 2011. It’s important to highlight that whenever the Regulation refers
to “information uploaded by users”, this expression limits its scope of application and doesn’t

comprehend data collected from third parties or generated by transaction.**2
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accessed 17-03-2021.

125 3 FLIE A S IR 25 T 3 kP 25 T M8, Guifan hididnwdng xinxi fitwi shichdng zhixu ruogan guiding,
https://www.pkulaw.com/chl/c513bd8a91c45ac4bdfb.html, accessed 28-10-2021. English Translation: “Several
Provisions on Regulating the Market Order of Internet Information Services”,
https://www.pkulaw.com/en_law/c513bd8a91c45ac4bdfb.html?keyword=Internet%20Information%20Services,
accessed 28-10-2021.

126 GREENLEAF Graham, 2014, Asian Data Privacy Laws, New York, Oxford University Press, pp. 205-206.
127 | bidem.

128 < E BB E B RS T RT3 T €, Guifan hidianwdng xinxi fiwi shichdng zhixi ruogan guiding,
https://www.pkulaw.com/chl/c513bd8a91c45ac4bdfb.html, accessed 28-10-2021. English Translation from:
GREENLEAF Graham, 2014, Asian Data Privacy Laws, New York, Oxford University Press, p. 210.
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The 2013 MIIT Regulation applies to both IISPs and also Telecommunications Business
Operators (TBOs). It has a broader scope than the 2011 MIIT Regulation as it was issued as an
implementing regulation for the SC-NPC Decision 2012, and at the same time its Article 4
expands the scope of the definition of “user’s personal information” to “other information, as
well as the time, and place of the user using the service and other information, collected by
TBOs and IISPs in the process of providing services”.!3* Informed consent is required to collect
and use data, but both in the 2011 MIIT Regulation and the 2013 MIIT Regulation there are no
specifications on actions that have to be taken to demonstrate such consent, nor do they provide
differentiation between data collected directly from the users and third-parties data.*** Although
both Regulations do not provide an independent enforcement mechanism and lack provisions
on State organs, the 2013 MIIT Regulation contains more complete rules on data protection as
it lays out more detailed security protection provisions, a sound internal security system, data
breach notifications, providers’ liability, and provides users with “channels to consult and

correct information”.1%°

1.3.4. PRC Cybersecurity Law

While China’s Internet had been experiencing a dramatic growth, also thanks to the
popularization of mobile smartphones, that went from 17 million in 2008 to almost 1.09 billion
in only ten years,*® the issue of cybersecurity had been emerging as a daunting challenge to
China’s leadership. The Chinese government had to deal not only with a general lack of network
protection capabilities that brought frequent leakage of personal information and the
development of a flourishing cybercrime black market, but also security threats posed by
foreign cyberattacks from other countries.**” One of the most notable cases that affected not
only China but sparked outcry in the whole international community was the scandal brought
by the Snowden Revelations. Edward Snowden disclosed the global surveillance activities that

the U.S. National Security Agency (NSA) was carrying out in cooperation with

133 GREENLEAF Graham, 2014, Asian Data Privacy Laws, New York, Oxford University Press, p. 210.
134 |bidem p. 211.
135 Ibidem, pp. 210-215; GREENLEAF Graham, LIVINGSTON Scott, 2016, “China's New Cybersecurity Law —
Also a Data Privacy Law?”, Privacy Laws & Business International, Issue 144, p. 4.
136 QuestMobile, 2018, “QuestMobile: 2017 China mobile Internet report”, https://www.
questmobile.com.cn/blog/en/blog_130.html, accessed 03-11-2021. In YANG Fan, XU Jian, 2018, “Privacy
concerns in China's smart city campaign: The deficit of China's Cybersecurity Law”, Asia and the Pacific Policy
Studies, Vol. 5, Issue 3, p. 536.
187 LI Yuxiao, XU Lu, 2015, “China’s Cybersecurity Situation and the Potential for International Cooperation”.
In LINDSAY Jon R., CHEUNG Tai Ming, REVERON Derek S., China and Cybersecurity: Espionage,
Strategy, and Politics in the Digital Domain, New York: Oxford University Press, pp. 226-229.
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telecommunication companies. China had also been the target of such surveillance operations,
with the NSA allegedly hacking multiple Chinese telecommunication companies in Hong Kong

and also tapping the backbone network of Tsinghua University.13®

The new Chinese leadership under Xi Jinping brought a shift in the country’s policies
surrounding Internet security. In February 2014, the Chinese Communist Party (CCP)
announced the creation of the Internet Security and Informatization Leading Small Group (*
25 G BT /N, Wangluo anqudn hé xinxi hua lingddo xidozii), with President Xi
as its chairman. Its aim is to promote the informatization of China and enhance the country’s

national security.®*® Leading Groups are CCP’s deliberative committees that have the power to

influence the Standing Committee by giving policy recommendations.4°

The Cybersecurity Law of the PRC is the result of the efforts put in by the Chinese leadership
in trying to enhance security of information networks. The Cybersecurity Law is placed among
a series of policy initiatives and legislation issued in the precedent years and aimed at
strengthening national security protection, such as the PRC National Security Law (which
already entitles the Chinese Government with vast authority to establish a cybersecurity
system), and the PRC Counterterrorism Law, though the Cybersecurity Law represents the most

comprehensive law on the issue.*!

The Cybersecurity Law of the People's Republic of China (H 4 A R 3 & W 2% 22 472,
Zhonghud rénmin gonghéguoé wdngluo anqudan fa) was passed on November 7, 2016, by the
SC-NPC, and it officially came into effect on June 1, 2017. The passage of this law has been
fairly controversial, as many private sector actors (especially foreign businesses), raised
concerns on certain law provisions that could enhance government intrusion and intellectual

property theft.142

The Cybersecurity Law main purpose is to “guarantee cybersecurity, safeguard cyberspace
sovereignty, national security and public interest, protect the lawful rights and interests of

citizens, legal persons and other organizations, and promote the sound development of

138 |bidem, p. 228.
139 POLLPETER Kevin, 2015, “Chinese Writings on Cyberwarfare and Coercion”. In LINDSAY Jon R.,
CHEUNG Tai Ming, REVERON Derek S., China and Cybersecurity: Espionage, Strategy, and Politics in the
Digital Domain, New York: Oxford University Press, p. 146.
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141 |EE Jyh-An, 2018, “Hacking into China’s Cybersecurity Law”, Wake Forest Law Review, Vol. 53, No. 1, pp.
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economic and social informatization.” (Article 1).143 It sets additional obligations to network
operators (W %128 ¥, Wangluo yinying zhé), which are defined in Article 76(2) as
comprising of network owners, managers, and network service providers. The same Acrticle also

contains the definition of Personal Information (> A\ {5 |2, Gérén xinxi) in its fifth paragraph:

“Personal information” refers to all kinds of information, recorded electronically or through
other means, that taken alone or together with other information, is sufficient to identify a
natural person’s identity, including but not limited to natural persons’ full names, birth dates,
national identification numbers, personal biometric information, addresses, telephone
numbers, and so forth.”244

This is the first high-level law giving a definition of the term, although the exact same
formulation was already present in Article 11 of the 2011 MIIT Regulations that similarly
defines “user’s personal information”. Nonetheless, it is the first time that “personal biometric
information” is included in the definition of personal information.*® Still, the Cybersecurity
law makes no distinction between “personal information” and “sensitive personal information”,
which can only be currently found in non-mandatory national guidelines, specifically, in the
2013 MIIT Guidelines.'*® However, special provisions of the law are addressed to operators of
“Critical Information Infrastructures” (CHES B AL R IERIZE ¥, Guanjian xinxi jichi
sheshi de yunying zhe, CI1), mainly in the field of data localization and data sovereignty (Article
37). Clisinclude, but are not limited to, public communication and information services, power,
traffic, water resources, finance, public service, e-government information infrastructures
(Article 31).

Requirements of personal information protection are mainly incorporated in Chapter IV of the
Law, namely the Chapter on “Network Information Security” (M 4%/5 2. %4>, Wangluo xinxi

anquan). The principles of confidentiality and of informed consent and notice are defined
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respectively in Articles 40 and 41, reaffirming the same provisions already established in the
SC-NPC Decision 2012, which in combination with the new Cybersecurity Law has been

referred to as “One Law One Decision” (—3k—RE, Yi fd yi juéding) in official reports by the
former Supreme People’s Court President, Wang Shengjun.'#” Article 41 also defines the
collection limitation principle that prohibits network operators to collect personal information
unrelated to the service they provide. Compared with the wording used in the two MIIT
Regulations of 2011 and 2013, it is notable that the standard set in Cybersecurity Law is more
moderate as collection can be carried out if personal information is “related to” the service
operators provide, and not if it is “necessary for” the aforementioned service as provided in the
MIIT Regulations.'*® Disclosure limitations are addressed in Article 42, which prohibits to
disclose information unless the person involved gives consent, or the processed information
renders such individual unidentifiable and there is no way to recover its identity from the
information. The same Article also defines data breach remedial measures and notification, that
in comparison with previous legislation adds a new requirement to notify users of the data
breach. Another significant new element provided by the Cybersecurity Law is that individuals
are explicitly given the power to request deletion and correction of their personal information
(Article 43). Notably, the right of access to such information and to data quality (meaning
accuracy, completeness and timeliness of personal information collected) are missing in the

Cybersecurity Law.'4°

One of the most controversial articles of the Cybersecurity Law is Article 37 regarding cross-
border data transfers. This Article sets data localization requirements for Cll operators, meaning
they are required to store personal information and “other important data” within Mainland
China. Whenever such data needs to be transferred outside Chinese borders, operators must go
through a security assessment conducted by the Cyberspace Administration of China (CAC)
and relevant State Council departments and obtain approval from authorities.**° This provision

raised concern not only because its scope seems to be too broad, as the term “other important
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data” remains undefined, and procedures for carrying out security assessment are not provided,
but also because it entails considerable costs for foreign companies in terms of data
management, as they will need to build local data centers in China or seek local data storage
services. ! Additionally, foreign companies feared that this provision might potentially
increase the risk of data leaks, especially if combined with the fact that the Cybersecurity Law
grants the Chinese government broad access to private sector data. On this matter, Article 28
requires network operators to “provide technical support and assistance to State organs in
safeguarding national security and investigating criminal activities in accordance with the
law”.1°2 Companies may be required to provide access or decryption of user’s confidential
information or create backdoors for government intrusion,'® increasing the risk of this
information being lost, passed to competitors or used by the authorities.*>* These concerns led
more than 50 U.S., European and Japanese companies to sign a letter to Premier Li Kegiang in
June 2016 criticizing the law, prompting the Cyberspace Administration of China to delay
execution of data localization requirements until the end of 2018.1%

Lastly, another prominent provision in the Cybersecurity Law is the requirement for “network
operators handling network access and domain name registration services for users, handling
stationary or mobile phone network access, or providing users with information publication or
instant messaging services” to implement a real-name registration scheme, with the additional
prohibition to provide services to those refusing to supply real identity information (Article
24). 1% Limiting cyberspace anonymity has become a major policy goal for the Chinese
government that aims at fostering an healthy internet environment in which rumors, vulgarity,
pornography and other unhealthy information should be eliminated.>” Critics have however

argued that real-name provisions may not only prevent users from exercising their constitutional
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rights, such as their freedom of expression, but could also pose serious threats to privacy
protection as hackers may steal identity information from network operators.**®

1.3.5. PRC E-Commerce Law

One of the latest advancements in the realm of personal data protection is the promulgation of
the E-Commerce Law of the People’s Republic of China (R N R L FEH FEFE X,
Zhonghud rénmin gonghéguo dianzi shangwu fa), adopted at the Fifth Session of the Standing
Committee of the 13th National People's Congress on August 31, 2018, and effective from
January 1, 2019.

E-commerce has had an explosive development in China, with Alibaba as the market leading
firm. Its two main platforms, Taobao and Tmall, already surpassed Amazon and eBay’s
combined gross merchandise value in 2012.%° Another more recent addition to the electronic
commerce market is Tencent’s integration of an online shopping feature in its instant messaging

platform WeChat (known as Weixin in China, ffi{S, Weixin).®° Chinese legislators had to face

a number of issues due to the rapid expansion of the market, as e-commerce platforms and
operators tend to treat user data as a kind of proprietary asset and have little or no interest in
upgrading their data protection regime.'®! It is interesting to note that Alibaba used to have two
different privacy policies for Alibaba.com (the global trade platform) and Alibaba.com.cn (the
Chinese platform), in which the former was updated in 2009 while the latter remained
unchanged since the company’s foundation in 1999. Although similar, Alibaba.com presented
more advanced provisions on collection, third-party data transfer and amendments to privacy
policy than Alibaba.com.cn.'®? The Chinese Government often seeks support and cooperation
from these digital companies in order to achieve its governance goals, and this in turn has given

these enterprises, and especially e-commerce platforms, much bargaining power in terms of
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protecting their corporate interests, and the final version of the E-Commerce Law can be taken

as an exemplar case of this power relation.'%®

The first draft of the E-Commerce law presented a provision that granted e-commerce users the
right of self-determination of his/her personal data (Article 45), and in general posed heavy data
protection obligations to e-commerce operators. However, both the second draft and the final
version of the legal document deleted these data requirements as a consequence of heavy
pressure from digital enterprises and support from deputies within the Congress. 164
Nonetheless, the current PRC E-Commerce Law still affords some level of data privacy
protection to users. The law applies to all businesses selling goods or proving services through
the network, with the exclusion of certain categories, such as “financial products and services,
and services of providing news and information, audio and video program, publication and
cultural products through information network” (Article 2).1%> Among E-commerce operators’
obligations, listed in Article 5, there is network safety and personal information protection,
which is further broken down in the obligation to abide by laws and administrative regulations
on personal information protection during collection and use (Article 23), to publicize the
manner and procedure for search, correction, deletion of user information and user
deregistration without setting unreasonable conditions and provide it in a timely manner upon
identity verification, and in case of deregistration, delete user’s information unless retention is
required by law (Article 24).1%® E-commerce operators also needs to provide authorities with e-

commerce data when required by law (Article 25).167

Similar requirements are provided for e-commerce platform operators, that shall develop the
service agreement and transaction rules of the platform under the principles of openness,
fairness and impartiality (Article 32) and also publicize service agreement and transaction rules
at a conspicuous position of its homepage (Article 33). E-commerce platform operators shall
require real name registration for e-commerce operators and hand over their identity

information to market regulation authorities and taxation authorities (Article 27 and 28).168
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1.3.6. Non-Mandatory National Guidelines

Given the lack of a comprehensive law for data privacy and personal information protection,
and the fact that current legislation has not yet effectively established an independent Data
Protection Authority (DPA), a number of Chinese Administrations and Ministries have issued
their own regulations and guidelines concerning data protection provisions. We already named
two regulations from the Ministry of Industry and Information Technology, namely the 2011
MIIT Regulation and the 2013 MIT Regulation. In 2013 the Ministry also issued in
combination with the State Administration of Quality Supervision, Inspection and Quarantine
(AQSIQ, now dissolved) and the Standardization Administration of the People's Republic of
China (SAC) the Guidelines for the Protection of Personal Information in Public and
Commercial Service Information Systems (S B &£ A AR FRHERSEERSZINAE
BRIFIEE, XinxT anquan jishu gonggong ji shangyong fuwi xinxt xitong gérén xinxi baohu
zhinan).

Although voluntary in nature, these Guidelines are of significant importance as they have a
broader scope than previous regulations and laws, in the sense that they apply to “guiding the
protection of personal information in information systems by all types of organizations and
institutions other than government organs and other institutions performing public management
duties, such as service institutions in telecommunications, finance, and medical care, etc.”
(Article 1).1%° They not only define key terminology such as “sensitive personal information”
(Article 3.8), “information system” (Article 3.1), and the relevant parties involved such as “data
subject” “data controller” “data processor” and “third-party agencies” (Article 3), but also
delineate a series of eight data privacy principles that a data controller should follow (Article
4.2).1° These basic principles include provisions of clear purpose, minimum and sufficiency,
public notification, personal consent, quality assurance, safety guarantee, good faith and data

accountability, with notable absence of data rights of access and correction.*’*

169 fF Bz 2R AL LIRS E B RGN NS BRI 57, Xinxi anqudn jishi gonggong ji shangyong
Sfuwa xinxt xitong gerén xinxi bdohu zhinan,
https://www.pkulaw.com/chl/0ff5bc705d989alabdfb.html?keyword=%E4%BF%A1%E6%81%AF%ES%AE %8
9%E5%85%A8%E6%8A%80%EE%9ICYUAFYHES%85%ACYHES%85%B1%E5%8F%8A%ES%95%86%E7%94
%A8%E6%9IC%BDYES%BA%ALEAY%BF%AL%EGY%81%AF%ET%B3%BBY%E7%BB%9IF%E4%B8%AAY
E4%BA%BAY%E4A%BF%AL1%EG%81%AF%EA%BF%IDY%EE%8A%ALY%EE%BC%87%ES5%8D%97, accessed
08-11-2021. English Translation: “Information Security Technology — Guidelines for the Protection of Personal
Information in Public and Commercial Service Information Systems”,
https://www.pkulaw.com/en_law/0ff5bc705d989alabdfb.html, accessed 08-11-2021.
170 1hidem.
11 GREENLEAF Graham, 2014, Asian Data Privacy Laws, New York, Oxford University Press, pp. 209-210.
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Other institutions have been in charge of issuing data privacy related Guidelines or National
Standards (which are either mandatory or recommended), such as the Cybersecurity
Administration of China (CAC), the Ministry of Public Security (MPS) and the Standardization
Administration of China (SAC). The MPS for example issued in 2019 some Guidelines aimed
specifically at the protection of Internet personal information security, with the SAC further
addressing more specific provisions in its Guidelines on topics such as de-identification of
personal information, cybersecurity practices for mobile applications and guidelines for notice

and consent in 2020.

An important nonmandatory document that has further provided additional protection for
processing sensitive personal information is the Information security technology— Personal
information (P1) security specification ({5 B Z2E AR MMNEEBZ2INIE, Xinxi anqudn
Jishu gerén xinxt anqudn guifan), first issued in 2018 by the State Administration for Market
Supervision and SAC and revised in 2020. The 2020 version defines sensitive personal data as
including location records and health records and demands additional security measures such

as encryption during transmission and storage of such data.'"

172 «“Regulating electronic means to fight the spread of COVID-19: Argentina, Australia, Brazil, China, England,
European Union, France, Iceland, India, Iran, Israel, Italy, Japan, Mexico, Norway, Portugal, Russian Federation,
South Africa, South Korea, Spain, Taiwan, Turkey, United Arab Emirates.” The Law Library of Congress,
Global Research Directorate, https://www.loc.gov/item/2020714995/, accessed 10-02-2021.
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1.4. Towards a more Comprehensive Regulation

In the past decades, China’s personal information protection has been established through a
series of laws and regulations that generally cover the private sector and partly the public one,
though it wasn’t formally established as a full-fledged right separate from the right to privacy

but treated more as a subset interest, similarly to what happens in the US privacy model.'"®

However, China has been shifting its view on privacy and data privacy protection in these last
years, by moving closer to what Chinese scholars call a “dual model” (—7G#, Er yuan zhi)
which establishes privacy and personal information as two separate civil rights.}’* The General
Provisions of the Civil Law of the People's Republic of China issued in 2017 already provided
such formal distinction by establishing the right to privacy of natural persons in Article 110 and
a separate civil interest of personal information protection in Article 111. The General
Provisions however did not specify the scope and boundaries of the two rights, nor they
established different legal regimes for their protection, thus creating ambiguity and confusion
in judicial practice. It is the New Chinese Civil Code, effective from January 1%, 2021, that
further expanded and clarified the two concepts by laying the foundation of two different legal
regimes in its Chapter VI, namely the Right to Privacy and Personal Information Protection
Chapter (FFRABUFIAN NAZ BRI, Yinsi qudan hé gérén xinxi baohi) contained in the Book of
Personality Rights.1®

Other than the recognition of a formal distinction between the right to privacy and personal
information protection, there have been legislative efforts to improve data protection by issuing
two new comprehensive laws, firstly announced in September 2018 when the NPC updated its

five-year legislative plan: the Personal Information Protection Law (7748 A\ [RILA1E A AN M5

SARYYE, Zhonghud rénmin gonghégué gérén xinxi baohu fi), effective from November 1%,

173 US privacy laws consider personal information protection as part of the right to privacy, and data privacy
provisions can be found in different sectorial laws. CUI Shujie, QI Peng, 2021, “The legal construction of
personal information protection and privacy under the Chinese Civil Code”, Computer Law & Security Review,
Vol. 41, Art. 105560, pp. 3-4.
4 L1 Yongjun 227K %, 2017, “Lun “minfi zongzé” zhong gerén yinsi yii xinxi de “ér yudn zhi” bdohu ji gingqin
quan jichir”, W (RGEEIY AN KBRS (S B « ool fRY Sl SRAUEEA (The Research on the “Dual
System” Protection and Claim Basis of the Personal Privacy and Information in The General Principles of Civil
Law), #f I T 7 K 2% 2% i Journal of Zhejiang Gongshang University, Vol. 31 (3), pp. 11-12.
175 cerp e N LA YL S, Zhonghud rénmin gonghégud minfi didn,
https://zh.wikisource.org/wiki/%E4%B8%AD%E5%8D%8E%E4%BA%BAY%EG%B0%91%E5%85%B1%E5%
92%8C%E5%9B%BD%E6%B0%91%E6%B3%95%E5%85%B8, accessed 30-12-2021. English Translation:
“Civil Code of the People’s Republic of China”, https://npcobserver.com/wp-content/uploads/2020/11/Civil-
Code_Eng_July-2021-version.pdf, accessed 31-12-2021.
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2021, and the Data Security Law (H 46 N\ B AN E £ 8 22 4205, Zhonghud rénmin gonghégud

shuju anquan fd), effective from September 1%, 2021.

1.4.1. The New Chinese Civil Code 2020

The New Chinese Civil Code has been officially adopted by the NPC on May 28, 2020. Despite
its structure being fairly similar to the German Civil Code (Blrgerliches Gesetzbuch, BGB),
the Chinese Civil Code of 2020 presents features that are unique among legal systems, one of
the most controversial one has been the introduction of a separate Book entirely dedicated to
Personality Rights (A#4%, Réngé quan).}’® The introduction of this Book generated many
debates, as many legal scholars argued that personality right provisions should be included in
other parts of the Code, mostly in the Part on Tort Liability. However Chinese legislators
stressed the importance of having a separate part of the Code that could effectively implement
the constitutional protection for “personal dignity.”*’” This has not been the first time that
personality rights, and in particular the concept of personal information protection as such have
come under academic scrutiny. The first draft of the General Provisions of the Civil Law of the
People's Republic of China issued in 2017 did not contain any rules for personal information
protection, but after two notable cases sparked outcry among the public, the legislature opted

to introduce personal information provisions that ultimately became Article 111.178

Chapter VI of the Book IV of Personality Rights regulates two different and separate civil
rights: the right to privacy, understood in Article 1032 as “the undisturbed private life of a
natural person and his private space, private activities, and private information that he does not
want to be known to others”, and the right to protection of personal information, defined in
Article 1034:

“Personal information is the information recorded electronically or in other ways that can be

used, by itself or in combination with other information, to identify a natural person,

176 TIMOTEO Marina, 2019, “China Codifies. The First Book of the Civil Code between Western Models to
Chinese Characteristics”, Opinio Juris in Comparatione, Vol.1, Issue 1, pp. 54-55; 66.

17T WEI Changhao, “2020 NPC Session: A Guide to China’s Civil Code (Updated)”,
https://npcobserver.com/2020/05/21/2020-npc-session-a-guide-to-chinas-civil-code/, NPC Observer, accessed
31-12-2021.

178 The two cases both involved telephone scams. In the first case, 18-year-old student Yuyu Xu died of cardiac
arrest after having her tuition funds swindled in a telephone scam that stole her personal information. Similarly,
the second case involved a Professor of Tsinghua University that was scammed out of 18 million Yuan. CUI
Shujie, QI Peng, 2021, “The legal construction of personal information protection and privacy under the Chinese
Civil Code”, Computer Law & Security Review, Vol. 41, Art. 105560, p. 8.
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including his name, date of birth, identification number, biometric information, residential

address, telephone number, email address, health information, whereabouts, and the like.”*"®

The definition is fairly identical to the one provided in the PRC Cybersecurity Law, however
the Chinese Civil Code distinguishes two kinds of personal information, by providing in Article
1034(3) that “private personal information” (#4%{Z 5., Simi xinxi), which remains undefined,
shall be regulated by provisions on the right to privacy. Thus, two different legal regimes will
be applied: one for privacy and private personal information, and one for general personal
information protection. The Chinese Civil Code therefore recognized that there exists some
overlap between the right to privacy and the right to personal information protection, and that
certain types of personal information could bring civil damage not only if processed unfairly,

but also if disclosed to the public.

The Civil Code explicitly establishes privacy as a personality right, and further lays out a series
of activities that result in breach of such right (Article 1033), including intruding upon another
person’s private life, private spaces, private activities, a person’s body and through processing
a person’s private information, unless provided by law or previous obtainment of consent by

the holder.18

The remainder of the Chapter deals with the protection of personal information, which is
protected by law but still not explicitly established as a personality right. The PRC Civil Code
introduces the concept of “personal information processing” (™ AN15 B HIALEE,  Gérén xinxt
de chuli), defined as collection, storage, use, process, transmission, provision, disclosure, and
the like of the personal information (Article 1035).8 A personal information processor,
although not explicitly defined in the Chinese Civil Code, is assumed then to both encompass

the concept of a personal data controller and processor as defined under the GDPR.8

8 crhdig N RILANE RyE M, Zhonghud rénmin gonghégud minfi didn,

https://zh.wikisource.org/wiki/%E4%B8%AD%E5%8D%8E % E4%BA%BA%EE6%B0%91%E5%85%B1%E5%

92%8C%E5%9B%BD%E6%B0%91%E6%B3%95%E5%85%B8, accessed 30-12-2021. English Translation:

“Civil Code of the People’s Republic of China”, https://npcobserver.com/wp-content/uploads/2020/11/Civil-

Code_Eng_July-2021-version.pdf, accessed 31-12-2021.

180 |bidem.

181 |hidem.

182 The General Data Protection Regulation is the latest advancement in the realm of personal information

protection in the European Union and considered to be one of the most comprehensive and strictest international

legal documents on the issue. The GDPR lays out different definitions and obligations for data controllers, which

determine both purpose and means of processing of personal information, and data processors, which only

processes data on behalf of the controller.

LAU Nanda, GUO Gavin, GONG James, “China Cybersecurity and Data Protection: China’s Civil Code lays

foundation for data protection”, China Investments E-Bulletin - Herbert Smith Freehills,

https://www.lexology.com/library/detail.aspx?g=89f22ch9-ff6c-41¢c1-9¢55-3f94c6ef5faa, accessed 16-10-2021.
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Articles 1035 and 1038 state the obligations of personal information processors, which are
consistent with many of the obligations already included in other PRC data privacy laws. Other
than obtaining consent before processing personal information, processors shall clearly state
processing rules and purpose, method, and scope of the information processing, which shall not
violate any law or administrative regulation. It is also prohibited to provide such information to
others unless the processed information cannot be used to identify any individual. Processors

shall take both technical and remedial measures to ensure data security.'8

It is interesting to note that, although Article 1039 also provides obligations for State organs
and chartered institutions and their staff (that is, to keep confidential the privacy and the
personal information of natural persons during the performance of their responsibilities and not
disclose or illegally provide such information to others), it does not extend private parties

obligations to the public sector.

A further advancement in the realm of personal information protection laid out in the new PRC
Civil Code is the explicit introduction of individuals rights to personal information, which
include rights to be informed, of access, copy, correction, objection and deletion of their
personal information (Articles 1035-1037).184

Civil liability provisions are listed in Article 1036, which provides cases where a processor does
not bear it, that is when he acts within the scope of consent given, processes information that
has been made publicly available unless expressly forbidden by the individual, and when the

processor acts in name of protection of public interest or legal interest of the individual. '8

To reinforce the legal protection afforded to personal information, the Supreme People’s Court
issued a Notice, also effective from January 1, 2021, where both a “privacy protection dispute”
and a “personal information protection dispute” have been added as a cause of action of civil
cases.*®® Thanks to the Notice, it is now possible to bring civil claims to court on the basis of

infringement of a natural person’s personal information protection.

183 cerpid N AN E RIE I, Zhonghud rénmin gonghégud minfi didn,
https://zh.wikisource.org/wiki/%E4%B8%AD%E5%8D%8E % E4%BA%BA%EE6%B0%91%E5%85%B1%E5%
92%8C%E5%9B%BD%E6%B0%91%E6%B3%95%E5%85%B8, accessed 30-12-2021. English Translation:
“Civil Code of the People’s Republic of China”, https://npcobserver.com/wp-content/uploads/2020/11/Civil-
Code_Eng_July-2021-version.pdf, accessed 31-12-2021.
184 | bidem.
18 AU Nanda, GUO Gavin, GONG James, “China Cybersecurity and Data Protection: China’s Civil Code lays
foundation for data protection”, China Investments E-Bulletin - Herbert Smith Freehills,
https://www.lexology.com/library/detail.aspx?g=89f22ch9-ff6c-41¢c1-9¢55-3f94c6ef5faa, accessed 16-10-2021.
186 i NRVEBE TR (TS <KH R R e >MPoE) K% (2020)°, Zuigdo rénmin fiyuan
yinfa “guanyu xiagdi <minshi anjian anyou guiding >de juéding” de tongzhi (2020),
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Although the new Civil Code of the PRC has the merit of introducing a more comprehensive
protection of personal information distinct from the right to privacy in the realm of civil law,
some questions are left to be answered, such as the remedies available to individuals in case
their legitimate rights regarding personal information are denied, or the scope of private
personal information that is to be protected by laws on the right to privacy.'®’ In addition, the
New Civil Code of the PRC does not take the further step of labelling certain types of personal

information as “sensitive”.

1.4.2. PRC Personal Information Protection Law

In addition to the formal separation of privacy from personal information protection enshrined
in the New PRC Civil Code, the Chinese leadership seems to be moving away from its previous
approach of regulating personal information protection with sectorial laws and departmental
regulations, and finally proceed towards a more comprehensive approach to personal

information protection with the promulgation of the Personal Information Protection Law (*

e N RILFNEA NG BRI, Zhonghud rénmin gonghégud gérén xinxi béaohu fi, PIPL).

Attempts at regulating the realm of personal information protection in a comprehensive manner
had already been made in 2007, when a draft of the Personal Information Protection Act,
drafted by the Institute of Law at the Chinese Academy of Social Sciences was taken under
consideration, covering both the private and public sector, even though it never reached the
law-making process.*®® This early draft bears some similarities with the newly enacted PIPL,
as they both cover an advanced set of data privacy principles (apparently influenced by
international principles), while still not establishing an independent DPA but allowing a set of

ministries enforcement powers.°

The Personal Information Protection Law not only recollects relevant provisions from other
specific Chinese data privacy laws and regulations (such as the PRC Cybersecurity Law, E-
commerce Law, Consumer Rights Law, the MIIT Regulations etc.), and non-mandatory privacy

http://lawinfochina.com/display.aspx?id=34794&Ilib=law, accessed 02-01-2022. English Translation: “Notice by
the Supreme People's Court of Issuing the Decision to Amend the Provisions on the Causes of Action of Civil
Cases (2020)”, http://lawinfochina.com/display.aspx?id=34794&lib=law, accessed 01-01-2022.
187 LAU Nanda, GUO Gavin, GONG James, “China Cybersecurity and Data Protection: China’s Civil Code lays
foundation for data protection”, China Investments E-Bulletin - Herbert Smith Freehills,
https://www.lexology.com/library/detail.aspx?g=89f22ch9-ff6c-41¢c1-9¢55-3f94c6ef5faa, accessed 16-10-2021.
188 GREENLEAF Graham, 2014, Asian Data Privacy Laws, New York, Oxford University Press, p. 208.
189 | bidem.
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standards (such as the MIIT Guidelines and the P1 Security Specification), but also introduces
advanced data privacy protection rules such as a set of personal information protection
principles, clear data privacy user’s rights, new legal bases for personal information processing
and specific rules for automated decision-making, image collection or personal identity
recognition in public places, additional obligations for sensitive personal information, and

stringent cross-border data transfer requirements.**

The PIPL has a broader scope than the past fragmented data privacy laws of China, as Article
3 clearly states that it is applicable to activities of processing personal information of natural
persons within the PRC, but also applies to the handling of personal information outside PRC’s
border whenever the processing purpose is to provide products or services to natural persons
inside the borders, or when analysing or assessing activities of natural persons inside the borders
or again when other circumstances provided in laws or administrative regulations are present.!%
Thus, the Law presents an extra-territorial effect that is much similar to the one featured in the
EU GDPR.1%2

A new definition of personal information that rejects the previous list-based outline used in
previous laws and regulations, and also the newly enacted Civil Code of the PRC, is devised in
Article 4 of the PIPL:

“Personal information is all kinds of information, recorded by electronic or other means,
related to identified or identifiable natural persons, not including information after

anonymization handling.”*%

190 XU Hui, DONOVAN Kieran, LEE Bianca, “China Introduces First Comprehensive Legislation on Personal
Information Protection”, https://www.lw.com/thoughtLeadership/china-introduces-first-comprehensive-
legislation-on-personal-information-
protection#:~:text=0n%20August%2020%2C%202021%2C%?20the,effect%200n%20November%201%2C%20
2021., Latham & Watkins Data Privacy & Security Practice, accessed 02-01-2022.
L et N RILFIE AN NS BARYE, Zhonghud rénmin gonghégud gérén xinxi bdohii fd,
https://zh.wikisource.org/wiki/%E4%B8%AD%E5%8D%8E%E4%BA%BAY%EE%B0%91%E5%85%B1%E5%
92%8C%E5%9B%BDY%E4%B8%AA%EA%BA%BAYEA%BF%AL%EG%81%AF%EA%BF%IDY%EGY%EA%A
4%E6%B3%95, accessed 04-01-2022. English Translation: “Translation: Personal Information Protection Law
of the People’s Republic of China — Effective Nov. 1, 20217, https://digichina.stanford.edu/work/translation-
personal-information-protection-law-of-the-peoples-republic-of-china-effective-nov-1-2021/, accessed 04-01-
2022.
192 ROBINSON Mark, LAU Nanda, GONG James, “China cybersecurity and data protection: Review of 2020
and outlook for 20217, Herbert Smith Freehills, https://sites-
herbertsmithfreehills.vuturevx.com/95/24431/compose-email/china-cybersecurity-and-data-protection--review-
0f-2020-and-outlook-for-2021.asp?sid=3e6b986b-17d9-4d66-a1ff-bb17e5da30f7, accessed 15-02-2021.
193 et N RILFNE AN NAZ BARY L, Zhonghud rénmin gonghégud gérén xinxt bdohii fi,
https://zh.wikisource.org/wiki/%E4%B8%AD%E5%8D%8E%E4%BA%BAY%EE%B0%91%E5%85%B1%E5%
92%8C%E5%9B%BD%E4%B8%AA%E4%BA%BAYEA%BF%AL%E6%81%AF%E4%BFY%ID%E6%8A%A
4%E6%B3%95, accessed 04-01-2022. English Translation: “Translation: Personal Information Protection Law
of the People’s Republic of China — Effective Nov. 1, 20217, https://digichina.stanford.edu/work/translation-
personal-information-protection-law-of-the-peoples-republic-of-china-effective-nov-1-2021/, accessed 04-01-
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This more general characterization of personal information is likely aimed at responding better
to the ever-changing technological environment, so that the Law doesn’t have to be updated
frequently. Article 4 specifies for the first time that anonymized data is exempt from being
considered personal information. The same Article also defines “personal information

processing” in the same way as Article 1035 of the new PRC Civil Code, with the addition of

“deletion of personal information” (‘MABE..... PR, Gérén xinxt de...shanchii).*® The

PIPL falls short on further distinguishing non-private personal information from the concept of
private personal information devised in the New Chinese Civil Code, never mentioning the term
in its entire transcript, not providing any additional provision to better comprehend when
personal information have to be regulated under the right to privacy protection or under the
personal information protection regime. It does however define the concept of “sensitive
personal information” in Article 28, which is generally consistent with the definition of the PI

Security Specification:

“Sensitive personal information means personal information that, once leaked or illegally
used, may easily cause harm to the dignity of natural persons grave harm to personal or
property security, including information on biometric characteristics, religious beliefs,
specially designated status, medical health, financial accounts, individual location tracking,

etc., as well as the personal information of minors under the age of 14.71%

Additional obligations must be met when processing sensitive personal information, that can
be processed only if there is a specific purpose, and separate consent from individual is

obtained.

Another difference between the PRC Civil Code and the PIPL seems its characterization of the
term “personal information processor’: while in the Civil Code the term seems to encompass
both the concept of a “data controller” and a “data processor” as devised in the EU GDPR,
Article 73 of the PIPL defines the same term as “organizations and individuals that, in personal
information handling activities, autonomously decide handling purposes and handling
methods”, which is almost identical to the definition of “data controller” envisioned in Article
4(7) of EU GDPR.!% At the same time, distinguished from personal information processors,
Article 59 of PIPL stipulates that “entrusted persons accepting entrusted handling of personal

information” (52 ZHEA AN NG BIIZFEN, Jieshou wéitué chilli gérén xinxi de shoutuo

2022.
194 Ibidem.
195 I bidem.
196 «Regulation (EU) 2016/679 of the European Parliament and of the Council ”, Official Journal of the
European Union, https://eur-lex.europa.eu/eli/reg/2016/679/0j, accessed 04-01-2022.
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rén) shall take necessary measures to safeguard the security of the personal information and
assist personal information processors.t®” The term used in Article 59 is akin to the concept of
“data processor” as devised by the EU GDPR.!% This is the first law of the PRC ever providing

a formal distinction between who controls data and who merely processes it.

The new Personal Information Protection Law establishes for the first time a system of multiple
legal bases for processing personal information, specifically listed in Article 13. Apart from the
already existing consent-based criteria, processing of personal information can be carried out
when necessary for concluding or fulfilling a contract, for fulfilling statutory duties, to respond
to sudden public health incidents or protect natural persons’ lives and health, to implement
activities for the public interest such as news reporting, to process personal information
disclosed by persons themselves and for any other circumstance provided in laws and
administrative regulations.®® Articles 14 and 15 establish unprecedented provisions on the
procedure to obtain consent, which has to be given by individuals under the precondition of full
knowledge, and in a voluntary and explicit statement. The concept of separate (or written)
consent is introduced whenever laws or administrative regulations provide it, and when
processing sensitive personal information (Article 29). Individuals have the right to rescind

such consent and processors have to provide a convenient way to withdraw it.

Personal information protection principles are provided in Articles 5-9. Many of these
principles were already listed in other PRC data privacy laws, such as the principles of legality,
propriety, necessity, and sincerity, however PIPL is the first law of the PRC to clearly elaborates

on these principles, for example in Article 6 the principle of necessity establishes that:

197 it N RILFNE AN NG BARY L, Zhonghud rénmin gonghégud gérén xinxt bdohii fi,
https://zh.wikisource.org/wiki/%E4%B8%AD%E5%8D%8E % E4%BA%BA%EE6%B0%91%E5%85%B1%E5%
92%8C%E5%9B%BD%E4%B8%AA%NE4A%BAY%BAYEA%BF%AL1%EG%81%AF%E4A%BFY%IDY%EG%SA%A
4%E6%B3%95, accessed 04-01-2022. English Translation: “Translation: Personal Information Protection Law
of the People’s Republic of China — Effective Nov. 1, 20217, https://digichina.stanford.edu/work/translation-
personal-information-protection-law-of-the-peoples-republic-of-china-effective-nov-1-2021/, accessed 04-01-
2022.
198 XU Hui, DONOVAN Kieran, LEE Bianca, “China Introduces First Comprehensive Legislation on Personal
Information Protection”, https://www.lw.com/thoughtLeadership/china-introduces-first-comprehensive-
legislation-on-personal-information-
protection#:~:text=0n%20August%2020%2C%202021%2C%20the,effect%200n%20November%201%2C%20
2021., Latham & Watkins Data Privacy & Security Practice, accessed 02-01-2022.
199 et N RILFNE AN NAB B RYE”, Zhonghud rénmin gonghégud gérén xinxt bdohi fd,
https://zh.wikisource.org/wiki/%E4%B8%AD%E5%8D%8E % E4%BA%BA%EE6%B0%91%E5%85%B1%E5%
92%8C%E5%9B%BD%E4%B8%AA%NE4%BAY%BA%E4A%BF%A1%EG6%81%AF%E4A%BF%IDY%EG%SA%A
4%E6%B3%95, accessed 04-01-2022. English Translation: “Translation: Personal Information Protection Law
of the People’s Republic of China — Effective Nov. 1, 20217, https://digichina.stanford.edu/work/translation-
personal-information-protection-law-of-the-peoples-republic-of-china-effective-nov-1-2021/, accessed 04-01-
2022.
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“Personal information handling shall have a clear and reasonable purpose, and shall be
directly related to the handling purpose, using a method with the smallest influence on

individual rights and interests.

The collection of personal information shall be limited to the smallest scope for realizing the

handling purpose, and excessive personal information collection is prohibited.**?%

Other personal information protection principles include principles of openness and
transparency, data quality, and responsible processing of personal information.

Individual rights related to personal information are clearly stated in Articles 44-48 of the PIPL.
All of them are already enshrined in the New Civil Code of the PRC, with the exception of the
new right of “data portability” enshrined in Article 45. There has been controversy over the
introduction of such right, as a matter of fact both the first and second draft of PIPL didn’t
mention it, but in the end, it was introduced in the final version of the Law.?°! The right of data
portability enables individuals to request that their personal information be transferred to a
personal information handler they designate, as long as conditions of the Cyberspace

Administration of China are met.

Articles 51-56 stipulate the obligations of personal information processors, which include
staffing and organization obligations, internal administrative measures and security measures.
Similar to the PRC Cybersecurity Law (which defines additional obligations for Critical
Information Infrastructures, or CIl), the PIPL provides additional obligations to “Personal
information processors providing important Internet platform services, that have a large number
of users, and whose business models are complex” (Article 58)2%2, even though the thresholds
to ascertain if a business has to be included in this categorization have still to be laid out by

future regulations.
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One of the most controversial parts of the PIPL is the cross-border data transfer requirements
laid out in Chapter I11. Such requirements were previously regulated by the PRC Cybersecurity
Law but only for CII operators (C110s), the PIPL however sets general requirements for all
personal information processors, while adding additional obligations to CI10s and to processors
who reach the processing quantity thresholds prescribed by relevant authorities.?% It is notable
the absence of “derogatory provisions” under the PIPL, such as the possibility to transfer
personal information data outside China by obtaining the consent of the individual or when it
is necessary of performance of a contract, which are usually present in other data protection
legislation of other countries.?* To transfer personal information outside Chinese borders, at
least one of the following conditions shall be met: to pass a security assessment organized by
the State cybersecurity, undergoing personal information protection certification, concluding a
contract with the foreign side consistent with standards laid out by the State cyberspace and

informatization department (Article 38).2%

In comparison with previous PRC data privacy laws, the PIPL sets out stricter penalties for
unlawful processing of personal information in violation of the aforementioned law, by
increasing the maximum penalty of a personal information processor to CNY50 million, or 5%
of its annual revenue of the last year under grave circumstances (Article 66).2%°

1.4.3. PRC Data Security Law

Two months before the promulgation of PIPL (June 2021), another important comprehensive

law regarding data privacy has been issued by the SCN-NPC: the PRC Data Security Law (7
e N AL B Bl 22 4218, Zhonghud rénmin gonghégud shiyji anqudan fi, DSL) .

203 XU Hui, DONOVAN Kieran, LEE Bianca, “China Introduces First Comprehensive Legislation on Personal
Information Protection”, https://www.lw.com/thoughtLeadership/china-introduces-first-comprehensive-
legislation-on-personal-information-
protection#:~:text=0n%20August%2020%2C%202021%2C%?20the,effect%200n%20November%201%2C%20
2021., Latham & Watkins Data Privacy & Security Practice, accessed 02-01-2022.
204 X1AO Tangfei 45 &, SHEN Yanru H#E4ii, “Gerén xinxi bdohu fi zhidi liangdidn jiexi” (/N N5 BLRF
1) I S AT, Deloitte, https://iwww2.deloitte.com/cn/zh/pages/risk/articles/personal-information-
protection-law-analysis.html, accessed 05-01-2022.
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4%E6%B3%95, accessed 04-01-2022. English Translation: “Translation: Personal Information Protection Law
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While the main focus of the Personal Information Protection Law is to regulate the fair
processing of personal information, the Data Security Law main aim is to ensure the security
of data during its processing, both in mainland and outside China (Article 2). Similar to PIPL,
this law has thus an extra-territorial effect, in particular it is also applied to data processing
activities outside China when such activities “harm the national security, the public interest, or

the lawful rights and interests of citizens or organizations of the PRC”.2%

The definition of “data” and “data processing” elaborated in Article 3 of DSL is identical to the
definition of “personal information” and “personal information processing” devised in the
PIPL, with the exception that the PIPL excludes anonymized data from the realm of personal
information, while the definition of “data” in the DSL refers to any information record in
electronic or other form, whether it is anonymized or not. The Law also elaborates a definition

of “data security””:

“Data security” refers to ensuring data is in a state of effective protection and lawful use
through adopting necessary measures, and to possessing the capacity to ensure a persistent
state of security.?%

Articles 53 and 54 however specify how data processing activities regarding State Secrets are
to be regulated by the Law of the PRC on the Protection of State Secrets and military data
processing activities are to be formulated separately by the Central Military Commission, thus
the DSL will not apply to these two types of data processing activities.?%®

While the DSL only applies to aforementioned activities, at the same time, the Cybersecurity
Law of the PRC still regulates limited network activities occurring outside of the PRC that
attack, infringe, interfere with, or damage critical information infrastructure in the PRC and
lead to severe consequences. Moreover, the Cybersecurity Law still applies to CIIOs, for
example for cross-border transfer of “important data” and when conducting national security
reviews of network products and services.?'% The concept of “important data” is defined nor in

the Cybersecurity Law nor the Data Security Law, the 2017 Guidelines for Cross-Border Data

00 «orh B AR JE AN B % 4 vk 7, Zhonghua rénmin  gonghégud shuji  anqudn  fd,
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https://digichina.stanford.edu/work/translation-data-security-law-of-the-peoples-republic-of-china/, accessed 06-
01-2022.
208 1hidem.
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Transfer Security Assessments specifies how the term refers to data collected or derived in the
PRC that closely relates to national security, economic development, and public interests.
Moreover, Appendix A of the Guidelines provide a list of “important data” in various

industries.?!

The DLS main aim is to establish a data security framework, comprising of a set of systems and
measures that apply in different situations, such as a data security risk management system, an
emergency response system for data security incidents, a data security review system, a data
export control system and a counter-measure system against discriminatory international

measures.?!?

Articles 27-36 of the DSL devise the obligations for entities and individuals carrying out data
activities. General obligations include the need of establishing a data security management
system for the entire workflow, organizing and conducting data security education and training,
adopting corresponding technical measures to ensure data security (Article 27), strengthening
risk monitoring (Article 29), conduct risk assessments of important data (Article 30), obtaining
administrative permits for the provision of services related to data processing (Article 34).213 It
is notable that Article 36 establishes that “domestic organizations and individuals must not
provide data stored within the mainland territory of the PRC to the justice or law enforcement
institutions of foreign countries without the approval of the competent authorities of the
PRC”2% which is also consistent with Article 41 devised in the PIPL.

The DSL also regulates the processing of data necessary to safeguard national security or
investigate crimes by public security authorities and national security authorities, who shall
undergo strict approval procedures according to relevant State provisions (Article 35).

211 |bidem.
212 |bidem.
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CHAPTER 2

Data Privacy Protection in the Private Sector and
the Interplay with the Chinese Government

2.1. Data Privacy Obligations informing the Private Sector

The previous Chapter shows how data privacy legislation in China has been progressing from
a fragmented and cumulative framework towards a more comprehensive legal regime that is
separate from the protection of the right to privacy. One of the most significant differences of
the Chinese data protection regime in comparison with data privacy laws in the US and the
European GDPR is that the rules for personal information processing in China are mainly
formulated for the private sector while public actors are not extended the same obligations or
requirements. Above all the legislative instruments described above, some do contain some
general provisions for the public sector, but it is usually only a general requirement of
maintaining confidentiality and not leaking or selling personal or electronic information during
fulfilment of their duties.?*> Moreover, the Cybersecurity Law of the PRC and the non-binding
P1 Security Specification apply only in part to the processing of personal information by public
actors.?'® However, it is only the newly enacted Personal Information Protection Law (PIPL)
that covers for the first time the processing of personal information by both public and private

sectors.

Before the enactment of the PIPL, data privacy obligations were scattered among different laws,
regulations, and non-binding legal instruments, that were often sectorial in nature, meaning they
covered only certain industries, forming nonetheless a “cumulative” effect that broadly covered
all the private sector. Since the PIPL was only passed more than a year after the outbreak of the
Covid-19 pandemic, it is relevant to our paper to investigate the data privacy principles and
obligations of the private sector in China emerging from the dispersive and complicated

framework established during the previous decades.

Data privacy obligations are usually derived from a set of principles that establish the
fundamental legal basis under which subjects of data privacy laws have to carry out collection

and processing of personal information. Most of the international data privacy instruments and

215 Suych as Article 10 of SC-NPC Decision of 2012, or Article 1039 of the New Chinese Civil Code.
216 GELLER Anja, 2020, “How Comprehensive is Chinese Data Protection Law? A Systematisation of Chinese
Data Protection Law from a European Perspective”, GRUR International, Vol. 69, Issue 12, p. 1193.
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major data privacy laws worldwide clearly establish such set of principles.?!” Nevertheless,
Chinese data privacy laws and regulations fail to explicitly mention a clear set of principles that
can be compared to the one issued in the European Union, as the only legal documents directly
providing a list of principles are the 2013 MIIT Guidelines and the PI Security Specification
(2020 revision), which are both not legally binding documents.?'® However, some principles
for the fair collection and processing of personal information can be inferred by several

provisions dispersed among the different data privacy laws mentioned in Chapter 1.

2.1.1. Collection and Processing Principles

All SC-NPC laws related to the collection and processing of personal information that have
been issued in the last decade only generally state briefly fair processing principles of “legality,
legitimacy and necessity”, which are not further defined in the laws.?!® In addition, the MIIT
Regulations of 2011 provide that principles of “equality, free will, fairness and good faith” to
be followed by Internet Information Service Providers during provision of services.?? It is only
the newly enacted Personal Information Protection Law that lists but also describes an advanced
set of principles in Articles 5-9 that cover almost all data privacy principles devised by the
European model, as it is partly modelled after the GDPR.?

217 The eight principles established in the 1980 OECD Guidelines and the1981 CoE Convention are considered
the most basic set of principles that a data privacy law should abide by, and they comprise of a Collection
limitation principle, a Data quality principle, a Purpose specification principle, a Use limitation principle, a
Security safeguards principle, an Openness principle, an Individual participation principle and an Accountability
principle. A more advanced set of data privacy principles are also known as “European principles” as they are
mainly enshrined in the 1995 EU Directive and the 2001 CoE Convention. They comprise of: Fair and lawful
processing, Minimal collection, Data export restrictions, Prior checking, Deletion, Sensitive data protections,
Automated processing controls and Direct marketing opt-out. In addition, a “third-generation” set of data
protection principles is arising from the new European GDPR, which include provisions on automated profiling,
data portability, right to copy and be forgotten, and new concepts like “implementation by design” and
“implementation by default”.
GREENLEAF Graham, 2014, Asian Data Privacy Laws, New York, Oxford University Press, pp. 54-57; 546-
547.
218 GELLER Anja, 2020, “How Comprehensive is Chinese Data Protection Law? A Systematisation of Chinese
Data Protection Law from a European Perspective”, GRUR International, Vol. 69, Issue 12, p. 1194.
219 Article 2 of 2012 Decision; Article 29 of Consumer Protection Law, Article 5 of Cybersecurity Law.
220 2011 MIIT Regulations, Article 4. GREENLEAF Graham, 2014, Asian Data Privacy Laws, New York,
Oxford University Press, p. 210.
221 The processing principles of PIPL comprises of principles of legality, propriety, necessity, and sincerity, with
the further prohibition of handling information in a misleading, swindling, coercive, or other such ways (Article
5), purpose natification, limitation and minimal collection principles (Article 6), openness and transparency
principle (Article 7), data quality principle (Article 8) and accountability of the data processor - which is akin to
the definition of a data controller in GDPR — (Article 9).
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Although not explicitly listing a set of principles, SC-NPC data privacy laws and MIIT
regulations do still afford a general data protection framework by providing a set of obligations

that the private sector must carry out during collection and processing of personal information:

Limited Collection: following the principle of “necessity” stated in each SC-NPC data privacy
law and MIIT Regulation, collection of personal information shall be carried out by clearly
stating purpose, methods and scope, and by previous obtaining consent from individuals, which
has been the only legal basis for the processing and collection of personal information in the
PRC until the enactment of the PIPL.??2 This new Law has envisioned a total of other six legal
bases by which data processors can collect data without previous obtaining consent from
individuals: for example, whenever collection is necessary to conclude or fulfil a contract, or to
conduct human resources management, to fulfil statutory duties and responsibilities or statutory
obligations, or respond to sudden public health incidents or protect natural persons’ lives and
health. Even if consent is considered to be a stronger legal basis, the dispersive legal framework
that was in place before the PIPL was still weakened by the fact that no PRC legislation
specified which actions be taken to demonstrate that consent was given in a lawful and
transparent way.?? Article 14 of the PIPL clearly specifies that consent has to be obtained from
individuals under the precondition of full knowledge, and in a voluntary and explicit statement.
Separate or written consent shall be given under certain circumstances, for example when

collecting and processing sensitive personal information.

Minimal Collection: limiting collection to the smallest scope for realizing its processing
purpose was not clearly established in the 2012 Decision, as the only limitation to collection
and processing was not to violate provisions of the law or the agreement between the parties
(Article 2). However, both the 2011 MIIT Regulations (Article 11) and 2013 Guidelines set out
a stringent requirement for data minimization, prohibiting the collection be limited to data
“required” for the provision of services. Moreover, the Guidelines explicitly establish the
principle of “minimum and sufficiency”.??* The Cybersecurity Law devised however a more

morbid approach to data minimization as collection was limited to personal information “related

4%E6%B3%95, accessed 04-01-2022. English Translation: “Translation: Personal Information Protection Law
of the People’s Republic of China — Effective Nov. 1, 20217, https://digichina.stanford.edu/work/translation-
personal-information-protection-law-of-the-peoples-republic-of-china-effective-nov-1-2021/, accessed 04-01-
2022.
222 Article 2 of 2012 Decision, Article 29 of Consumer Protection Law, Article 9 of 2013 MIIT Regulations,
Article 41 of Cybersecurity Law. GELLER Anja, 2020, “How Comprehensive is Chinese Data Protection Law?
A Systematisation of Chinese Data Protection Law from a European Perspective”, GRUR International, Vol. 69,
Issue 12, p. 1194,
22 GREENLEAF Graham, 2014, Asian Data Privacy Laws, New York, Oxford University Press, p. 211.
241bidem.
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to” (and not required for) the service provided (Article 41), creating ambiguity to when the
stricter standard from the MIIT regulations applies. The enactment of the PIPL clarified the
issue, as it is the first SC-NPC law clearly establishing that “collection shall be limited to the

smallest scope for realizing the processing purpose” (Article 6).2%°

Purpose Notification: All SC-NPC Data Privacy Laws, MIIT Regulations and Guidelines, and
also the New Chinese Civil Code clearly indicate that purpose has to be specified before
collection and during processing of personal data. Moreover, rules for the collection and
processing shall be disclosed to the public, which can be interpreted as a general obligation to
publish a privacy policy.??

Use and Disclosure Limitation: the 2012 Decision expressly provides that processors shall
maintain confidentiality and not leak, tamper, destroy or provide illegally personal information
(Article 3), however data processing was again not limited to purpose but rather to agreement
between the parties and provisions of law (Article 2). Both the Decision 2012 and the MIIT
Regulations in addition did not specify limitations for third parties’ data or data generated
indirectly by transactions. The Cybersecurity Law adds an exception where information can be
provided if after processing there is no way to identify a specific individual and it’s not possible
to recover such identifiability (Article 42). The same requirement has been reiterated by Article
1038 of the New Civil Code, with the addition in Article 1035 that personal information cannot
be “excessively processed”. Article 6 of PIPL establishes that information processing shall be
directly related to the processing purpose, and processing has to be carried out in a way that has

the least impact on personal rights and interests.

Openness and Transparency: this principle has not been clearly stated in any SC-NPC Data
privacy law, in MIIT Regulations or in the 2013 MIIT Guidelines. However, a general
requirement of publicly disclosing rules of processing is present in each of these legal
instruments. The Cybersecurity Law provides that data processors have to establish a complaint
and reporting system, and such complaints from users have to be handled in a timely manner
(Article 49). The PRC E-Commerce Law obliges e-commerce operators to publicize manner

and procedure for search, correction, deletion and deregistration that have to be set up without
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posing unreasonable requirements (Article 24). The 2013 MIIT Regulation and the PI Security
Specification of 2020 also require data processors to publish valid contact information and
respond to complaints within 15 (MIIT Regulation) or 30 days (P1 Specification).??’” The PIPL
is currently the only SC-NPC law that clearly states the principle of openness and transparency
in its Article 7.

Data Retention: No mention on neither a general obligation of notifying users of data retention
periods nor actual data retention periods can be found in the Decision 2012, where there is only
a general requirement of not destroying personal information collected. However, specific data
retention periods were already provided in the Regulation on Internet Information Service of
the People's Republic of China (H.HKM{E 8RS E B IpE, Hulidnwdng xinxi fiiwiu gudnli
banfd) issued in 2000, whose Article 14 requires Internet service providers to keep records of
each user’s time spent online, user account, IP address or domain name, phone number, etc.,
for 60 days, and provide it authorities when required.??® The Cybersecurity Law strengthened
this requirement by requiring network logs be kept for at least six months, in accordance with
other data retention provisions (Article 21).2%° This provision sparked controversy as it doesn’t
only generate considerable costs for network operators, but also users’ personal information
will be exposed to a higher risk of leakage.?*® On another hand, data retention related to

processing has been explicitly limited in the new PIPL, where Article 19 states:

“Except where laws or administrative regulations provide otherwise, personal information retention periods shall

be the shortest period necessary to realize the purpose of the personal information processing.”?

Moreover, data retention has to be explicitly notified to individuals “truthfully, accurately, and
fully” per Article 17.

227 GELLER Anja, 2020, “How Comprehensive is Chinese Data Protection Law? A Systematisation of Chinese
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personal-information-protection-law-of-the-peoples-republic-of-china-effective-nov-1-2021/, accessed 04-01-
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Data Quality: there has been a notable absence of data quality provisions in data privacy laws
of the PRC. There are no requirements or obligations on timeliness and accuracy of personal
information in the MIIT Regulations. The 2013 MIIT Guidelines do mention a basic principle
of quality assurance where data processors need to ensure that the confidentiality, integrity and
availability of personal information are all up to date.?? The new Personal Information
Protection Law however explicitly requires data processors “to ensure the quality of personal
information and avoid adverse effects on individual rights and interests from inaccurate or

incomplete personal information” (Article 8).2%

Accountability of Data Processors: all relevant data privacy laws of the PRC require data
processors to be accountable and accept complaints from users and remedy various types of
privacy breaches (2012 Decision, 2011 MIIT Regulation). Moreover, the 2012 Decision
requires data processors to strengthen their management of information that is posted by their
users, and when publication or transmission of such information is prohibited by law they shall
eliminate it, record it and provide it to relevant authorities (Article 5). As we have seen with
other principles, the most stringent requirements for data accountability are devised in the non-
binding 2013 MIIT Guidelines, that provide “clear definition of responsibilities, taking of
appropriate  measures, and recording processing so as to facilitate retrospective
investigation”.2** With the enactment of the PIPL, this principle is finally being reiterated in a
SC-NPC law.

Data Security: the previous fragmented framework that was set in place did afford some level
of data security protection, although both 2012 Decision and Consumer Protection Law had
rather general requirements of enacting technical measures to prevent leakage, damage or loss
of personal data and consequent remedial measures in cases of data breach.?*® The 2011 MIIT
Regulation already provided a mandatory notification provision in case of data breach, the most
notable shortcoming however was that notification was required to authorities, but not users.

The 2013 MIIT Regulation further expanded data security protection by merely listing which

232 GREENLEAF Graham, 2014, Asian Data Privacy Laws, New York, Oxford University Press, p. 213.
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2022.
234 GREENLEAF Graham, 2014, Asian Data Privacy Laws, New York, Oxford University Press, p. 215.
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aspect of a business must pay attention to security.?3® The 2013 MIIT Guidelines set out more
stringent requirements, comprising of “data security education, training, plans for data security,
risks and emergencies, clarification of responsibilities, internal control mechanisms, evaluation
and protection systems, periodic self-inspections, commission of independent evaluation
agencies, clarification of responsibilities, access controls and secure storage of information
carriers.?’ Notably, data breach notification to data subjects was only required in the 2013
MIIT Guidelines, until the enactment of the Cybersecurity Law, whose Article 42 finally
required to inform users in cases of leakages, information destruction or loss of information.
The same provision has been reiterated in Article 1038 of the new Chinese Civil Code. The
Cybersecurity Law already contains most of the requirements provided in the 2013 MIIT
Guidelines, but some of the more stringent obligations are only required for Critical Information
Infrastructures. Both PIPL and the new Data Security Law of the PRC set stringent standards
for data security in the private sector. It is interesting to highlight how the Chinese personal
information protection framework that result from all these complex legal instruments show
how Chinese regulations mostly evolved within a security context, making the safety of persons
and property the main criterion instead of focusing on building a fundamental rights protection
framework like the GDPR. %8

2.1.2. Real Name Registration Provisions

If the several yet fragmented data privacy laws of China did afford a general level of personal
information protection in the private sector, it is also true that these laws have also helped in

limiting cyberspace anonymity through the establishment of a real-name registration system.

Article 6 of the 2012 Decision provides that all “network service providers that conduct Internet
access services and handle fixed telephone, mobile phone, and other network access procedures
for users, or provide users with information dissemination services” must require real identity
information from users when enter into agreements or confirming provision of services with

users.?®® This doesn’t mean however that a person must use its real name whenever providing
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information online, but rather that Internet Service Providers need to be able to identify who is
the content provider, thus still allowing the use of pseudonym as long as ISPs are able to identify

the individual behind it.24

A similar requirement for real-name registration has been reiterated in the Cybersecurity Law,
Article 24, which expand its scope also to instant messaging platforms, and prohibits network
operators to provide services to users refusing to give real identity information. Network
operators failing to do so may be subjected to monetary fines, temporary suspension of
operations, cancellation of permits, business licenses and closing down of websites. Moreover,
persons directly in charge or responsible personnel may also face monetary fines (Article 61).
In addition to the general obligation devised in Article 28 of providing technical support to
public security agencies, the system devised in the Cybersecurity Law empowers regulatory

authorities with extended monitoring and investigative powers.?*!

Real-name requirements have been fairly controversial, as on one hand they have been
implemented to support enforcement of the law against cyber criminality, on the other hand
studies clearly show that, after implementation of real name registration rules, politically
sensitive content fell considerably, meaning that real name provisions have significantly helped
in curtailing the freedom of speech of Chinese users.?*? Real name provisions also create a high
risk of data leakage and breach by hackers by creating more opportunities to steal such data

from network operators.

2.1.3. Data Export Limitations

Another contentious provision in China’s data privacy laws has been the introduction of stricter
data localization obligations and data export requirements. Before the enactment of the PRC
Cybersecurity Law in 2017, the obligation of storing personal information and important
financial data within mainland China was already in place in the banking sector, and it had
become common practice in some industries.?*® Article 37 of the Cybersecurity Law however

imposed data localisation of personal information and undefined “important data” to all Critical
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Information Infrastructure operators, comprising of “public communication and information
services, power, traffic, water, finance, public service, electronic governance and other critical
information infrastructure that if destroyed, losing function or leaking data might seriously
endanger national security, national welfare and the people's livelihood, or the public interest”
(Article 31).24

All operators from these industries are therefore barred from transferring such data outside of
Chinese borders unless it is “truly necessary” for business requirements. Whenever such
necessity is stated, the ClI operators shall pass a security assessment that has ultimately been
devised in the Guidelines for Cross-Border Data Transfer Security Assessments issued in 2017

and formulated by the Cyberspace Administration of China (CAC).

Data localization requirements and data export obligations have further been expanded in the
new Personal Information Protection Law. According to Article 38, when all personal
information processors need to transfer such data for business or other requirements, they must
either pass a security assessment by the CAC, or undergoing personal information protection
certification conducted by a specialized body, or again concluding a contract with the foreign
receiving side in accordance with standards formulated by the CAC.?*

Under these conditions, CIl operators, together with personal information processors
processing personal information reaching quantities provided by the State cybersecurity and
informatization department, do still have stricter data localisation obligations as Article 40 of
the PIPL explicitly requires them to store personal information within mainland China, and only
when strictly necessary, export it outside borders (with a copy still remaining within China) by
previously passing a security assessment procedure carried out by CAC.

PIPL also sets out the general obligation of always notifying users of the data export and the

contact information, purpose and method of processing of the foreign personal information
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processors, as well as procedures to exercise their personal information rights (Article 39). PIPL
also mandates that whenever personal information is disclosed to another entity, separate
consent must be obtained from individuals to do so (Article 25). Moreover, a personal
information protection impact assessment has to be carried out prior to data exports (Article
55).

To better implement the new data export and localisation requirements, the Cyberspace
Administration of China issued on 29 October 2021 the Draft Measures of Security Assessment
of Cross-border Data Transfer (F#fs t 5% 2 4= VP Al 78925, Shajii chitjing anquadn pinggii banf)
that is currently being opened for public comment. The Draft Measures provide clarification on
the thresholds under which personal information processors other than CIl operators shall
undertake mandatory personal information security assessment: in particular, it is mandatory
when the data transfer is carried out by data processors who handles over 1 million individuals'
personal information or when transferring the personal information of more than 100,000
individuals or the sensitive personal information of more than 10,000 individuals; or again when

“important data” is being transferred.

2.1.4. Sensitive Data Provisions

If compared with the stricter EU Data Protection Model, a remarkable absence in the cumulative
data privacy framework laid out in the last decade by the PRC is the one regarding sensitive
data provisions. Sensitive data has not been defined in any SC-NPC Law, and not even in the
New Chinese Civil Code, that only distinguishes private personal information (that have to be
protected under the privacy protection provisions) and non-private personal information (which
otherwise are ruled under the separate protection of personal information). The only legal
document defining the term “sensitive personal information” and requiring separate obligations
and requirements for its processing is the 2013 MIIT Guidelines, which list a series of data that

can be considered sensitive and requires the obtainment of explicit consent from individuals.

Another non-binding instrument depicting in details the type of personal information to be
considered sensitive is the Pl Security Specification of 2020, whose list encompasses data that

partly go beyond the list provided in the GDPR, for example: identification numbers, bank
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account numbers, information on property, credit, transactions and personal information of

children under the age of 14 are all to be considered sensitive personal information.?4

The newly enacted PIPL has however dedicated a special section to the processing of sensitive
personal information (Articles 28-32), by reiterating the same definition from the 2013 MIT
Guidelines, and by requiring a specific purpose, a need to fulfil, and strict protection measures
to process such information. Article 29 requires express separate consent to be obtained, not
specifying if the other six legal basis for processing personal information that is not sensitive
can be applied. If the individual whose sensitive personal information is under 14 years old,
consent from guardians shall be obtained and specific rules be drawn out for the processing of
such information (Article 31). Users have to be notified of the possible effect that the processing
of sensitive personal information could have on their rights and interests (Article 30), and, when
administrative regulations provide it, a license may be needed to process sensitive personal
information or additional restrictions may be required (Article 32).

Under the PIPL a data processor that processes sensitive personal information is required to

undergo a prior personal information protection impact assessment (Article 55).

2.1.5. Automated Decision-Making Provisions

Requirements for automated decision-making was only laid out in the non-mandatory PI
Security Specification, which has been updated in 2020. The Security Specification sets out
additional obligations to processors (both private and public) who employ automated decision-
making techniques in information systems, such as conducting an information security impact
assessment before first use (similar to the European data privacy principle of “prior checking”,
by which data systems which raise potentially high levels of risk should be identified and
examined before they operate?’), and each year after it starts operating, take appropriate

measures and empower subjects with complaint channels.?#

The new Personal Information Protection Law introduces the concept of automated decision-

making by defining it in its Article 73:

246 GELLER Anja, 2020, “How Comprehensive is Chinese Data Protection Law? A Systematisation of Chinese
Data Protection Law from a European Perspective”, GRUR International, Vol. 69, Issue 12, p. 1195.
247 GREENLEAF Graham, 2014, Asian Data Privacy Laws, New York, Oxford University Press, p. 56.
248 GELLER Anja, 2020, “How Comprehensive is Chinese Data Protection Law? A Systematisation of Chinese
Data Protection Law from a European Perspective”, GRUR International, Vol. 69, Issue 12, p. 1197.

67



“Automated decision-making” refers to the activity of using computer programs to automatically analyze or assess

personal behaviors, habits, interests, or hobbies, or financial, health, credit, or other status, and make decisions

[based thereupon].”?*°

Article 24 sets out additional obligations regarding automated decision-making mechanisms,
providing transparency of decision-making and fair handling of the results, while prohibiting
unreasonable differential treatment of individuals in trading conditions such as trade price.
Processors need to provide channels to individuals to refuse the targeting of their personal

characteristics.

2.2. User’s Data Privacy Rights

Remarkably, the lack of a clear definition of user’s data privacy rights has been the weakest
element in the dispersive data privacy laws and regulations devised by the PRC. Even if some
general rights are provided in the SC-NPC laws, such as a restricted right to deletion of personal
information, what generally weakens the whole data privacy protection system devised to users
is the notable absence of explicit rights of access and correction. An advanced set of user’s
rights was however already in place in non-binding regulations, such as the 2013 MIIT
Guidelines and the PI Security Specification. Many of these rights have been reiterated in the
new Personal Information Protection Law, which has also introduced a new right to data
portability, similarly to the one present in the European GDPR. To better comprehend the
breadth of user’s rights that are now protected in relation to the collection and processing of
personal information in the PRC, the following listing is partly constructed on the GDPR set of
rights, which contain the most advanced set of individual’s rights regarding data privacy, and
the rights’ list provided in the PIPL.

Right to be informed: in each of the legal instruments described in Chapter 1, there is a general
obligation to inform users on the method, scope and purpose of collection and processing, and

shall publicly disclose rules on collection and processing. Similar to the requirements imposed
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by the European GDPR, the new PIPL has established in Article 17 that personal information
processors shall explicitly notify individuals truthfully, accurately, and fully. The privacy notice
must contain a detailed set of information, ranging from the name and contact of the personal
information processor, purpose, handling methods, categories of processed personal
information, methods and procedures for individuals to exercise the rights and others provided
by relevant regulations, and name, contact, purpose and methods of processing of any separate
entity entrusted with the processing of such personal information. Special provisions of the
PIPL also demand a notice to users on the use of automated decision-making, when transferring
users’ data outside Chinese borders, when handling sensitive personal information, and in
addition it requires a special notice when processing personal information of children under 14

years old.

Right of Access: no explicit right of access can be found in any SC-NPC data privacy law before
the enactment of the new Chinese Civil Code and the PIPL. Although the Cybersecurity Law
requires network operators to establish a network information security complaint and reporting
systems (Article 49), this doesn’t imply rights of access and rectification to their own personal
data. Only non-mandatory data privacy standards such as the 2013 MIIT Guidelines and Pl
Security Specification directly provide for rights of access and rectification. The New Chinese
Civil Code is the first legal document of the PRC clearly providing individuals of access and
copy rights regarding their personal information (Article 1036), and additionally to their own
medical records (Article 1225). The PIPL reiterates these two rights in its Article 45, but
provides exceptions in Article 18, which states that personal data processors are permitted not
to notify users when laws or administrative regulations provide that confidentiality shall be
preserved or notification is not necessary. PIPL additionally provides access and copy of

personal information of a deceased person to “their next of kin” (Article 49).

Right to Copy: akin to the right of access, the right to obtain a copy of personal information was
only included in non-mandatory Guidelines and Standards until the enactment of the new Civil
Code and the PIPL. Article 45 of the PIPL requires the copies of personal information to be

provided in a “timely manner”.

Right of Rectification: Article 13 of the 2011 MIIT Regulations provides that users have the
right to use, modify and delete the personal information uploaded by them. However, there is

no provision on personal information originating from third parties.?>° Both Article 43 of the
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Cybersecurity Law and Article 1036 of the Civil Code provide users with the right to request
correction whenever discovering that personal information gathered or stored by network
operators has errors. Article 46 of the PIPL also provides users with the right to correct,
complete or supplement personal information that has to be carried out by processors in a timely

manner after verification.

Right of Deletion: this right was generally present in all SC-NPC data privacy laws, even if it
was restricted to certain conditions. For example, Article 8 of the 2012 Decision granted users
the right of deletion in case users discovered electronic information that discloses their personal
identity, violates their privacy, or otherwise violates their legal rights, or if users are subject to
harassment by electronic information of a commercial nature. The 2013 MIIT Regulations,
although providing that collection and processing must cease when a user cancels an account,
does not require that account data be deleted.?* Again in this case the most advanced provisions
on deletion were included in the 2013 MIIT Guidelines, that provided that deletion to be carried
out in a timely manner and for “legitimate reasons”, with additional requirements to delete
personal information when purpose is achieved, or to provide de-identification measures when
there is continued processing, or again devising procedures in case of bankruptcy and
insolvency.?? The PIPL establishes a right of deletion that is similar to the one provided in the
GDPR, as individuals can request erasure whenever purpose has been achieved, is impossible
to achieve, or the personal information is no longer necessary to achieve purpose; when
processors cease the provision of products or services, or the individual rescinds its consent;
when there has been unlawful processing, and other circumstances provided by relevant
regulations. The right devised in the PIPL however does not quite reach the same level of the
“right to be forgotten” drawn out in GDPR, where withdrawal of consent is possible at any

time. 28

Right to Object: similar to the right of deletion, the right to object personal information
processing was limited to the prohibition of sending commercial electronic messages to the
fixed telephone, mobile phone, or personal e-mail of an electronic information recipient without
consent or request and when there was express rejection (Article 7 of the 2012 Decision, Article
29 of the Consumer Protection Law). The 2013 MIIT Guidelines again explicitly provide the

user’s right of refusal to processing or deletion of personal information (Article 5). Article 44
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of the PIPL reiterates this right and also empowers the individual of the right to limit the
processing of its personal information. Article 24 additionally empowers the user to refuse

targeting their individual’s characteristics through automated decision-making techniques.

Right to Data Portability: a new right that has only been devised in the Personal Information
Protection Law is the right of an individual to transfer their personal information to a personal
information processor they designate, always in respect to conditions posed by the CAC (Article
45).

2.3. Shifting Power Relations: Difficulties in Implementation and the

Bargaining Power of Chinese Digital Enterprises

Despite the meaningful legal advancements on personal data protection, especially in the
private sector, the effectiveness of the data privacy legal framework set up in the PRC has been
weakened by several factors, the first and foremost being a lack of an efficient enforcement

mechanism administered by and independent Data Protection Authority (DPA).

There is no SC-NPC law granting responsibility of supervising compliance of data privacy laws
and regulations to a single specific agency or authority, but it is rather established that
enforcement powers be given to a set of State Council departments, sector-specific government
authorities, and relevant departments of local government.?®* The Cyberspace Administration
of China is in charge of coordination of these multiple governmental departments and for
network data security, that include but are not limited to the Ministry of Industry and
Information Technology (MIIT), State Administration for Market Regulation (SAMR), China
Banking and Insurance Regulatory Commission (CBIRC), etc.?®® The lack of a central data
protection authority whose main mandate is personal data protection has led to poor
implementation and to enforcement difficulties, for example leading to confusion on to which

agency individuals or enterprises are eligible to submit complaints.

The main enforcement tool to ensure compliance in the many PRC Data privacy laws are

administrative penalties, many of which have no counterpart in the fellow European General
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Data Protection Regulation.?®® Almost all SC-NPC laws and MIIT Regulations provide the
possibility to administer sanctions such as monetary fines, both to data processors and relevant
employees, but also to provide for warnings, confiscation of illegal income, revocation of
licenses, suspension or closure of business, banning employees from accessing the profession,
and even adverse publicity sanctions such as the publishing of the sanctions in a “social credit

file” and public announcement provisions.?’

The serious difficulties in implementing data privacy protection provisions can be shown for
example in the Report conducted by the SC-NPC in 2017 on the implementation of the new
Cybersecurity Law provisions as well as the 2012 Decision. The document reported that “the
situation in user personal information protection work is grim”, with half of the interviewees
encountering excessive collection of personal information; in addition, more than 60% of
individuals had been subject to “dictator clauses”, where relevant enterprises use their own
advantageous position to force the collection and use of user information, and if this is not
accepted, the product in question cannot be used, or services received.?>® Moreover, according
to the report, after individuals discovered that their personal information was leaked or abused,

reporting, filing complaints, and filing cases was deemed to be difficult.?>®

Another factor contributing to the weakening of the PRC data privacy framework is the fact
that the major actors that are able to shape China’s data protection regime (mainly the Chinese
government, digital enterprises and the public) often have contrasting values that ultimately
cause personal data protection to be put in second place. Zhao and Feng argue that legal
advancements in the realm of personal data protection mainly happen in those areas where these
actors’ interests meet, especially when personal data protection is seen as instrumental in
upholding public security and facilitating economic growth.?® Private digital enterprises have
undergone a booming expansion in the last decades that has enhanced both their economic and
political power, especially the ones known as the “Big Three” or with the acronym BAT,

namely Baidu, Alibaba and Tencent. These companies have an enormous hold on personal
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information data, and the Chinese Government is relying more and more on the technological
support provided by these enterprises to realize its governance goals. This has led to an
increasing bargaining power that digital enterprises have gained, supported by the
establishment of special communication channels between these private companies and the
government, that have been collaborating on the expansion and enactment of big data policies
also thanks to the wide access of the Chinese government to data held by the private sector.?®*

Digital enterprises have established special channels of communication with the Chinese
Government that has enhanced their ability to influence policy and law-making processes in the
digital realm, especially in regard to the collection and processing of data that are treated as a

kind of proprietary asset by these enterprises.

2.3.1. Privacy Policy Evolution of the “Big Three”: Alibaba, Tencent and Baidu

The three main private digital enterprises that have been expanding in the Chinese market
through their multi-service and integrated platforms are Alibaba Group, Tencent and Baidu.
These companies have taken collection and processing of their users’ personal information, in
particular in the fields of big data extraction and analysis, as their core growing strategy. The
Chinese government highly relies on the access to these companies’ users’ data to achieve its
governance goals, and at the same time the three enterprises have become very active in
collaborating with the PRC government in State-coordinated research projects, both in the
technological field (such as facial recognition, Al, big data etc.), and also in social control
policies (for example with the Social Credit Systems created by Tencent, namely Tencent

Credit, and Alibaba, namely Sesame Credit).

Alibaba is the major e-commerce player in the PRC, with leading B2B (such as the international
Alibaba.com and AliExpress.com or the Chinese domestic portal 1688.com), B2C (Tmall), and
C2C platforms (Taobao). The company however has expanded in recent years to other fields,
such as online payments (Alipay and Ant Financial), logistic networks (Cainiao), supermarket

retail chains (known as Hema or Freshippo2%?), food delivery services (Ele.me), cloud
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computing services (Alibaba Cloud), entertainment (Youku Tudou) and communication and
collaboration platforms (DingTalk).2®3

Tencent, since its founding in 1998, has also become one of the major Chinese conglomerate
in the entertainment and technology industry, with major instant-messaging applications such
as Tencent QQ and WeChat, and notable entertainment divisions such as Tencent Games,
Tencent Music, Tencent Video and Tencent Comic. Baidu is China’s largest search engine,
providing multiple Internet-related services, and currently expanding to Artificial Intelligence-

related sectors, including intelligent driving and smart devices.?®*

All of these three companies have published their own privacy statements, which although
generally complying with the fragmented data privacy legislation set out in the PRC, still allow
these companies to process an enormous amount of data that help in designing new products

and services, other than providing existing ones.

Alibaba Group hasn’t devised a general privacy policy but distinguishes different privacy
statements in each of its platforms. It is interesting to highlight how the international platform
of Alibaba.com and the Chinese equivalent portal 1688.com (former Alibaba.com.cn) have two
different privacy policies, with the former in the past being more advanced in terms of personal
data protection than the latter.?®® A study conducted in 2013 shows how the privacy policy of
the Chinese portal had not changed since Alibaba’s foundation in 1999, while the privacy policy
of the international platform was updated in 2009. The study highlights how the international
platform of Alibaba.com had more advanced and detailed provisions on transfer of information
to third parties: 1688.com allowed such transfer whenever a third-party affiliates or partners
with Alibaba, while the international platform allowed data transfer only if users responded to
relevant third-party marketing, promotion or advertising messages.?®® The Chinese privacy
policy also clearly stated that one purpose of collection was for statistical analysis for trade and
service promotion. Both of them did not provide users’ notification in case the privacy policy
got revised (although Alibaba.com stated that changes in the policy will be published in the
homepage), and in addition did not provide a choice to opt-out of the privacy policy, requiring
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users to contact Alibaba in writing in case they did not agree to changes.?®” A more recent study
on Alibaba’s (based however on Taobao) privacy policy carried out in 2019 shows that,
although there is general compliance with data privacy law provisions, it still does not limit
collection to its strict purpose but use the information to design new products and services.
Moreover, all privacy policies do not expressively mention that usage of data will come to an
end after deregistration.?®® All enterprises published their privacy statement on their site
requiring obtainment of consent before service provision and clearly stated purpose, method
and scope of collection, however only Tencent provided users with avenues to consult and
correct their personal information, and Alibaba in particular still had no clear notification for
users in case of change of policy or company ownership.?®® The use of jargon and technicalities

rendered difficult user’s understanding of the privacy policy.?"

The privacy policies of all of the relevant Alibaba platforms have been updated before or
immediately after the entry into force of the Personal Information Protection Law.2"* All
Alibaba platforms now clearly state user’s rights, for example 1688.com lists rights of access,
correction, supplement, deletion, deregistration, rescinding of consent and limitation of scope,
opt-out of automated-decision making, and the right to contact the platform. Tencent’s privacy
statement was also updated in November 2021 in a similar way, by also providing an email to
users to exercise their statutory and regulatory rights (dataprotection@tencent.com) and by
informing that no automated decision-making techniques are employed by Tencent products,
as any emails from Tencent are sent only in response to inquiries submitted by users and for

service messages only.?"

Baidu’s privacy policy was last updated in April 2021, stating a very similar set of users’ rights
to the one provided by Alibaba platforms, but with more detailed instructions on how to exercise
them.2”® Tencent privacy policy does not specify any provision on transfer of data outside
Chinese borders, Baidu on the other hand has dedicated a special section setting strict data

storage within Mainland China.
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There is no clear section that provides for different legal bases for collection and processing of
personal information other than consent as provided by the PIPL in any of the previously stated
privacy policies. Even though minimal collection and processing is devised by the PIPL, many
of these platforms still state the designing of new products and services as a purpose of

collecting and processing personal information.

2.4. Chinese Government Access to Private-Sector Data

Contrasting to the more stringent obligations and requirements provided for the private sector,
the public sector has been fairly unregulated in the realm of personal information protection
until the enactment of the PIPL, which features a specific section of “Specific Provisions on
State Organs Processing Personal Information” (I Z ML oAb 3 NG B R AL E, Gudjia
Jjiguan chuli gérén xinxi de tebié guiding, Articles 33-37). Moreover, many laws provide for the
PRC Government access to private-sector data, which have been fundamental in fulfilling the
Government policy goals (for example on big data, or on social control policies).

The Chinese Government is the strongest actor in informing the direction of data privacy
legislation, and as such many legal advancements in the realm of data privacy protection have
gone hand in hand with the need to improve network safety and security through the expansion
of surveillance systems with the rationale of enhancing public and national security, more than
for truthfully establishing an individual right to data protection.?’* That is why one of principal
law explicitly authorizing government access to private-sector information is the State Security
Law: whenever state security is at stake, individuals and organisation cannot refuse to provide
relevant information to authorities (Article 18), which on the other hand have to previously pass
an internal approval procedure (Article 10).2> Government authorities are also extended vast
monitoring and surveillance powers in name of public and national security. Real-name
provisions and strict data localization requirements have enhanced authorities’ power of
surveillance, as important data cannot be exported outside Chinese borders without a previous

assessment by authorities and individuals are required to identify themselves with their real

274 ZHAO Bo, FENG Yang, 2021, “Mapping the development of China’s data protection law: Major actors, core
values, and shifting power relations”, Computer Law & Security Review, Vol. 40, pp. 4-6.
25 WANG Zhizheng, 2017, “Systematic Government Access to Private-Sector Data in China”. In CATE Fred
H., DEMPSEY James X., Bulk Collection: Systematic Government Access to Private-Sector Data, New York:
Oxford University Press, p. 245.
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identity when accessing the network and applying for relevant services. As the real identity of
users are detained by private data processors, channels to access such identification data held
by the private sector are established with the relevant authorities. The Chinese government both
relies on technical support provided by network operators (provided in the Cybersecurity Law)

and the data they have access to achieve different policy goals.

The complex organizational apparatus established by the Chinese Government, both at the
legislative and institutional level, through its many surveillance systems (ranging from the
oldest one such as the Hukou /' 1 household registration system that limited the mobility of
Chinese citizens to the diffused censorship of the Chinese Internet and millions of surveillance
cameras with facial recognition features devised by the Skynet and the SharpEyes surveillance
systems, to the more recent Smart Cities Projects and social control policies related to the Social
Credit System) is a system that is institutionally ready to tackle and curtail its citizens

fundamental rights in the name of national and public security.
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CHAPTER 3

Disclosure of Personal Data in the Prevention and
Control of Major Infectious Diseases: the Covid-19
Case Study

3.1 China’s Response to the Covid-19 Epidemic and the Central Role of
Chinese Digital Platforms

The access of digital enterprises and the PRC Government to Chinese citizens’ personal
information has been furtherly enhanced by one of the most unexpected events happening
during this century: the outbreak of the worldwide Covid-19 pandemic caused by the SARS-
CoV-2 virus (severe acute respiratory syndrome Coronavirus 2). Originating from Wuhan,
Hubei, where the first confirmed patients were documented in December 2019, and also where
the most stringent lockdown and quarantine measures were implemented, the virus soon spread
to other Chinese provinces and abroad, prompting the World Health Organization to declare
the Covid-19 outbreak a “public health emergency of international concern” on 30 January
2020.276

In the fight against the spread of the Novel Coronavirus, the Chinese Government has sought
to implement an “elimination strategy”, aimed at containing the dissemination of the virus and
keeping the number of cases to zero or a very low level with strict and aggressive control
measures.?’’ Different measures have been implemented in different provinces and cities,
according to their risk level, mainly based on number of deaths and confirmed cases and
significance of population movement.?’® As of January 2022, 138.310 confirmed cases have

been reported in China, 80,695 of which had been reported only in the first two months since

218 World Health Organization, “Statement on the second meeting of the International Health Regulations (2005)
Emergency Committee regarding the outbreak of novel coronavirus (2019-nCoV)”,
https://www.who.int/news/item/30-01-2020-statement-on-the-second-meeting-of-the-international-health-
regulations-(2005)-emergency-committee-regarding-the-outbreak-of-novel-coronavirus-(2019-ncov), accessed
26-01-2022.
277 LU Guangyu, RAZUM Oliver, JAHN Albrecht, ZHANG Yuying, SUTTON Brett, SRIDHAR Devi,
ARIYOSHI Koya, VON SEIDLEIN Lorenz, MULLER Olaf, 2021, “COVID-19 in Germany and China:
mitigation versus elimination strategy”, Global Health Action, Vol. 14, Issue 1, Article N. 1875601, pp. 2-3.
278 Y ANG Fang, HEEMSBERGEN Luke, FORDYCE Robbie, 2021, “Comparative analysis of
China’s Health Code, Australia’s COVIDSafe and New Zealand’s COVID Tracer Surveillance Apps: a new
corona of public health governmentality?”, Media International Australia, VVol. 178, Issue 1, p. 186.
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the discovery of the new virus.?’® During this first wave, the majority of confirmed cases have
been registered in Hubei, and especially in Wuhan.?°

The Chinese Government has not only thoroughly mobilized its surveillance apparatus and
implemented strict lockdown measures such as mandatory use of surgical masks and social
distancing, travel and mobility restrictions, mandatory quarantine, large-scale population
testing, but also deployed extensively digital technologies such as big data, artificial
intelligence, cloud computing and newly-developed contact-tracing mobile applications to
effectively trace virus clusters, prevent, monitor and control pandemic trends and their
evolution, and to better allocate resources.?®! In the most hard-hit areas, community-based
control measures, such as the so-called “grid closed management” (WAL FE, winggéhua
guanli) system have been deployed alongside the integration of CCTV systems with facial
recognition and thermal sensor technologies in order to both restrict the movements of citizens
and to monitor their health status.?®?

The collaboration with Chinese private digital platforms in elaborating contact-tracing
applications, such as Alipay Health Code and WeChat Health Code, has been deemed crucial
in both technically implementing such measures and in contributing to its vast popular
application and public acceptance.?®® Such broad application of privacy-intrusive digital means
developed by Chinese private enterprises to tackle the pandemic raises however many questions
of data accountability, data security and fair processing of personal information collected
through these technological means, even so in a country where the privacy and data protection

219 World Health Organization, “China: WHO Coronavirus Disease (COVID-19) Dashboard”,
https://covid19.who.int/region/wpro/country/cn, accessed 29-01-2022; ZANIN Mark, XIAO Cheng, LIANG
Tingting, LING Shiman, ZHAO Fengming, HUANG Zhenting, LIN Fangmei, LIN Xia, JJANG Zhanpeng,
WONG Sook-San, 2020, “The public health response to the COVID-19 outbreak in mainland China: a narrative
review”, Journal of Thoracic Disease, Vol. 12, Issue 8, p. 4435.
280 Between December 31, 2019, and March 22, 2020, there were 67,707 confirmed cases in Hubei Province, of
which Wuhan alone recorded 49,912 cases. ZANIN Mark, XIAO Cheng, LIANG Tingting, LING Shiman,
ZHAO Fengming, HUANG Zhenting, LIN Fangmei, LIN Xia, JIANG Zhanpeng, WONG Sook-San, 2020, “The
public health response to the COVID-19 outbreak in mainland China: a narrative review”, Journal of Thoracic
Disease, Vol. 12, Issue 8, p. 4435.
281 WU Jun, WANG Jian, NICHOLAS Stephen, MAITLAND Elizabeth, FAN Qiuyan, 2020, “Application of
Big Data Technology for COVID-19 Prevention and Control in China: Lessons and Recommendations”, Journal
of Medical Internet Research, Vol. 22, Issue 10, pp. 2-3.
282 KHALIL Lydia, “Digital Authoritarianism, China and Covid”, Lowy Institute,
https://www.lowyinstitute.org/publications/digital-authoritarianism-china-and-covid, accessed 10-02-2021; ;
“Grid-based community workers power up China's grassroots coronavirus fight”, Xinhua,
http://www.xinhuanet.com/english/2020-03/01/c_138832911.htm, accessed 29-01-2022.
283 CONG Wanshu, 2021, “From Pandemic Control to Data-Driven Governance: The Case of China’s Health
Code”, Frontiers in Political Science, Vol. 3, p. 7.
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framework enables, more than hinders, the vast collection and processing powers of the Chinese
Government and its broad access to private sector digital data.?®*

Thanks to these strict measures however, while the WHO declared the Covid-19 outbreak “a
global pandemic” on 11 March 2020,%° which represents the highest level of emergency in the
six-level warning system devised by the organization, China already contained its major
clusters and gradually proceeded to lift lockdown restrictions in affected provinces and cities,
with Wuhan being eased from travel restrictions on 8 April 2020.28¢ After this initial phase,
other sporadic local outbreaks of the virus have been equally treated with massive lockdown
measures and outspread population testing, supported by the wide application of these contact-

tracing technological tools.

3.2. PRC Regulatory Aspects of Prevention and Control of Major

Infectious Diseases

Since the outbreak of SARS (Severe Acute Respiratory Syndrome) in 2003, the PRC has drawn
up many legislative instruments whose main aim is to establish an emergency response
mechanism whenever the country is faced with public health crisis. The Law on Prevention and
Treatment of Infectious Diseases (H'#& A\ I 3t A E 1% 449 By ¥R 7%, Zhonghuda rénmin
gonghéguo chudanrdn bing fangzhi fa) issued in 1989 and revised in 2013, and the Emergency
Response Law (F4 N BRI E T K FA BiXTVE, Zhonghud rénmin gonghégud ti fa shijian
yingdui fa) issued in 2007 are the two major laws that served as the legal basis for China’s

response to the Covid-19 crisis.

These laws prescribe four levels of emergency alert, with Level | being the maximal level of
emergency, which gives local governments, under the coordination of the central government,
extensive powers to mitigate the emergency, for example allocating resources, closing

premises, restricting freedom of movement, implementing compulsory control measures,

284 |bidem, pp. 10-11.
285 World Health Organization, “WHO Director-General's opening remarks at the media briefing on COVID-19 -
11 March 20207, https://www.who.int/director-general/speeches/detail/who-director-general-s-opening-remarks-
at-the-media-briefing-on-covid-19---11-march-2020, accessed 27-01-2022.
286 Bloomberg, “China to Lift Lockdown Over Virus Epicenter Wuhan on April 8”,
https://www.bloomberg.com/news/articles/2020-03-24/china-to-lift-lockdown-over-virus-epicenter-wuhan-on-
april-8, accessed 27-01-2022.
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conducting investigations etc. (Article 45 of Emergency Response Law).?” By 29 January
2020, all Chinese provinces had launched a Level | emergency alert, and as a consequence

many restrictive measures above described were implemented.

These two laws provide some additional requirements for personal data collection and
processing during health emergencies, although very general. Article 12 of the Law on
Prevention and Treatment of Infectious Diseases for example sets out a general requirement for
all individuals and entities to provide truthful information about the diseases to disease
prevention and control institutions and medical agencies, which in turn have the obligation to
not disclose any information or materials relating to personal privacy.?®® Article 33 of the same
law provides that “disease prevention and control institutions shall take the initiative to collect,
analyse, investigate and verity information on epidemic situation of infectious diseases”?°, and
provide such reports to relevant health administration departments. Reports are also mandated
by the Regulation on Responses to Public Health Emergencies revised in 2011 (k& A4t A
HIER 2550, Tufa gonggong wéishéng shijian yingji tidoli). The reports usually contain both
personal information and sensitive information of patients, such as name, ID number, age,
occupation, residential address, date of disease onset, date of diagnosis, type of infectious

disease, and route of transmission.?*°

These specific requirements for prevention and control institutions and medical agencies seem
to be supplemented by the more general obligation of all companies to report the condition of
any employee confirmed or suspected of having an infectious disease. In order to do so, during
the Covid-19 pandemic companies have been required to collect health and travel information
of their employees, which is not collected under normal conditions as a company is required to

collect only employee’s information related to the fulfilment of their contract under Labour

287 cerfiin \ RN [ 9¢ A F A B 6HZE, Zhonghua rénmin gonghéguo th fa shijian yingdui fa,
https://zh.wikisource.org/wiki/%E4%B8%AD%E5%8D%8E % E4%BA%BA%EE6%B0%91%E5%85%B1%E5%
92%8C%E5%9B%BD%E7%AA%81%E5%8F%91%E4%BA%8B%EA4%BB%B6%E5%BA%94%ES5%AF%B9
%E6%B3%095, accessed 27-01-2022. English Translation: “Emergency Response Law of the People’s Republic
of China”, http://english.mee.gov.cn/Resources/laws/envir_elatedlaws/201705/t20170514 414040.shtml,
accessed 27-01-2022.
288 et N ROFLAN [E 4% Y4993 5 7572, Zhonghua rénmin gonghéguéd chuanrin bing fingzhi fi,
https://zh.wikisource.org/wiki/%E4%B8%AD%E5%8D%8EY%E4%BAY%BAY%EG%B0%91%E5%85%B1%E5%
92%8C%E5%9B%BD%EA4%BC%A0%E6%9F%93%E7%97%85%E9%98%B2%E6%B2%BB%E6%B3%95,
accessed 27-01-2022. English Translation: “Law Of The People's Republic Of China On Prevention And
Treatment Of Infectious Diseases (2013 Amendment), June 29, 2013, https://china.usc.edu/law-peoples-
republic-china-prevention-and-treatment-infectious-diseases-2013-amendment-june-29-2013, accessed 27-01-
2022.
289 1hidem.
290 WU Jun, WANG Jian, NICHOLAS Stephen, MAITLAND Elizabeth, FAN Qiuyan, 2020, “Application of
Big Data Technology for COVID-19 Prevention and Control in China: Lessons and Recommendations”, Journal
of Medical Internet Research, Vol. 22, Issue 10, p. 2.
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Contract Law.?! The breadth and scope of collection of such information have been mandated
differently at the provincial and local level, for example the Shanghai government issued a
Notice requesting companies to monitor the everyday health status and body temperature, while

Beijing and Guangdong also required companies to collect the travel history of employees.?

3.2.1 Specific Legal Instruments for Personal Data Protection during Covid-19

The eagerness of containing the virus spread combined with the increased amount of data of
confirmed and suspected carriers of the disease that were collected and processed lead to many
personal information data leakage incidents that sparked public concern. For example, only in
January 2020, Hunan, Jiangxi, Inner Mongolia and Shanxi reported cases of leakage of personal
information related to the epidemic.?®® This prompted the Cyberspace Administration of China

to issue the “Notice on the Protection of Personal Information and the Use of Big Data to
Support Joint Prevention and Control” (¢ Tl i/ N A5 B AR 3 FI FH RS s SCHE BRIy 645 1
YRR,  Guanyi zuo hdo gérén xinxi baohu liyong da shiji zhichéng lidnfang lidn kong
gongzuo de tongzhi) on 4 February 2020.2%

The Notice dictates that entities and individuals shall not collect and use personal information
related to the prevention and control of the Covid-19 disease without previous obtaining consent
of the person, except for institutions authorized by the health department of the State Council
in accordance with the Cybersecurity Law, the Law on the Prevention and Control of Infectious
Diseases, and Regulations on Responses to Public Health Emergencies (Article 1).2%°
Moreover, the collection and process of personal information related to the pandemic shall refer
to the PI Security Specification of 2017 (Article 2). Despite it being a non-mandatory national

standard, the Specification provided for the most advanced and stringent provisions for

21 “Client Advisory Regarding COVID-19 Legal Issues in China”, Squire Patton Boggs,
https://www.squirepattonboggs.com/-/media/files/insights/publications/2020/03/client-advisory-regarding-covid-
19-legal-issues-in-china/client-advisory-regarding-covid19-legal-issues-in-china.pdf, accessed 09-03-2021.
292 |bidem.
2% MENG Qingwei, 3 KA, “Hdiliang sheé yiqing gérén xinxi xiélou licdng de gong'an zuo chii xingzhéng jiilin
chifd” W B PETE N NG B EE WL A 22450 AT B B3 40 11 (public security issued administrative
detention penalties following massive leakage of personal information related to the epidemic),
https://news.sina.com.cn/0/2020-02-05/doc-iimxyqvz0398976.shtml, accessed 27-01-2022.
204 ST AN NAT BRI R] FH R B SCHE IR kA% A B3 A1, Guanyi zuo hdo gérén xinxi bdohu
liyong da shuju zhichéng lianfang lidn kong gongzuo de tongzhi, http://lwww.cac.gov.cn/2020-
02/09/c_1582791585580220.htm, accessed 28-01-2022.
2% |bidem.
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collection and processing of personal information if compared with other legally binding laws
and regulations in the PRC. This national standard was specifically revised in March 2020, with
effect from October, with even more stringent obligations for data processors, limitations to

user profiling, an expanded definition of sensitive information, and exceptions to consent.

The Notice also expressively provides for minimal collection and processing strictly connected
to the purpose of preventing and controlling the spread of Covid-19. While the Notice
encourages the active use of big data in order to analyse and predict the spread of the virus
(Article 5), the collection of personal information has to be limited to key groups: confirmed
patients, suspected patients, close contacts. There is a general prohibition of disclosing
information such as name, age, ID number, phone number, home address, etc. without consent
of the person or without desensitizing the personal information (Article 3).2% Management and
technical protection measures to prevent theft and leakage of such information are also
mandated by the Notice (Article 4). Any illegal collection, processing or disclosure of such

information shall be reported to informatization and public security departments (Article 6).2%

Except for this rather general governmental decree, privacy and personal data issues concerning
the digital response of the PRC in the fight against the spread of the virus have been rather side-
lined, especially if we compare it with the attention that personal information protection has
sparked in the implementation of digital monitoring measures in most liberal democracies. As
a consequence, only industrial and non-mandatory national standards have been published in
order to address privacy and personal information protection in the newly developed contact-

tracing applications that have been widely accepted by the Chinese population.?%

The role of two major Chinese tech giants, namely Tencent and Alibaba, in the drafting of these
standards along with the respective local governments where the two companies are based
(Shenzhen for Tencent and Hangzhou for Alibaba), have been pivotal but has further “blurred
the boundary between private and public”, as Cong suggests.?®® The two companies have also

participated in the elaboration of the three national standards on health code published by the

296 <R Tt~ NAB BRI R FH R B8 SR A% CAE (I8 517, Guanyti zuo hdo gérén xinxi baohi
liyong da shuju zhichéng lianfang lian kong gongzuo de tongzhi, http://fwww.cac.gov.cn/2020-
02/09/c_1582791585580220.htm, accessed 28-01-2022.
297 1hidem.
2% CONG Wanshu, 2021, “From Pandemic Control to Data-Driven Governance: The Case of China’s Health
Code”, Frontiers in Political Science, Vol. 3, p. 7.
299 |bidem. The two standards in question are the “Reference Architecture and
Technology Guide of Anti-Epidemic Pass Code” published by Shenzhen Standards Promotion Council and the
“Guide to Management and Service of Hangzhou Health Code™ published by Hangzhou Market Regulation
Administration.
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Chinese National Standardization Administration in April, which specify the reference model,
data format and application interface of Health Codes.>®

These three national standards deal with the protection of personal information collected and
processed through health code applications, which have to obtain express or authorized consent
from citizens and must enact encryption measures and storage through specific algorithms that

have to be in line with requirements for national password management.3%

3.3. Contact-Tracing Mobile Applications

The tracking and monitoring of the spread of the Novel Coronavirus disease posed significant
challenges as the virus not only has a longer incubation period but also features a higher rate of
transmission compared to previous outbreaks of other respiratory syndromes such as SARS and
MERS (Middle East Respiratory Syndrome), complicated even more by the existence of
asymptomatic patients. 32 Traditional control and monitoring measures such as social
distancing, quarantine and travel and mobility restrictions, even if supported by modern
technological surveillance tools such as CCTVs and thermal sensors, soon proved to be
unsatisfactory to curb the pandemic spread in China. This in turn created the opportunity for
digital tech giants such as Alibaba and Tencent to expand their influence with the integration

of mini-programs dedicated to contact-tracing in their mobile applications Alipay and WeChat.

Data extracted from mobile phones can be leveraged and fed into algorithms to calculate the
mobility and interactions of individuals, and this in turn can be decisive to detect new clusters,
to predict Covid-19 trends and to assess the impact of implementation measures.*°® The Global

Positioning System (GPS) is a key feature integrated in mobile phones that can collect very

300 CONG Wanshu, 2021, “From Pandemic Control to Data-Driven Governance: The Case of China’s Health
Code”, Frontiers in Political Science, Vol. 3, p. 7.
301 «“Regulating electronic means to fight the spread of COVID-19: Argentina, Australia, Brazil, China, England,
European Union, France, Iceland, India, Iran, Israel, Italy, Japan, Mexico, Norway, Portugal, Russian Federation,
South Africa, South Korea, Spain, Taiwan, Turkey, United Arab Emirates.” The Law Library of Congress,
Global Research Directorate, https://www.loc.gov/item/2020714995/, accessed 10-02-2021.
302 BOEING Philipp, WANG Yihan, 2021, “Decoding China’s COVID-19 ‘virus exceptionalism’: Community-
based digital contact Tracing in Wuhan”, R&D Management, Vol. 51, Issue 4, pp. 339-340.
303 OLIVER Nuria, LEPRI Bruno, STERLY Harald, LAMBIOTTE Renaud, DELETAILLE Sébastien, DA
NADAI Marco, LETOUZE Emmanuel, ALI SALAH Albert, BENJAMINS Richard, CATTUTO Ciro,
COLIZZA Vittoria, DE CORDES Nicolas, FRAIBERGER Samuel P., KOEBE Till, LEHMANN Sune,
MURILLO Juan, PENTLAND Alex, PHAM Phuong N., PIVETTA Frédéric, SARAMAKI Jari, SCARPINO
Samuel V., TIZZONI Michele, VERHULST Stefaan, VINCK Patrick, 2020, “Mobile phone data for informing
public health actions across COVID-19 pandemic life cycle”, Science Advances, Vol. 6, Issue 23, pp. 1-2.
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precise location data; moreover, Bluetooth can sense proximity between two devices, helping
in estimating the number of face-to-face interactions.** In a country like China, where
smartphone users exceeded 970 million in 2020 according to Statista,*® the development of
contact-tracing applications was seen as a potential solution to time-consuming and
economically infeasible traditional cluster management. China has not been the only country
that has resorted to this kind of digital tool, as more than 50 countries in the world have
implemented contact-tracing applications. Nonetheless, other than being one of the first
applications to be developed and one of the most widely accepted by the public with a very
high rate of diffusion between Chinese citizens, Chinese Health Codes bear many differences
with the majority of the Bluetooth-based, decentralized applications developed in most of the
other countries, especially in European countries and the United States where many specific
privacy-preserving frameworks have been designed, such as the Pan-European Privacy-
Preserving Proximity Tracing framework and the Apple and Google joint contact-tracing
technology.3®

3.3.1 Alipay and WeChat Health Codes

The first Health Code contact-tracing applications (&1, Jiankang md), originally called
“Anti-Virus Code” (i 7383, Bingdi md), were issued on 9 February 2020 by both Alibaba and

Tencent under the request of the municipal governments of Hangzhou and Shenzhen, where the

two tech giants’ headquarters are based.®%” Alibaba’s Health Code is a mini software program

304 BUDD Jobie, MILLER Benjamin S., MANNING Erin M., LAMPOS Vasileios, ZHUANG Mengdie,
EDELSTEIN Michael, REES Geraint, EMERY Vincent C., STEVENS Molly M., KEEGAN Neil, SHORT
Michael J., PILLAY Deenan, MANLEY Ed, COX Ingemar J., HEYMANN David, JOHNSON Anne M.,
MCKENDRY Rachel A., “Digital technologies in the public-health response to COVID-19”, Nature Medicine,
https://www.nature.com/articles/s41591-020-1011-4, accessed 24-02-2021.
305 Statista, “Number of smartphone users in China from 2015 to 2020 with a forecast until 2026”,
https://www.statista.com/statistics/467160/forecast-of-smartphone-users-in-
china/#:~:text=1n%202020%2C%20the%20number%?200f,exceeded%20six%20billion%20that%20year.,
accessed 31-01-2022.
306 BUDD Jobie, MILLER Benjamin S., MANNING Erin M., LAMPOS Vasileios, ZHUANG Mengdie,
EDELSTEIN Michael, REES Geraint, EMERY Vincent C., STEVENS Molly M., KEEGAN Neil, SHORT
Michael J., PILLAY Deenan, MANLEY Ed, COX Ingemar J., HEYMANN David, JOHNSON Anne M.,
MCKENDRY Rachel A., “Digital technologies in the public-health response to COVID-19”, Nature Medicine,
https://www.nature.com/articles/s41591-020-1011-4, accessed 24-02-2021.
307 Y ANG Fang, HEEMSBERGEN Luke, FORDYCE Robbie, 2021, “Comparative analysis of
China’s Health Code, Australia’s COVIDSafe and New Zealand’s COVID Tracer Surveillance Apps: a new
corona of public health governmentality?”, Media International Australia, Vol. 178, Issue 1, p. 186; CONG
Wanshu, 2021, “From Pandemic Control to Data-Driven Governance: The Case of China’s Health Code”,
Frontiers in Political Science, Vol. 3, pp. 3-4.
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whose functions seem to be derived from DingTalk’s monitoring of workers’ health records,
which was integrated into the leading mobile payment platform Alipay.3® Similarly, Tencent’s
Health Code was implemented in instant-messaging and social media super-application
WeChat. These two are the most popular applications in China, with 1,005 million monthly
active users for WeChat and 845 million monthly active users of Alipay reported in 2021.3% In
the following months, many local governments implemented their own versions of the Health

Code, which was nonetheless integrated either on WeChat or Alipay.

Health codes are small file size programs which have been automatically integrated in the
Alipay and WeChat applications, leaving users unable to uninstall them without abandoning
the two applications altogether.31? Although there is very little official information relating to
how these applications work and manage data, a number of articles report that these programs’
location tracking feature is powered through GPS and information collected about an

individual’s location, city name and 1D number is then sent to a central server.3!!
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The three colors displayed by Alipay’s Health Code implemented in the municipality of Hangzhou: green enables citizens to
travel and access public places, yellow requests 7-day mandatory quarantine, and red requests 14-day mandatory quarantine.

308 YANG Fang, HEEMSBERGEN Luke, FORDYCE Robbie, 2021, “Comparative analysis of
China’s Health Code, Australia’s COVIDSafe and New Zealand’s COVID Tracer Surveillance Apps: a new
corona of public health governmentality?”, Media International Australia, Vol. 178, Issue 1, p. 186
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popular-apps/, accessed 01-02-2022.
310 YANG Fang, HEEMSBERGEN Luke, FORDY CE Robbie, 2021, “Comparative analysis of
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surveillance.html, accessed 10-03-2021; LIANG Fan, 2020, “COVID-19 and Health Code: How Digital
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These applications generate a Quick-Response (QR) Code to every user that determines the risk
exposure to the virus and assigns a color which dictates its freedom of movement: a green code
enables a user to move freely through public areas, while yellow and red require self-isolation
and quarantine from 7 up to 14 days, either at home or at a designated facility.3'® The Health
Codes pool different data sources together in order to extrapolate the risk level of contracting
the virus and converting it into a colored QR code:

1. Self-reported personal and health information from the user: the user is requested to
enter its personal information upon registration, comprising name, gender, cellphone
number, national ID number, home address, and travel history (usually of the last 14
days). 3 Additionally, users have to complete a health survey with their physical
condition (if they experienced symptoms like tiredness, fever, dry cough) and if they
have come into contact with Covid-19 confirmed patients.3!® Health status surveys have
to be updated every day, if not, a green code will turn yellow after a few days, and for
people with yellow and red codes, consecutive reporting of a healthy status has to be

provided for 7 up to 14 days in order for the code to turn green;3

2. Location and travel data: precise location data is collected through GPS receivers
present in mobile phones which transmit a signal to GPS satellites, which provide the
exact longitude and latitude coordinates of an individual’s location and consequent
movements.3!’ Population mobility is also assessed through the scanning of QR Codes
in public avenues such as public transport, public institutions, schools, airports,
restaurants, hotels, and grocery stores; and in high-risk areas, QR Codes are scanned
even when leaving the grid-based residential compound.®* This permits the collection

of the so called “Origin-Destination matrices”, which can assess not only population

313 LIANG Fan, 2020, “COVID-19 and Health Code: How Digital Platforms Tackle the Pandemic in China”,
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South Africa, South Korea, Spain, Taiwan, Turkey, United Arab Emirates.” The Law Library of Congress,
Global Research Directorate, https://www.loc.gov/item/2020714995/, accessed 10-02-2021.
315 |bidem; LIANG Fan, 2020, “COVID-19 and Health Code: How Digital Platforms Tackle the Pandemic in
China”, Social Media + Society, Vol. 6, Issue 3, pp. 1-2.
316 CONG Wanshu, 2021, “From Pandemic Control to Data-Driven Governance: The Case of China’s Health
Code”, Frontiers in Political Science, Vol. 3, p. 4.
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mobility but also the efficacy and impact of travel restrictions implemented in certain

areas;3°

3. Externally pooled data: multiple data sources are collected from the public
transportation system, telecommunication operators and from banking and financial
firms, even though there hasn’t been any official declaration about the exact data

Sources.

The Health Code system has not been officially deemed as mandatory by governmental
authorities, however due to the fact that Chinese citizens are required to scan the code to access
most public places, and in some cases even to leave their residential compounds, it has become
indispensable for day-to-day necessities.®?° That certainly contributes to its wide adoption rate
and public acceptance: Health Codes implemented by local and provincial governments of more
than 200 Chinese cities were developed in collaboration with Tencent and Alibaba and third-

parties ICT firms.3%

Another factor that contributed to the success and expansion of Health Code programs during
the most sever phases of the pandemic in China is its successful integration with the
community-based “grid closed management system”. In Wuhan for example, the population
was divided into grids and each Health QR Code assigned a user to a community grid for
monitoring, with designated community correspondents which were empowered to conduct
door-to-door health surveys, check QR Codes at the entrance and exit of community grids,
coordinating essential goods supply and arranging transport to hospitals and quarantine
centers.3?2 Moreover, Health Codes have been linked to the provision of other public health
services: for example, by providing the service of booking doctor appointments and

psychological assistance through the app.323
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These Chinese contact-tracing applications do present major shortcomings, especially due to
the lack of transparency on which data and how it is collected, who owns the data and under
which conditions data is retained or transferred. Chinese citizens are not explicitly notified how
the system works to assign the colors, and the color changes without any explanation from the
app. Since Health Codes relied on local and provincial implementation when they first were
issued, this led to a lack of standardization, with Health Codes issued in a province or city not
working in another, and with each Health Code having different parameters and data sources to
assess the risk level of an individual, so that individuals who were assigned a green code in an
area turned to yellow or red in another.®* The inconsistencies between different Health Codes
were even more evident as there was lack of coordination between Alibaba and Tencent, which
in turn led a fiery competition for the diffusion of their own systems, causing technical problems

to users when switching from one application to another.3?

A first national Health Code system
was embedded in WeChat in February
2020, nonetheless as of today there is
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for Strategic & International Studies, https://www.csis.org/blogs/trustee-china-hand/chinas-novel-health-tracker-
green-public-health-red-data-surveillance, accessed 01-02-2022.
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Code”, Frontiers in Political Science, Vol. 3, p. 7.
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This program enables individuals to access many public health services, such as booking
medical appointments, physical examinations, booking vaccines and nucleic acid testing by
registering electronically their health and social security cards. By accessing this program, it is
also possible to register for the Epidemic Prevention Health Code, which lets the person choose
the province and city and consequently leads to the provincial or municipal Health Code issued
there.

RPN~ < Province / city selection

2

BA ISR AERS SRR Name of the Health Code

et | Name of government or third-
3 party firm issuing the Code

NS

Places where the code can be
requested:

e Public places

e Grid areas

- EEST 5 PR e Medical facilities

© A X 1R

. RS IS 6B EED

0 S 4R

Interface of the registration page of the Epidemic Prevention Health Code. Example of the Shenzhen Health Code.3%

3.3.1. Communication Big Data Itinerary Card App

On the same day the World Health Organization declared the Covid-19 emergency a “global
pandemic” (11 March 2020), the Ministry of Industry and Information Technology, alongside

the China Academy of Information and Communications Technology (CAICT) and China

328 Image source: screenshot taken on 02-02-2022 in WeChat personal account.
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Telecom, China Unicom, and China Mobile launched the “Communication Big Data Itinerary
Card” (E{5 REHATFER, Tongxin da shuji xingchéng ka) .32°

When this application was first issued, it had similar functionality to the Health Codes, as it
displayed a green, yellow, or red symbol (not a QR Code) according to the provinces and cities
visited in the last 14 days for more than 4 hours. Accessing the application only requires
however the phone number of the user and a verification code, and to consent to access the
travel history of the user and does not claim to collect the ID card number, home address or
other personal information of the user, configuring itself as a more privacy-preserving contact
tracing application. 3%°

331

The application was not only released on WeChat but also on Android and iOS app stores.>32

A Bluetooth-based close contact reminder function was added in an updated version of the app,
so that if an individual who has been in close contact with a user is diagnosed as a confirmed
or suspected patient of new coronary pneumonia virus, a reminder on the application will
inform the user to observe isolation or quarantine.3® The Itinerary Card App has been mainly
used to help users who have returned to work to prove the areas they have visited recently, and
has been used in combination with Health Code applications than as an alternative to them.

329 “How can I prove that I have not been to any epidemic-stricken region or country in the past 14 days? Check
this!”, http://english.www.gov.cn/news/topnews/202003/11/content WS5e685fefc6d0c201c2cbe087.html,
accessed 03-02-2022.
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corona of public health governmentality?”, Media International Australia, Vol. 178, Issue 1, pp. 187-188.
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3.4. Data Privacy Concerns of Digital Contact-Tracing in China

Digital Contact-Tracing Applications in China have been widely accepted and utilized by the
public, despite the privacy concerns that the implementation of such applications has raised in

the international community.

In this section, three main issues related to privacy and data privacy of the Health Code
Applications are analyzed:

1. Digital technologies used to develop the Health Code: the way Health Codes are
constructed is different from the majority of contact-tracing applications developed in
other countries, which are based on privacy-preserving frameworks that utilize
Bluetooth and decentralized servers. The use of GPS and the collection of personal
information in a central server by Health Codes, on the other hand, constitute a major
threat to the privacy of Chinese citizens as it gives the Chinese Government much
leeway to expand its surveillance powers and control on the population and at the same
time grants private tech companies the opportunity to grasp even more in-depth
sensitive personal information of its users, especially in face of the real-name

registration system.

2. Data privacy principles behind Health Codes: these programs have been criticized for
the lack of transparency and standardization between different provinces and cities, that
have led to many data leakage incidents. Questions on the efficiency of digital contact
tracing, on data security and data ownership, and issues on data retention, storage and

data sharing with government and third parties have also been raised.

3. Possible expansion and normalization of Health Codes after the pandemic: there have
been proposals of integration of Health Code systems in public governance even after
the end of the Covid-19 emergency, especially related to the expansion of smart city

campaigns and the Social Credit System.
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3.4.1 Data-driven Approach of Chinese Contact-Tracing Applications

According to Fahey, two different approaches have surfaced in the development of Digital
Contact-Tracing Applications around the world: a data-driven approach and a privacy-
preserving approach.®3* The majority of the contact tracing applications today lean towards this
second approach, which allows individuals to be notified if they come in contact with confirmed
patients while not storing their movements and contact logs into a central server, but directly
onto their mobile phones.3*®> Many privacy-preserving protocols have been devised at the
international level, such as the Decentralized Privacy-Preserving Proximity Tracing (DP3T),
the Pan-European Privacy-Preserving Proximity Tracing (PEPP-PT) and Google-Apple’s
Exposure Notification (GAEN), all based on Bluetooth proximity tracing.33®

Bluetooth and decentralized servers are the preferred technology when developing digital
contact-tracing tools not only because of their efficiency, but also because they are considered
less privacy-intrusive. Bluetooth Low Energy (BLE) only tracks the proximity between two
devices and does not capture the absolute location of an individual, so when an individual comes
into contact with one another, an identifier (usually anonymous) is exchanged between devices.
However, the place where the interaction has happened is not revealed, so it’s not possible for
government departments and health agencies to reconstruct precise location and movements.>3’
The identifiers exchanged are encrypted in the user’s phone and cannot be either viewed or
transmitted to anybody and are automatically deleted when epidemiologically unimportant.33®
If a person is diagnosed with Covid-19, decentralized applications upload only the information
of this specific user on a backend server, while the proximity history of the user remains stored
in its phone, so the server does not collect information about the individuals the confirmed
patient has come in contact with. The server will then send a notification to all individuals that
have the confirmed patient’s identifier stored in their phones, allowing them to know they have

come in contact with an infected individual.3°
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Chinese Health Codes on the other hand, despite their opaqueness as the protocols they are
based on have not been shared with the public, lean towards a more data-driven approach as
they harness and store precise location and movement data collected through GPS, as well as

self-reported health data and data mined and extracted from other sources into a central server.

GPS is able to record the absolute location (longitudinal and latitudinal coordinates) of an
individual and its consequent interaction and proximity with other devices, even though its
effectiveness is reduced indoors. 3 This enables authorities not only to assess general
population movements but also to track specific infection clusters. GPS location data is usually
combined with temporal data to assess if a user has entered a risky area and duration of its
permanence. Health Codes pool precise location data and combine it with health information
both reported from the user and data stored from “authoritative data owners” (BUBE A
77, Qudnwéi shuji yongyou fang), such as health, transportation, mobile communications and
financial institutions.®** An enormous quantity of data is collected by the Health Codes in order

to assess the risk exposure of each user, as the key to the effectiveness of these applications lies

in data comparison and big data analysis.

When someone tests positive for Covid-19, all this data, including the user’s contact history
(basically, the information of all of the other users he came into contact with) is sent to a central
server. According to an analysis of the New York Times on Alipay’s Health Code, the
application also alerts the authorities and share the data of infected, suspected patients and close
contacts to relevant law enforcement agencies.>*? Moreover, each time the Health QR Code is
scanned, information on the location is sent to the server, in order to better assess population
movement. For example, if all the people on a bus scan their Health Code, and after that a
confirmed case of a passenger on the bus occurs, other passengers on the bus will be able to be
identified and found in time.3** The collection and processing of such large amount of personal

information not only raises questions related to data privacy protection and security, but also to
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what extent the application is used for prevention and control of the pandemic and not for the
direct control of the population and the expansion of human surveillance network.

The epidemic has created huge potential for the Chinese digital tech companies to embed
themselves even more into its citizens’ private life. Chinese citizens need to register to social
media and communication platforms whit their real name and 1D, and digital platforms have at
the same time the legal obligation to share data and technically support government agencies in
safeguarding national and public security (Article 28 of Cybersecurity Law). The close
collaboration between digital companies and the Chinese government is nothing new, but the
Covid-19 emergency and the development of Health Code applications have further blurred the
boundary between the two, to the extent that Cong argues that more than being a contact-tracing

tool for epidemic control, Health Code is a technology of population and social control.3*

3.4.2 Data Privacy Principles of Health Codes

Although the PRC Government has not established that Health Codes are mandatory in nature,
they de facto are if considered that they are requested to access most public places and even to
leave residential compounds in certain areas. This is a contrasting feature if we compare Health
Codes with the majority of digital contact-tracing tools developed in other countries. Studies
from both European Parliament’s Department for Economic, Scientific and Quality of Life
Policies and the Massachusetts Institute of Technology’s Technology Review consider the

Health Code programs to be obligatory.3*

Health Codes have been criticized for their lack of transparency and standardization, that also
make it difficult to assess the efficacy and efficiency of these applications. Neither Alibaba and
Tencent nor other third-party ICT firms that developed the Health Codes have made their
algorithms and protocols available to the public.3*® Technical problems, glitches, inaccuracies,
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https://merics.org/en/report/tracing-testing-tweaking, accessed 01-02-2022.

95



combined with the inability to access and correct their own personal information have led to
public grievances and complaints about the Code in the first weeks of its implementation. Apart
from the questionable accuracy of GPS location tracking, different Health Codes often lack
mutual recognition and interoperability due to the fact that they are based on local algorithms
and local data sources, some of which are also considered unreliable as they are self-reported
by the user, and this ultimately undermines the applications’ usefulness and efficacy.34’

As a consequence, many personal data leaks have been reported since the implementation of
Health Code applications, one of the most known has been the “Beijing Healthbao” (1t 518k
¥, Béijing jiankang bdo) incident occurred in December 2020, during which the photos, ID

and nucleic acid tests of many celebrities collected through the app were leaked and sold on the

Internet.34®

Compared with the European Union’s and United States’ approach to the development of
contact tracing applications, by which specific frameworks for protection of privacy and
personal information have been devised prior to the implementation of such digital tools, the
Chinese Central Government has given much leeway to provincial and municipal governments
to implement their own digital tools for the prevention and control of the pandemic, which
ultimately led to the development of Health Codes. Since the development and implementation
of such digital tools started from the local level and was not mandated at the national level,
privacy and personal information protection provisions have varied among the different Health
Codes, notwithstanding the Notice issued by the CAC in February 2020. Only once Health
Code applications gained traction through the country, the national government began the
drafting of national standards for mutual recognition between different Health Codes and
specific provisions for the protection of personal information, which nonetheless are

recommendatory and not mandatory.34°

According to researchers from the Shanghai Mana Data Technology Development Foundation,
almost all of the Health Codes implemented in WeChat and Alipay did not have specific privacy
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policies or user agreements upon registration. 3*° Many of them were developed and
implemented by relying on existing user agreements and standard privacy policy of the two
super-applications.®®* Though the policies of both Alipay and WeChat are fully disclosed to the
public, a user must navigate a variety of agreements across all Alibaba affiliates, such as Ant
Financial and Alipay, or WeChat and Tencent, in order to be able to fully understand privacy
obligations and user’s rights related to the collection and processing of its personal information.
The connection between WeChat and Alipay in order to mutually recognize different Health
Codes implemented on their platforms additionally adds a degree to opacity on how data is
managed and shared between the two.32 Alipay additionally has no clear prohibition on
secondary data usage, as Alipay’s data are openly shared between Alibaba affiliates.>*

The three recommendatory standards published in April 2020 partially provided clarifications
on the data privacy principles that Health Code applications should be following. The
recommendatory standards refer to the Pl Security Specification of 2020 for the protection of
personal data in Health Code applications, by requiring expressed informed consent and
purpose limitation to the collection and processing of pandemic-related information (which
nonetheless comprise a wide variety of personal information, location and travel information,
health biometric information and even payment information).*** The standards also require
encryption and storage of such data with the establishment of a data security protection system

and the implementation of relevant data security technical measures.%®

Comparative studies of digital contact-tracing applications of multiple countries have however
highlighted the problems of personal data protection that Health Codes raise. The MIT
Technology Review’s Covid Tracing Tracker, which assesses contact-tracing applications on

the basis of their voluntary nature, limited collection, data destruction, data minimization and
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transparency provisions, rated China’s Health Codes 0 stars out of 5, even if it’s not clear if this
is because of the lack of official information published on the Code, as the article states.3>®

However, on the basis of both the CAC Notice on personal information protection issued in
February 2020 and recommendations from the App Governance Working Group (which is part
of the Cyberspace Administration of China), Von Carnap et al. argue that although data
minimization of Health Codes is required, other provisions such as purpose limitation,
temporary storage, transparency and security provisions are still only partially addressed, while
there is no relevant restriction of data sharing with authorities and other departments.3’
Moreover, a specific study on Alipay’s Health Codes show that the application “openly shares
data with law enforcement, insurers, government authorities, banks, and a variety of other
recipients”.3%® What is most concerning is that the application clearly states that data will be
retained as long as necessary, and there is no clear provision on deletion of such information

even after the individual stops using the service.®*°

3.4.3 Possible Future Expansion of Health Code Applications in Post-Covid
China

While many contact-tracing applications have automated the process of deleting personal
information and data after a certain period of time, China not only notoriously lacks precise
provisions on Health Codes data storage limitations and retention, but many local governments
have begun exploring possible integration and expansion of the Health Code functionalities in

other realms.

One of the most controversial proposals has been advanced by the Hangzhou municipal
government on May 22, 2020. The Hangzhou Health Code application had already been
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included in its eHealth management platform integrated in WeChat, which connected citizens’
health and social security cards and provided multiple services such as medical appointment

registration and psychological assistance.®°

The Hangzhou officials advanced the proposal to further expand the Health Code application
with the creation of a “personal health index” (N A #2154, Gerén jiankang zhishil),
suggesting replacing the three stoplight-like based coloring system with gradient coloring and
a ranking system based on individuals’ habits such as their level of exercise, drinking, smoking

and even average sleeping hours.%¢!
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Example of the gradient color system devised by the Hangzhou administration and possible integration of the ranking system.
The possible normalization and expansion of Health Codes, and in particular the Hangzhou

proposal has sparked controversy among the public and scholars, as this would further

enhance the already broad collection and processing of its citizens’ personal data.

Other local governments have also started to explore possible applications of Health Codes
after the end of the pandemic. In a recent Q&A from Shanghai Government, it was announced
that its “Suishen Health Code” (i #1453, Sui shen md) would eventually “become the

personal identification and service assistant of Shanghai citizens, as more data and application

360 k£ %2 YAO Jiaying, “Yiging hou, jiankang md kéfou shengji “qudnnéng md”?”, ¥Ei& )5, MM 52K
“4HERD”? , “After the epidemic, can the health code be upgraded to the "universal code"?”,
https://m.caijing.com.cn/api/show?contentid=4757152, accessed 06-02-2022.
361 |bidem.
362 Image source: https://mp.weixin.qg.com/s/pKIM2f _FuEakp6LVctoS2g
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services will be launched in the future”.®®3 In Guangzhou, a new “Suikang Health Code” (4
RENS, Sui kang md) has been used as a real-name electronic identity certificate, and many

other local government are exploring the potential use of Health Codes for hospital

registration, traffic violation, business and personal situation declarations.34

There is still much controversy on the possible future of the Health Codes after the end of the
pandemic. Many are in favor of a complete deletion of the personal information and usage of
Health Codes after the end of the pandemic period. Notably, Robin Li, the CEO of Baidu, has
raised its voice in favor of “creating a mechanism for deleting personal information collected

during the pandemic”.3%°

Even though the implementation of Health Code applications has opened new discussions in
the realm of privacy and personal data protection, its possible normalization and integration in
Chinese’ citizens daily life still sparks the fear of social control and public surveillance.
Furthermore, it provides digital companies with opportunities to further institutionalize their
collaboration with the Chinese government, blurring the already thin line separating the two
in regard to the collection and sharing of user’s personal data. Digital and ICT companies, and
especially Alibaba and Tencent, not only had a central role in technically implementing these
technological tools, but also had active participation in establishing the regulatory standards
both at the local level (in collaboration with Shenzhen and Hangzhou government) and at the
national level, enhancing their bargaining power in influencing policy and law-making
regarding the digital realm and collection and processing of information collected through

these applications.

%63 iHIEE HU Xiaomeng, 3% WEN Xianging, #M&% SUN Baoxue, “Jiankang md de yinst zhéngcé, hai
you ndxié gdijin kongjian?”, (RS I FRFABUR, AWML 23] 2, “What is the room for improvement
in the privacy policy of the health code?”, https://tech.sina.com.cn/roll/2020-03-16/doc-
iimxyqwa0896942.shtml, accessed 05-02-2022.
364 gk 1% YAO Jiaying, “Yiging hou, jiankang md kéfou shéngji “quannéng ma”?”, &5, (@MW &I+
“4HERD”? , “After the epidemic, can the health code be upgraded to the "universal code"?”,
https://m.caijing.com.cn/api/show?contentid=4757152, accessed 06-02-2022.
365 ZHONG Raymond, “China’s Virus Apps May Outlast the Outbreak, Stirring Privacy Fears”, New York
Times, https://www.nytimes.com/2020/05/26/technology/china-coronavirus-surveillance.html, accessed 06-02-
2022.
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Conclusions

The development and implementation of digital contact-tracing applications in response to the
Covid-19 pandemic has created new opportunities for digital and ICT private companies to
further expand the collection and processing of sensitive biometric and geospatial information
of Chinese citizens, and at the same time it has opened a new level of collaboration with local
governments in preventing and monitoring pandemic trends with the sharing of user’s data

through these digital tools.

The integration of the so-called “Health Codes” ({f£E&#5, Jiankang md) mini programs in

Alibaba’s and Tencent’s super-applications Alipay and WeChat raised a number of issues
related to privacy and personal information collection and processing and data sharing between
private companies and the Chinese Government. Although the exact algorithms and protocols
used to create the Health Codes remain unknown to the public, the collection of precise location
and travel information through the use of GPS and the scanning of the generated QR codes in
different public avenues, combined with user’s self-reported personal and health information
and data pooled and extracted from other sources, and the storage of such information of
confirmed, suspected patients and their closed contacts into a central server renders the
functionality of Health Codes very different from most of the contact-tracing applications
developed in other foreign countries, which are mostly based on specific privacy-preserving
protocols which utilize Bluetooth proximity tracing and prevents the storage of users’
movements and contact logs into a central server, but store it directly onto users’ mobile phones.
The collection and processing of information gathered through Health Codes not only permits
contact-tracing but is also used in order to assess the risk exposure of users and to automate the
enforcement of quarantine measures on users deemed to be high-risk; moreover, as GPS
pinpoints the exact location and movements of users, it is possible to use this information to

track infection patterns and specific local clusters.

As the efficacy and accuracy of Health Codes applications not only relies on the quality of the
data analysis and algorithms implemented but also on the quality of the information collected,

this has in turn justified the collection and processing of information from “authoritative data
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owners” such as health, transportation, mobile communications and even users’ credit

information from financial institutions, in order to verify the data declared by individuals.3¢®

The development of Health Code applications started in February 2020 as a local initiative from
Hangzhou and Shenzhen Governments, which have respectively collaborated with Alibaba and
Tencent both in technically developing and implementing the applications and in devising
specific local standards for collection and processing of personal information through these
applications. Health Codes soon gained traction and expanded in other provinces and in other
cities, where they were requested to enter almost all public places and even to leave residential
compounds, becoming de facto mandatory. Only in April 2020, the national government issued
three non-mandatory national standards that were developed in collaboration with many local
governments, Alibaba, Tencent and other third-party ICT firms. These standards also provide
for the collection and processing of personal information in Health Codes. Apart from these
standards, the only specific legal instrument devised during the pandemic for the protection of
personal information is a Notice issued by the Cyberspace Administration of China (CAC).

Compared to the attention given abroad to personal data collection and processing during the
pandemic through the use of contact-tracing applications, especially in Europe and USA, in
which specific protocols have been devised before developing and implementing these
applications in order to protect the privacy of citizens and to ensure data minimization, limited
collection, transparency and data destruction, the PRC has only issued non-mandatory legal
instruments for the protection of personal information processed and collected during the
pandemic. This has led to many Health Codes not having specific privacy policies but relying
on the already existing policies and user agreements of Alipay and WeChat.

The many proposals of expanding the functionalities and usage of Health Codes even after the
end of the Covid-19 emergency did not only raise questions on privacy and personal data
protection and fear of public surveillance and social control but could also envisage a new level
of collaboration between private digital technologies and governments in the realm of personal
data collection, processing and sharing.

The creation and adoption of data-driven digital contact-tracing tools in combination with
private digital firms in China has been possible also thanks to the special legal background on
personal information protection that the PRC has been devising in these last decades. Personal

information protection has been legislated as part of the protection of the right to privacy, which

366 <« (NN NARFRMS B RIIEZFrENZ (FAQ) 7, “Geérén jiankang xinxi md” xilié gudjia bidozhiin
wenda (FAQ), http://www.cesi.cn/202005/6411.html, accessed 04-02-2022.
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has been formally separated in the law from other personality rights at the beginning of the 21st
century. Different laws, administrative and sectorial regulations have devised a general
framework and principles for personal information protection that has generally covered the
private sector, while partly leaving out and not extending the same provisions to public
institutions. Moreover, the personal information protection framework in China has mainly
evolved within a security context, making the safety of persons and property the main criterion,
which led many laws and regulations focusing on devising the obligations of private sector
entities instead of focusing on building a fundamental rights protection framework (as it
happens for example in the European GDPR).%" More recently, and especially after the update
of the National People’s Congress’ five-year legislative plan in 2018, China has been shifting
its view on privacy and personal data, by further distinguishing the two into separate legal
regimes provided in the new Chinese Civil Code approved in 2020, and by leaning towards a
more comprehensive approach on personal data protection with the issuing of the Personal
Information Protection Law and the Data Security Law at the end of 2021.

Obligations and requirements for personal data protection devised in the private sector do
present some specificities, that in turn allow the sharing of personal data with Chinese
authorities under certain circumstances. Not only digital and ICT companies are required to
technically assist authorities in order to safeguard national security and investigate criminal acts
(Article 28 of Cybersecurity Law), but also have to put in place a real-name registration system
by which users that access the Internet shall register with their real identity (by providing their
ID). The last years have also seen new stringent requirements for data localization devised in
the Cybersecurity Law and in the newly issued Personal Information Protection Law and Data
Security Law, meaning that certain industries cannot transfer personal information collected
within Chinese borders outside the Mainland without previous passing a security assessment
by PRC authorities. All of these provisions, combined with the less stringent obligations and
requirements devised for the public sector, facilitate more than hinder the access of the Chinese
Government to private sector data. Health Codes represent both an opportunity for the Chinese
Government to establish enhance and institutionalize the access to private sector data held by
digital firms and at the same time represents an opportunity for these enterprises to embed
themselves even more into the private life of Chinese citizens, as Health Codes, although
implemented on private applications, share personal information of confirmed, suspected

patients and close contacts to Chinese authorities.

367 GELLER Anja, 2020, “How Comprehensive is Chinese Data Protection Law? A Systematisation of Chinese
Data Protection Law from a European Perspective”, GRUR International, Vol. 69, Issue 12, p. 1195.
103



Acknowledgements

I would like to take this opportunity to express my gratitude to all people who supported and
assisted me in the development of this paper, but also contributed to the incredible experiences
that I had during my academic journey at Ca’ Foscari University.

First and foremost, | would like to thank Professor Cavalieri, my thesis supervisor, for the

patience and professionalism shown in advising me during every step of reviewing this paper.

| would have never had the possibility to reach this important objective without the precious
support and advice of my parents, Elisabetta and Massimo. A special thanks to them that have
been encouraging me to push through during the most tough times.

I wish to extend my special thanks to Luca, the love of my life, for always believing in me and
pushing me to do more. For giving me a future, | could believe in and strive for. For always
inspiring me and finding solutions to my problems. You are a work of art and truly are the
person | admire the most. | could never thank you enough for the happiness you have given me

in these eight years together.

This thesis couldn’t have been possible without the support of Luca’s family, which have
welcomed me like a daughter. Thanks to Patrizia, who has always said nothing but kind words
to me, and to Stefano, who is the most hardworking person | know, thanks for showing me that
hard work pays off. I’d like to thank Alessandro, Luca’s little brother, for always being a ray of
sunshine and making everybody laugh even in the most tough situations. | extend my gratitude

to Luca’s uncles, aunts, cousins and grandparents, which always made me feel like home.
I would like to thank my grandparents, who | know are looking after me from up there.

Last but not least, a special thanks to all my precious friends, which I could not live without.
Thanks to llaria, for all the laughter and joy you brought in my life, for all the pain and
misfortune we have gone through together and made us stronger. Thanks to Alessia, who has
been and always will be my friend of a lifetime. Thanks to Elena, a brave and kind-hearted soul,
which showed me how to be strong in these tough times even though the pandemic hurt you
more than anyone. Thanks to Elisa, for all the conversations and laugh and anime memes. A
special thanks to Maria, Simone, Silvia, Luca and Simone, for all our nights out and joy you

brought me. Thanks to all the friends I’ve met at ‘Ca Foscari, which have made my experience

104



in Venice unforgettable: Paola, Laura, Giulia, Giorgia etc. Finally, I would like to thank my cat
Mulan, for trying to contribute to this paper by leaving numbers and exclamation points

whenever the laptop was left unattended.

105



Bibliography

BOEING Philipp, WANG Yihan, 2021, “Decoding China’s COVID-19 ‘virus exceptionalism’:
Community-based digital contact Tracing in Wuhan”, R&D Management, Vol. 51, Issue 4, pp.
339-351.

BOUDREAUX Benjamin, DENARDO Matthew A., DENTON Sarah W., SANCHEZ Ricardo,
FEISTEL Katie, DAYALANI Hardika, 2020, Data Privacy During Pandemics - A Scorecard
Approach for Evaluating the Privacy Implications of COVID-19 Mobile Phone Surveillance
Programs, RAND Corporation, Santa Monica, Calif.

CHANDER Anupam, LE Uyén, 2015, “Data Nationalism”, Emory Law Journal, Vol. 64, Issue
3, pp. 667-739.

CHEN Dingding, 2005, “Explaining China’s Changing Discourse on Human Rights, 1978-
2004, Asian Perspective, Vol. 29, No. 3, pp. 155-182.

CHOWDHURY Mohammad Jabed Morshed, FERDOUS Md Sadek, BISWAS Kamanashish,
CHOWDHURY Niaz, MUTHUKKUMARASAMY Vallipuram, 2020, “COVID-19 Contact
Tracing: Challenges and Future Directions”, IEEE Access, Vol. 8, pp. 225703-225729.

CONG Wanshu, 2021, “From Pandemic Control to Data-Driven Governance: The Case of
China’s Health Code”, Frontiers in Political Science, Vol. 3, pp. 1-14.

CUI Shujie, QI Peng, 2021, “The legal construction of personal information protection and
privacy under the Chinese Civil Code”, Computer Law & Security Review, Vol. 41, Art.
105560, pp. 1-17.

FAHEY Robert A., HINO Airo, 2020, “Covid-19, digital privacy, and the social limits on data-
focused public health responses”, International Journal of Information Management, Vol 55,
Special Issue, pp. 1-5.

FENG Yang 2019, “The future of China’s Personal Data Protection Law: challenges and
prospects”, Asia Pacific Law Review, Vol. 27, Issue 1, pp. 62-82.

FU Tao, 2019, “China’s personal information protection in a data-driven economy: A privacy
policy study of Alibaba, Baidu and Tencent”, Global Media and Communication, Vol. 15, Issue
2, pp. 195-213.

GELLER Anja, 2020, “How Comprehensive is Chinese Data Protection Law? A
Systematisation of Chinese Data Protection Law from a European Perspective”, GRUR
International, Vol. 69, Issue 12, pp. 1191-1203.

GELLERT Raphaél, GUTWIRTH Serge, 2013, “The legal construction of privacy and data

protection”, Computer Law & Security Review, Vol. 29, Issue 5, pp. 522-530.
106



GREENLEAF Graham, 2012, “China’s Internet Data Privacy Regulations 2012: 80% of a
Great Leap Forward?”, Privacy Laws & Business International Report, Issue 116, pp. 1-5.

GREENLEAF Graham, 2013, “Data Protection Widened by China’s Consumer Law Changes”,
Privacy Laws & Business International Report, VVol. 126, pp. 127-128.

GREENLEAF Graham, 2014, Asian Data Privacy Laws, New York, Oxford University Press.

GREENLEAF Graham, LIVINGSTON Scott, 2016, “China's New Cybersecurity Law — Also
a Data Privacy Law?”, Privacy Laws & Business International, Issue 144, pp. 1-11.

HSU Kimberly, MURRAY Craig, 2014, “China and International Law in Cyberspace”, U.S.-
China Economic and Security Review Commission Staff Report, pp. 1-11.

KOKOTT Juliane, SOBOTTA Christoph, 2013, “The distinction between privacy and data
protection in the jurisprudence of the CJEU and the ECtHR”, International Data Privacy Law,
Vol. 3, No.4, pp. 222-228.

LEE Jyh-An, 2018, “Hacking into China’s Cybersecurity Law”, Wake Forest Law Review, Vol.
53, No. 1, pp. 57-104.

LEE Jyh-An, LIU Ching-Yi, 2016, “Real-Name Registration Rules and the Fading Digital
Anonymity in China”, Washington International Law Journal, Vol. 25, No. 1, pp. 1-34.

LI Yuxiao, XU Lu, 2015, “China’s Cybersecurity Situation and the Potential for International
Cooperation”. In LINDSAY Jon R., CHEUNG Tai Ming, REVERON Derek S., China and
Cybersecurity: Espionage, Strategy, and Politics in the Digital Domain, New York: Oxford
University Press, pp. 225-240.

LI Tiffany, BRONFMAN Jill, ZHOU Zhou, 2017, “Saving Face: Unfolding the Screen of
Chinese Privacy Law”, Journal of Law, Information, and Science (Forthcoming), pp. 1-33.

LI Yongjun Z=7K %, 2017, “Lin “minfd zongzé” zhong gérén yinsi yii xinxi de “ér yudn zhi”
bdohu ji gingqivi quan jichi”, & (ERIELSNY AN NBRSE R «Zjuh) /P &iEK
PR (The Research on the “Dual System” Protection and Claim Basis of the Personal Privacy and
Information in The General Principles of Civil Law), #T 7L . Fj K %% 2% #it Journal of Zhejiang
Gongshang University, Vol. 31 (3), pp. 10-21.

LIANG Fan, 2020, “COVID-19 and Health Code: How Digital Platforms Tackle the Pandemic
in China”, Social Media + Society, Vol. 6, Issue 3, pp. 1-4.

LU Guangyu, RAZUM Oliver, JAHN Albrecht, ZHANG Yuying, SUTTON Brett, SRIDHAR
Devi, ARIYOSHI Koya, VON SEIDLEIN Lorenz, MULLER Olaf, 2021, “COVID-19 in
Germany and China: mitigation versus elimination strategy”, Global Health Action, Vol. 14,
Issue 1, Article N. 1875601, pp. 1-11.

107



MCDOUGALL Bonnie S., 2004, “Privacy in Modern China”, History Compass, Vol. 2, Issue
1, pp. 1-8.

OLIVER Nuria, LEPRI Bruno, STERLY Harald, LAMBIOTTE Renaud, DELETAILLE
Sébastien, DA NADAI Marco, LETOUZE Emmanuel, ALI SALAH Albert, BENJAMINS
Richard, CATTUTO Ciro, COLIZZA Vittoria, DE CORDES Nicolas, FRAIBERGER Samuel
P., KOEBE Till, LEHMANN Sune, MURILLO Juan, PENTLAND Alex, PHAM Phuong N.,
PIVETTA Frédéric,c, SARAMAKI Jari, SCARPINO Samuel V., TIZZONI Michele,
VERHULST Stefaan, VINCK Patrick, 2020, “Mobile phone data for informing public health
actions across COVID-19 pandemic life cycle”, Science Advances, Vol. 6, Issue 23, pp. 1-6.

ONG Rebecca, 2012, “Online vigilante justice Chinese style and privacy in China”, Information
& Communications Technology Law, Vol. 21, Issue 2, pp. 127-145.

POLLPETER Kevin, 2015, “Chinese Writings on Cyberwarfare and Coercion”. In LINDSAY
Jon R., CHEUNG Tai Ming, REVERON Derek S., China and Cybersecurity: Espionage,
Strategy, and Politics in the Digital Domain, New York: Oxford University Press, pp. 138-157.

SOLOVE Daniel J., 2008, Understanding Privacy, Cambridge, Harvard University Press.

TIMOTEO Marina, 2019, “China Codifies. The First Book of the Civil Code between Western
Models to Chinese Characteristics”, Opinio Juris in Comparatione, VVol.1, Issue 1, pp. 51-72.

WANG Faye Fangfei, 2014, Law of Electronic Commercial Transactions — Contemporary
Issues in the EU, US, and China, London, Routledge.

WANG Hao, 2011, Protecting Privacy in China, A Research on China’s Privacy Standards
and the Possibility of Establishing the Right to Privacy and the Information Privacy Protection
Legislation in Modern China, Springer-Verlag Berlin Heidelberg.

WANG Liming, 2019, “The modernization of Chinese civil law over four decades”, Frontiers
of Law in China, Vol. 14, Issue 1, 39-72.

WANG Zhizheng, 2017, “Systematic Government Access to Private-Sector Data in China”. In
CATE Fred H., DEMPSEY James X., Bulk Collection: Systematic Government Access to
Private-Sector Data, New York: Oxford University Press, pp. 241-258.

WEBER Philip Andreas, ZHANG Nan, WU Haiming, 2020, “A comparative analysis of
personal data protection regulations between the EU and China”, Electronic Commerce
Research, Issue 20, pp. 565-587.

WU Jun, WANG Jian, NICHOLAS Stephen, MAITLAND Elizabeth, FAN Qiuyan, 2020,

“Application of Big Data Technology for COVID-19 Prevention and Control in China: Lessons
and Recommendations”, Journal of Medical Internet Research, Vol. 22, Issue 10, pp. 1-16.

108



XU Jinghong, 2015, “Evolving Legal Frameworks for Protecting the Right to Internet Privacy
in China”. In LINDSAY Jon R., CHEUNG Tai Ming, REVERON Derek S., China and
Cybersecurity: Espionage, Strategy, and Politics in the Digital Domain, New York: Oxford
University Press, pp. 242-260.

YAO-HUALI Lii, 2005, “Privacy and data privacy issues in contemporary China”, Ethics and
Information Technology, Issue 7, pp. 7-15.

YANG Fan, XU Jian, 2018, “Privacy concerns in China's smart city campaign: The deficit of
China's Cybersecurity Law”, Asia and the Pacific Policy Studies, Vol. 5, Issue 3, pp. 533-543.

YANG Fang, HEEMSBERGEN Luke, FORDYCE Robbie, 2021, “Comparative analysis of
China’s Health Code, Australia’s COVIDSafe and New Zealand’s COVID Tracer Surveillance
Apps: a new corona of public health governmentality?”, Media International Australia, Vol.
178, Issue 1, pp. 182-197.

ZANIN Mark, XIAO Cheng, LIANG Tingting, LING Shiman, ZHAO Fengming, HUANG
Zhenting, LIN Fangmei, LIN Xia, JIJANG Zhanpeng, WONG Sook-San, 2020, “The public
health response to the COVID-19 outbreak in mainland China: a narrative review”, Journal of
Thoracic Disease, Vol. 12, Issue 8, pp. 4434-4449.

ZHAO Bo, FENG Yang, 2021, “Mapping the development of China’s data protection law:
Major actors, core values, and shifting power relations”, Computer Law & Security Review,
Vol. 40, pp. 1-16.

ZHANG Lu, 2021, “Personal information of privacy nature under Chinese Civil Code”,
Computer Law & Security Review, Vol. 43, pp. 1-13.

109



Webliography

oo N R OHEOM % ¥ 7, Zhonghud rénmin  gonghégud  xianfd,
http://www.gov.cn/guoqing/2018-03/22/content 5276318.htm, accessed 01-10-2021. English
Official Translation:
http://www.npc.gov.cn/englishnpc/constitution2019/201911/1f65146fb6104dd3a2793875d19
b5b29.shtml, accessed 01-10-2021.

“orp Al NCRCIL RN [E R vk @ ) -19867 ,  Zhonghud rénmin gonghégud minfd tongzé,
https://www.pkulaw.com/chl/4202520b3be0ae24bdfb.html?keyword=%E6%B0%91%E6%B
3%95%E9%80%9A%ES5%88%99, accessed 15-10-2021. English Translation: “General
Principles of the Civil Law of the People's Republic of China - 1986,
https://www.pkulaw.com/en_law/4202520b3be0ae24bdfb.html, accessed 15-10-2021.

crpde AR A B R vk B - 20177, Zhonghud rénmin gonghégué minfi zongzé,
https://www.pkulaw.com/chl/c6f2d80ee8c0c709bdfb.html, accessed 16-10-2021. English
Translation: “General Provisions of the Civil Law of the People's Republic of China - 20177,
https://www.pkulaw.com/en_law/c6f2d80ee8c0c709bdfb.html, accessed 16-10-2021.

crpr A N RSN E )7L (199748 1T)°, Zhonghua rénmin gonghégud xingfi (1997 xiiiding),
https://www.pkulaw.com/chl/9ec4004a183a7d8chdfb.html, accessed 18-10-2021. English
Translation: “Criminal Law of the People's Republic of China (1997 Revision)”,
https://www.pkulaw.com/en_law/9ec4004a183a7d8cbdfb.html?keyword=criminal%20law%2
01997, accessed 18-10-2021.

“rpde N RILANEHEAZIE R (L), Zhonghud rénmin gonghégud xingfd xiizhéng an (qi),
https://www.pkulaw.com/chl/e9381f0afa80a487bdfb.html, accessed 19-10-2021. English
Official Translation: “Amendment VII to the Criminal Law of the People's Republic of China”,
http://www.npc.gov.cn/zgrdw/englishnpc/Law/2011-02/15/content_1620636.htm,  accessed
19-10-2021.

“rpag N RIEFENEAEIEZR (L), Zhonghud rénmin gonghégud xingfi xiiizhéng an (jii),
https://www.pkulaw.com/chl/6¢18c6f3a93ad220bdfb.html, accessed 19-10-2021. English
translation: “Amendment (I1X) to the Criminal Law of the People's Republic of China”,
https://www.pkulaw.com/en_law/6¢18c6f3a93ad220bdfb.html, accessed 19-10-2021.

“Hrm NRIERE . e N R B o0 T I p AR B 2 BRAS N AE B 5 S Ao A T 1)
WIfRE”, Zuigdo rénmin fdyuan, zuigdo rénmin jidnchdyuan guanyi banli ginfan gongmin
gerén  xinxi  xingshi  amjian  shiyong  falii  ruogan  weénti  de  jiéshi,
https://www.pkulaw.com/chl/88d3a698daf58033bdfb.html, accessed 19-10-2021.

“AE N KFEZESRTINEMNEE BRI IE”, Quangud rénda changwéi hui guanyi
jiagiang  wdngluo  xinxi  bdohu  de  juéding, http://www.gov.cn/jrzg/2012-
12/28/content_2301231.htm, accessed 23-10-2021. English Translation: WANG Ted, 2016,
“The NPC Standing Committee Decision on Strengthening the Network Information
Protection”, Chinese Law and Government, Taylor & Francis Group, Vol. 48, No. 1, 13-14.

110



“rpde N IRILANENVE B BB RYTE Y, Zhonghud rénmin gonghégué xidoféi zhé quanyi
bdaohu fa,_https://www.pkulaw.com/chl/f9d6438c22a2f335bdfb.html, accessed 25-10-2021.
English Translation: “Law of the People's Republic of China on Protection of Consumer Rights
and Interests”,
https://www.pkulaw.com/en_law/f9d6438c22a2f335bdfb.htmI?keyword=consumer, accessed
25-10-2021.

e N IRAEANE Y 2% 35 B s (R 9775 (201312 1E)”, Zhonghud rénmin gonghégué xidoféi zhé
quanyi baohu fa (2013 xiizheng), https://www.pkulaw.com/chl/a347c82e6a7d13aabdfb.html,
accessed 26-10-2021.

“AZFEJH W E W AT AL T IR, Qmmhai xidoféi zhé qudnyi xingwéi chifd banfd,
http://www.saic.qov.cn/fgs/Iflg/fgfb/201504/t20150403 154911.html, accessed 26-10-2021.

LY EERAE BRI FR T T ” ., Guifan huliagnwdng xinxi fitwi shichdng zhixi
ruogan guiding, https://www.pkulaw.com/chl/c513bd8a91c45ac4bdfb.html, accessed 28-10-
2021. English Translation: “Several Provisions on Regulating the Market Order of Internet
Information Services”,
https://www.pkulaw.com/en_law/c513bd8a91c45ac4bdfb.html?keyword=Internet%20Inform
ation%20Services, accessed 28-10-2021.

“HASAMEEMH AN NGB RTHE ", Dianxin hé hulianwding yonghi gérén xinxi
bdohu guiding,
https://www.pkulaw.com/chl/f0f7¢6124531c3bebdfb.html?keyword=%E7%94%B5%E4%BF
%A1%E5%92%8C%E4%BA%92%E8%81%94%E 7%BD%91%E7%94%A8%E6%88%B7
%E4%B8%AA%E4%BAY%BAY%E4A%BF%A1Y%ES%81%AF%E4%BF%9D%E6%8A%A4%
E8%AT7%84%ES%AEY%9A, accessed 28-10-2021. English Translation: “Provisions on
Protecting the Personal Information of Telecommunications and Internet Users”,
https://www.pkulaw.com/en_law/f0f7c6124531c3bebdfb.html, accessed 28-10-2021.

“crpde NI SN [E W 4% 2 42k, Zhonghud rénmin gonghégué wangluo anquan fd,
https://www.pkulaw.com/chl/4dce14765f4265f1bdfb.html, accessed 03-11-2021. English
Translation:  “Cybersecurity Law of the People's Republic of China”,
http://www.lawinfochina.com/Display.aspx?LookType=3&Lib=law&|d=22826&SearchKey
word=&SearchCKeyword=&paycode=, accessed 03-11-2021;
https://www.newamerica.org/cybersecurity-initiative/digichina/blog/translation-cybersecurity-
law-peoples-republic-china/, accessed 03-11-2021.

crde NI SRR E TR S5 1L, Zhonghud rénmin gonghégud dianzi shangwiu fd,
https://www.pkulaw.com/chl/3f020f79c1e5316ebdfb.html, accessed 07-11-2021. English
Translation:  “E-Commerce = Law of the People’s Republic of China”,
https://ipkey.eu/sites/default/files/documents/resources/PRC_E-Commerce_Law.pdf, accessed
07-11-2021.

“BEZEHAR ALEMHARSGEERZREN NG BRI I8FE”, Xinxi anquan jishu
gonggong  ji  shangyong  fuwn  xinxi  xitong  gerén  xinxi  bdohu  zhinan,
https://www.pkulaw.com/chl/0ff5bc705d989alabdfb.htmI?keyword=%E4%BF%A1%E6%81
Y%AFY%ES%AEY%89%ES5%85%A8%E6%8A%80%E6%ICYUAFWHES%E5%ACHES%E5%B1
Y%ES5%8F%8A%ES%95%86%E 7%94%A8%E6%IC%EDYES%SAYALYEL%BFYHAL%ES

111



%81%AFY%E7%B3%BBY%E7%BB%9F%E4%B8%AAYE4%BA%BAYEA%BFY%AL%EG6%
81%AF%E4%BF%9ID%E6%8A%AA%EG%8C%87%ES%8D%97, accessed 08-11-2021.
English Translation: “Information Security Technology — Guidelines for the Protection of
Personal Information in Public and Commercial Service Information Systems”,
https://www.pkulaw.com/en_law/0ff5bc705d989alabdfb.html, accessed 08-11-2021.

“opo e N R 3L AN I ¥k # >, Zhonghud rénmin gonghégué minfd  didn,
https://zh.wikisource.org/wiki/%E4%B8%ADY%E5%8D%8E%E4%BA%BAY%E6%B0%91%
E5%85%B1%E5%92%8CY%E5%9B%BD%E6%B0%91%E6%B3%95%E5%85%B8,
accessed 30-12-2021. English Translation: “Civil Code of the People’s Republic of China”,
https://npcobserver.com/wp-content/uploads/2020/11/Civil-Code Eng_July-2021-version.pdf,
accessed 31-12-2021.

“E NRVERETR (ST B <REZRMGEHME>HUE) 1@ (2020)”, Zuigao
rénmin fayuan yinfa “guanyu xiigdi <minshi anjian anyou guiding >de juéding” de tongzhi
(2020), http://lawinfochina.com/display.aspx?id=34794&Ilib=law, accessed 02-01-2022.
English Translation: “Notice by the Supreme People's Court of Issuing the Decision to Amend
the  Provisions on the Causes of Action of Civil Cases (2020)”,
http://lawinfochina.com/display.aspx?id=34794&lib=law, accessed 01-01-2022.

“rp e NIRAEFAEAN NG BARYVE” . Zhonghud rénmin gonghégué gérén xinxi béohu fd,
https://zh.wikisource.org/wiki/%E4%B8%ADY%E5%8D%8E%E4%BA%BAY%E6%B0%91%

E5%85%B1%E5%92%8 C%E5%9B%BD%E4%B8%AA%E4%BA%BA%E4%BF%AL%EG

%81%AF%E4%BF%9D%E6%8A%A4%E6%B3%95, accessed 04-01-2022.  English
Translation: “Translation: Personal Information Protection Law of the People’s Republic of
China — Effective Nov. 1, 2021”, https://digichina.stanford.edu/work/translation-personal-
information-protection-law-of-the-peoples-republic-of-china-effective-nov-1-2021/, accessed
04-01-2022.

et NI SE A E B3R % 47, Zhonghud rénmin gonghégud shiji anqudn fd,
https://zh.wikisource.org/wiki/%E4%B8%ADY%E5%8D%8E%E4%BA%BAY%E6%B0%91%
E5%85%B1%E5%92%8 C%ES5%9B%BDY%E6%95%B0%E6%8D%AEYES%AEY%89%ES%
85%A8%E6%B3%95, accessed 06-01-2022. English Translation: “Data Security Law of the
People’s Republic of China”, https://digichina.stanford.edu/work/translation-data-security-
law-of-the-peoples-republic-of-china/, accessed 06-01-2022.

et N RSEATE R R FAERXTVE” , Zhonghud rénmin gonghégud ti fa shijian yingdui fd,
https://zh.wikisource.org/wiki/%E4%B8%ADY%E5%8D%8E%E4%BA%BA%EG%B0%91%
E5%85%B1%E5%92%8C%E5%9B%BDY%E7%AA%81%ES5%8F%91%E4%BA%3BY%E4%
BB%B6%ES5%BA%94%ES%AF%BI%EG6%B3%95,  accessed  27-01-2022.  English
Translation: “Emergency Response Law of the People’s Republic of China”,
http://english.mee.gov.cn/Resources/laws/envir_elatedlaws/201705/t20170514 414040.shtml,
accessed 27-01-2022.

et N RSCATE AL G BiiavE” , Zhonghud rénmin gonghégud chudnrdn bing fangzhi fi,
https://zh.wikisource.org/wiki/%E4%B8%ADY%E5%8D%SE%E4%BAY%BAY%E6%B0%91%
E5%85%B1%E5%92%8C%E5%9B%BDY%E4%BC%A0%E6%IF%I3Y%ET%97%85%EI%9
8%B2%E6%B2%BB%E6%B3%95, accessed 27-01-2022. English Translation: “Law Of The
People's Republic Of China On Prevention And Treatment Of Infectious Diseases (2013
Amendment), June 29, 2013”, https://china.usc.edu/law-peoples-republic-china-prevention-

112




and-treatment-infectious-diseases-2013-amendment-june-29-2013, accessed 27-01-2022.

R TR A NB BRI KRB SCHR BB R AE AR RE RN 7, Guanyi zuo hdo gérén
xinxi baohu liyong da shuju zhichéng lianfang lian kong gongzuo de tongzhi,
http://www.cac.gov.cn/2020-02/09/c_1582791585580220.htm, accessed 28-01-2022.

“ o4 W f@# B M, Sk T ! 7, Qudngué bdn jiankang md, ldile!,
https://mp.weixin.qg.com/s/amB7fBxLw8KSR9DcUshTWgq, accessed 01-02-2022.

“HAfE REEATIERMERHTE ™7, Tongxin da shuju xingchéng kd shiyong zhindn,
https://xc.caict.ac.cn/help.html, accessed 03-02-2022.

CAMNEFREE B RINEFRENZ (FAQ) 7, “Gerén jiankang xinxi md” xilié
guojia bidaozhiin wenda (FAQ), http://www.cesi.cn/202005/6411.html, accessed 04-02-2022.

“EHE TfEE®E | GEMMENFEE 10E10008 N &8 98 05 7, Mingxing
Jjiankang bdo'xinxi béi xielou wang shang shoumai 1 yudan shou 1000 yirén shénfen zheng
haomd,
https://news.mingpao.com/ins/%E5%85%A9%ES%B2%B8/article/20201228/s00004/160914
8631862/%E6%98%8E%E6%98%9IFY%E3%80%8CHES5%81%ASYESY%BAY%BT7HES%AF
%B6%E3%80%8DY%E4%BF%AL%E6%81%AFY%E8%A2%ABUEG%B3%84%EI%9C%B2
YE7%B6%B2%E4%B8%8A%ES5%94%AEYE8%B3%A3-
19%E5%85%83%E5%94%AE1000%E8%97%ID%E4%BA%BAYESY%BA%ABY%ES%88%8
6%E8%AD%89%E8%99%IFNET7%A2%BC, accessed 05-02-2022.

Alibaba Group, “Yewu fanchou”, N4 %% SR 73 ,
https://www.alibabagroup.com/cn/about/businesses, accessed 19-01-2022.

“Article 8 - Protection of personal data”, EU Charter of Fundamental Rights,
https://fra.europa.eu/en/eu-charter/article/8-protection-personal-data, accessed 20-09-2021.

Baidu, “Company Overview”, https://ir.naidu.com/company-overview/, accessed 19-01-2022.

Baidu Privacy Policy, “Bdidi yinsi zhéngcé zongzé”, H J& F& R B 3/ & N,
http://privacy.baidu.com/policy, accessed 20-01-2022.

Bloomberg, “China to Lift Lockdown Over Virus Epicenter Wuhan on April 87,
https://www.bloomberg.com/news/articles/2020-03-24/china-to-lift-lockdown-over-virus-
epicenter-wuhan-on-april-8, accessed 27-01-2022.

BUDD Jobie, MILLER Benjamin S., MANNING Erin M., LAMPOS Vasileios, ZHUANG
Mengdie, EDELSTEIN Michael, REES Geraint, EMERY Vincent C., STEVENS Molly M.,
KEEGAN Neil, SHORT Michael J., PILLAY Deenan, MANLEY Ed, COX Ingemar J.,
HEYMANN David, JOHNSON Anne M., MCKENDRY Rachel A., “Digital technologies in
the public-health response to COVID-19”, Nature Medicine,
https://www.nature.com/articles/s41591-020-1011-4, accessed 24-02-2021.

CHOUDHURY Sahely Roy, “Jack Ma’s Alibaba is doubling down on its supermarket
strategy”,  https://www.cnbc.com/2017/07/18/alibaba-hema-stores-blend-online-and-offline-

113




retail.html, CNBC News, accessed 19-01-2022.

“Client Advisory Regarding COVID-19 Legal Issues in China”, Squire Patton Boggs,
https://www.squirepattonboggs.com/-/media/files/insights/publications/2020/03/client-advisory-
regarding-covid-19-legal-issues-in-china/client-advisory-regarding-covid19-legal-issues-in-
china.pdf, accessed 09-03-2021.

CURRY  David, “Most Popular Apps (2022)”, Business  of  Apps,
https://www.businessofapps.com/data/most-popular-apps/, accessed 01-02-2022.

“Grid-based community workers power up China's grassroots coronavirus fight”, Xinhua,
http://www.xinhuanet.com/english/2020-03/01/c_138832911.htm, accessed 29-01-2022.

“How can | prove that | have not been to any epidemic-stricken region or country in the past 14
days? Check this!”,
http://english.www.gov.cn/news/topnews/202003/11/content WS5e685fefc6d0c201c2che087
.html, accessed 03-02-2022.

HERA HU Xiaomeng, 3% K WEN Xianging, #M#2% SUN Baoxue, “Jiankang md de yinst
zhéngcé, hai you ndxié gdijin kongjian?”, (@ FEbS IR FABCE, A MRLL 23 [H ? | “What
is the room for improvement in the privacy policy of the health code?”,
https://tech.sina.com.cn/roll/2020-03-16/doc-iimxyqwa0896942.shtml, accessed 05-02-2022.

“International Covenant on Civil and Political Rights”,
https://www.ohchr.org/en/professionalinterest/pages/ccpr.aspx, accessed 07-10-2021.

JOHNSON Bobbie, “The Covid Tracing Tracker: What’s happening in coronavirus apps
around the world”, MIT Technology Review,
https://www.technologyreview.com/2020/12/16/1014878/covid-tracing-tracker#international-
data, accessed 05-02-2022.

KHALIL Lydia, “Digital Authoritarianism, China and Covid”, Lowy Institute,
https://www.lowyinstitute.org/publications/digital-authoritarianism-china-and-covid, accessed
10-02-2021.

KHARPAL Arjun, “Tencent launches new online shopping feature in WeChat app, in a
challenge to rivals Alibaba and JD”, CNBC News, https://www.cnbc.com/2020/07/16/china-
tech-giant-tencent-launches-new-online-shopping-feature-in-wechat-app.html, accessed 06-
11-2021.

LAU Nanda, GUO Gavin, GONG James, “China Cybersecurity and Data Protection: China’s
Civil Code lays foundation for data protection”, China Investments E-Bulletin - Herbert Smith
Freehills, https://www.lexology.com/library/detail.aspx?q=89f22ch9-ff6c-41c1-9¢c55-
3f94c6efbfaa, accessed 16-10-2021.

LUO Duoqun, WANG Yanchen, “China - Data Protection Overview”,
https://www.dataguidance.com/notes/china-data-protection-overview, accessed 18-01-2022.

MENG Qingwei, &K%, “Hdiliang shé yiging gérén xinxi xiélou lidng de gong'an zuo chii
xingzhéng julit chifa” W= IAE N NG Bt EE P HLA 220 AT B B8 4L 4 (public
114



security issued administrative detention penalties following massive leakage of personal
information related to the epidemic), https://news.sina.com.cn/o0/2020-02-05/doc-
1imxyqvz0398976.shtml, accessed 27-01-2022.

MOZUR Paul, ZHONG Raymond, KROLIK Aaron, “In Coronavirus Fight, China Gives
Citizens a Color Code, With Red Flags”, The New York Times,
https://www.nytimes.com/2020/03/01/business/china-coronavirus-surveillance.html, accessed
10-03-2021.

“National COVID-19 contact tracing apps”, Policy Department for Economic, Scientific and

Quality of Life Policies - European Parliament,

https://www.europarl.europa.eu/RegData/etudes/BRIE/2020/652711/1IPOL_BRI(2020)652711
EN.pdf, accessed 04-02-2022.

“OECD Privacy Guidelines”, Organisation for Economic Co-operation and Development,
https://www.oecd.org/sti/ieconomy/privacy-guidelines.htm, accessed 18-09-2021.

QuestMobile, 2018, “QuestMobile: 2017 China mobile Internet report”, https://www.
guestmobile.com.cn/blog/en/blog_130.html, accessed 03-11-2021.

“Regulating electronic means to fight the spread of COVID-19: Argentina, Australia, Brazil,
China, England, European Union, France, Iceland, India, Iran, Israel, Italy, Japan, Mexico,
Norway, Portugal, Russian Federation, South Africa, South Korea, Spain, Taiwan, Turkey,
United Arab Emirates.” The Law Library of Congress, Global Research Directorate,
https://www.loc.gov/item/2020714995/, accessed 10-02-2021.

“Regulation (EU) 2016/679 of the European Parliament and of the Council”, Official Journal
of the European Union, https://eur-lex.europa.eu/eli/req/2016/679/0j, accessed 04-01-2022.

ROBINSON Mark, LAU Nanda, GONG James, “China cybersecurity and data protection:
Review of 2020 and outlook for 20217, Herbert Smith Freehills, https:/sites-
herbertsmithfreehills.vuturevx.com/95/24431/compose-email/china-cybersecurity-and-data-
protection--review-0f-2020-and-outlook-for-2021.asp?sid=3e6b986b-17d9-4d66-alff-
bb17e5da30f7, accessed 15-02-2021.

Statista, “Number of smartphone users in China from 2015 to 2020 with a forecast until 2026,
https://www.statista.com/statistics/467160/forecast-of-smartphone-users-in-
china/#:~:text=1n%202020%2C%20the%20number%200of,exceeded%20six%20billion%20th
at%20year., accessed 31-01-2022.

TAN Shining, “China’s Novel Health Tracker: Green on Public Health, Red on Data
Surveillance”, Center for Strategic & International Studies, https://www.csis.org/blogs/trustee-
china-hand/chinas-novel-health-tracker-green-public-health-red-data-surveillance,  accessed
01-02-2022.

Tencent Privacy Policy. “Téngxun gongst wdngyé ji wén xun tijido yinsi zhéngce”, F51H A ]
W BT A% a) ) 2 AT Ba RA ISR, https://www.tencent.com/zh-cn/privacy-policy.html, accessed
20-01-2022.

“The data protection regime in China — In-depth Analysis for the LIBE Committee”,
115



Directorate-General for Internal Policies of the Union (European Parliament),
https://www.europarl.europa.eu/RegData/etudes/IDAN/2015/536472/IPOL IDA(2015)53647
2_EN.pdf, accessed 17-03-2021.

“Tort Liability Law of the People's Republic of China”,
http://www.npc.gov.cn/zgrdw/englishnpc/Law/2011-02/16/content_1620761.htm,  accessed
16-10-2021.

VON CARNAP Kai, DRINHAUSEN Katja, SHI-KUPFER Kristin, “Tracing. Testing.
Tweaking. Approaches to data-driven Covid-19 management in China”, Mercator Institute for
China Studies (MERICS), https://merics.org/en/report/tracing-testing-tweaking, accessed 01-
02-2022.

WAGNER Jack, “China’s Cybersecurity Law: What You Need to Know”, The Diplomat,
https://thediplomat.com/2017/06/chinas-cybersecurity-law-what-you-need-to-know/, accessed
04-11-2021.

WANG Shengjun, “Report concerning the Inspection of the Implementation of the
‘Cybersecurity Law of the People’s Republic of China’ and the ‘National People’s Congress
Standing Committee Decisions concerning strengthening Online Information Protection’”,
https://digichina.stanford.edu/work/report-concerning-the-inspection-of-the-implementation-
of-the-cybersecurity-law-of-the-peoples-republic-of-china-and-the-national-peoples-congress-
standing/, accessed 03-11-2021.

WEI Changhao, “2020 NPC Session: A Guide to China’s Civil Code (Updated)”,
https://npcobserver.com/2020/05/21/2020-npc-session-a-guide-to-chinas-civil-code/, NPC
Observer, accessed 31-12-2021.

“What is freedom and privacy of correspondence?”,
https://www.chinadaily.com.cn/m/chinalic/2017-06/16/content 29774939.htm, China Legal
Information Center, accessed 11-10-2021.

World Health Organization, “Statement on the second meeting of the International Health
Regulations (2005) Emergency Committee regarding the outbreak of novel coronavirus (2019-
nCoV)”,  https://www.who.int/news/item/30-01-2020-statement-on-the-second-meeting-of-
the-international-health-regulations-(2005)-emergency-committee-regarding-the-outbreak-of-
novel-coronavirus-(2019-ncov), accessed 26-01-2022.

World Health Organization, “WHO Director-General's opening remarks at the media briefing
on COVID-19 - 11 March 20207, https://www.who.int/director-general/speeches/detail/who-
director-general-s-opening-remarks-at-the-media-briefing-on-covid-19---11-march-2020,
accessed 27-01-2022.

World Health Organization, “China: WHO Coronavirus Disease (COVID-19) Dashboard”,
https://covid19.who.int/region/wpro/country/cn, accessed 29-01-2022.

XIAO Tangfei H# €, SHEN Yanru 1321, “Geérén xinxt bdohu fd zhidu liangdidn jiéxi”

« M~ N fF B &K o % ) # OB S &S M M, Deloitte
https://www2.deloitte.com/cn/zh/pages/risk/articles/personal-information-protection-law-
analysis.html, accessed 05-01-2022.

116



XU Hui, DONOVAN Kieran, LEE Bianca, “China Introduces First Comprehensive Legislation
on Personal Information Protection”, https://www.lw.com/thoughtLeadership/china-
introduces-first-comprehensive-legislation-on-personal-information-
protection#:~:text=0n%20Auqust%2020%2C%202021%2C%20the,effect%200n%20Novem
ber%201%2C%202021., Latham & Watkins Data Privacy & Security Practice, accessed 02-
01-2022.

XU Hui, DONOVAN Kieran, “China’s New Data Security Law: What to Know”,
https://www.lw.com/thoughtL eadership/china-new-data-security-law-what-to-know, Latham
& Watkins Data Privacy & Security Practice, accessed 06-01-2022.

BkEE® YAO Jiaying, “Yiging hou, jiankang md kéfou shéngji “qudnnéng ma”? ", & )5 »
B AT B4 5EMS7? | “After the epidemic, can the health code be upgraded to the

"universal code"?”, https://m.caijing.com.cn/api/show?contentid=4757152, accessed 06-02-
2022.

ZHANG Laney, 2013, “China: NPC Decision on Network Information Protection”,
https://www.loc.gov/item/global-legal-monitor/2013-01-04/china-npc-decision-on-network-
information-protection/, Library of Congress, accessed 22-10-2021.

ZHONG Raymond, “China’s Virus Apps May Outlast the Outbreak, Stirring Privacy Fears”,
New York Times, https://www.nytimes.com/2020/05/26/technology/china-coronavirus-
surveillance.html, accessed 06-02-2022.

117



