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Introduction

The videogame industry has grown over the years into one of the most profitable pillars in
global economics, influencing how people interact with entertainment and digital commerce.
As gaming continues to expand, different governments have indeed responded with different
regulatorily strategies, sparking debates about the best way to find a balance between innovation,
profit and consumer protection. Despite the efforts of the countries over the matter, the
videogame market is still heavily unregulated, lacking both protection in terms of
microtransactions, gambling addiction and users’ protection, in particular minors. This
dissertation takes a deep dive into two of the main videogames markets, as Europe and China
represent the differences instilled in terms of regulations between East Asia and the West,
deeply rooted in their cultural and economic background. At the same time, it tries to answer
two specific questions: following a comparison between the European Union and China’s
regulatory frameworks, which restrictions and regulations protect the user against predatory
sales mechanisms? Has the Chinese legal model in terms of restrictions in the video game

industry established itself as a good example that Europe could follow?

In order to answer the above-mentioned questions, both bibliography and sitography have
been formulated to support the comparative study of the European and Chinese regulatory
frameworks for the video game industry. In particular, it draws from a diverse range of sources,
including official documents, academic research, industry reports and financial statements, and
digital resources. The references include Chinese regulatory texts, which main articles have
been translated in Chapter five, and European Union directives, which provide the legal
foundation for the analysis. Additionally, secondary sources, such as scholarly articles and
market analyses, offer insights into the economic and social implications of regulations. The
sitography, listing digital sources, further demonstrates the reliance on the discussions and

highlights the opinions and consideration of media outlets.

The first chapter features how the Europe’s videogames industry is analyzed as its approach
to regulations is rooted in its complex, multinational and fragmented structure. It explores
markets trends, revenues figures, and player demographic to establish a foundation to discuss
the effectiveness of the Regulations adopted and introduced by the European Parliament. In
particular, the data highlights how each region’s economic structure influences the ways in

which governments develop their policies. Consequently, the discussion shifts towards a



comparison with China’s economic and cultural framework, giving emphasis to China’s cultural

identity as it refines the contents of the regulations that have been introduces over the years.

The second chapter examines instead microtransactions and loot boxes, two of the most
debated aspects of the modern gaming monetization, explaining as well the features and
monetization structures that are instilled among “free to plat games” and “Gacha games”. These
features sparked controversy, as critics argues that they are deeply imbedded with gambling
practices and that can exploit consumer behavior, while the videogames industry advocates for
them as a necessary tool to sustain game development. This Chapter explores how both Europe
and China have approached these issues, considering regulatory actions taken and their

effectiveness in granting users’ protection.

The third chapter deeply analyzes the European Union’s regulatory framework. In particular,
it discusses EU’s efforts to create standardized directives across member states, the challenges
for enforcements, and the different degrees to which different countries adhere to the
regulations. The chapter also depicts the implications of differing regulations that arise in a

fragmented European market and how they influence the videogame industry.

Chapter four delves into China’s regulatory framework, analyzing the historical development
of its strict gaming policies and the government's motivations for imposing these regulations.
In particular, it explores the real name registration system, playtime limits for minors, content
censorship, as well the economic and cultural consequences of these measures. The discussion
takes into account how these regulations have shaped marketing strategies and player habits

within the Chinese market.

The fifth and final chapter evaluates instead the impact of these regulations, exploring their
effectiveness and consequences. By comparing responses in both regions, this chapter
highlights the capability of businesses to adapt to imposed regulations, as finding “loopholes”
always grants the possibility of increasing revenues and continue to exploit consumers

throughout the application of marketing strategies.

The conclusion brings together the insights gained throughout the thesis, reflecting on the
long-term viability of both Europe’s and China’s regulatory models. In particular, it questions
whether China’s strict policies can be sustained in an era of increasing globalization and
whether Europe will eventually adopt a more unified gaming policy. By drawing comparisons

between these two vastly different regulatory systems, this thesis aims to provide valuable



insights into the future of gaming regulation, depicting a balance between industry growth and

consumer protection.



1. The Videogame Industry

Since its establishment in the 1970s, the video game industry has undergone continual
development, evolving into a substantial and rapidly expanding sector. Over the past two
decades, the video game ecosystem has emerged as a prominent cultural and creative industry
globally (Farreng, 2022). The European video game industry association VideoGamesEurope
reported that the estimated market size in Europe reached €23.3 billion in 2021 nearly half the
size of the Chinese market, yet still reflecting significant growth potential and expectations
(VGE 2023:14). It is noteworthy that the video game industry was uniquely positioned to
witness an increase in turnover during the COVID-19 pandemic, largely due to lockdown
measures impeding the movement of individuals in both China and Europe (Laaninen and

Wessman, 2023).

The central premise of this paper is that cultural, political, and economic factors create
distinct differences between the gaming markets in China and Europe. The initial chapter will
provide a comprehensive overview of the characteristics that define Europe and China as two
different clusters for the gaming industry, comparing data and revenue generated by their

gaming markets while examining the nuances introduced by the differing societal values.

1.1 Videogames in Europe

Historically, the European Union has been characterized by a lack of significant hardware
developers within its territory, alongside a limited presence of game publishers. Although the
European gaming sector can be viewed as a cluster comprising 28 diverse nations with their
respective markets and industries, distinct leaders have emerged in recent years. Following the
report made by the Publications office of the European Union (2023), Europe is characterized
by an uneven market segmentation, with several key nations and cities exerting dominance in
various production stages. Notable examples include the French publishers Vivendi and Ubisoft,
both recognized as significant players that have expanded significantly through stock-capital-
fueled acquisitions in recent years. Similar to the challenges encountered by other sectors within
the EU, individual nations display notable disparities concerning player demographics, market
size, and the quantity of game studios and publishers (EU-VGS, 2023). These consistent

variations do raise a pertinent question: Is it accurate to refer to a unified European game
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industry? This issue will be examined in the following section.

1.1.1 Looking for a unified European game industry

In the context of the global video game market, its structure displays an evident
centralization, with the top ten revenue-generating companies hailing from the United States,
Japan, and China, thereby limiting the prospects for Europe to achieve a prominent position
among the leading entities (Laaninen and Wessman, 2023). Despite the collected data,
according to the European commission (EU-VGS, 2023) on the matter, several EU countries,
such as Sweden, France and Finland host headquarters of leading companies considered
competitive in its segment market, with Avalanche studios and Mojang reaching the highest

ranks.

The gaming industry within the European Union is marked by notable diversity,
fragmentation, and complexity. In contrast to the more unified industries found in China, the
United States, and Canada, the legal, sociocultural, and economic disparities among EU
member states, including neighboring countries like Belgium and the Netherlands, are

substantial.

As stated by Nieborg and de Kloet (2016), in spite of the existing diversity, there are several
notable European frameworks in terms of policy and culture that promote the unity of the
European gaming industry. To begin with, various European policy frameworks and regulations
exist, including the "Pan European Game Information" (PEGI) age-rating system, which is
supported by a growing number of integrated policy initiatives. Additionally, EU-specific legal
structures play a crucial role in further integrating markets and influencing the development
and distribution of games. Furthermore, numerous European funding and support programs,
amounting to billions of euros, are available, such as the European Regional Development Fund,
EU research grants, and various development subsidies. On a cultural front, significant industry
events emphasize the EU as a cohesive entity, including the annual GamesCom trade fair in
Cologne, the European GameOn conference, CasualConnect Europe, GDC Europe,
GameConnection Europe, and Games for Health Europe. These events are widely recognized
and promoted as distinctly "European" rather than being identified solely with specific countries

like the Netherlands or Germany.

10


https://pegi.info/it

1.1.2 Comparing volumes and revenues

European regions are leading the transformation of business models and the transition to
digital distribution, while simultaneously significantly broadening their consumer base. In this
context, how does the European gaming industry measure up against its counterparts in the
USA and Asia?

Taking into examination the report of the European commission (EU-VGS 2023), three main

elements that advocate for the difference between these major areas have been identified:

1. Overall size of the European market in terms of consumer expenditure.

2. The number of active players serves as an indirect indicator of the potential consumer
base.

3. The scale of local industries can be assessed through revenue figures and employment
statistics.

Contributing to this discussion is Statista, a prominent global platform for data and business
intelligence, which features an extensive assortment of statistics, reports, and insights on

upwards of 80,000 topics from 22,500 sources within 170 industries.

Statista’s collected data (2024) depicts that the European market is comparable in size to the
North American market, a finding supported by other recent analysis from business intelligence
firm Newzoo which estimates the global industry's worth at US$99.6 billion, with Europe and
North America accounting for half of this total (Wijman 2022). The most significant growth
sectors in terms of revenue are PC games, encompassing both browser-based and Massive
Multiplayer Online games, as well as the mobile application segment. Notably, individual
European markets exhibit distinct variations in sub-segment sales; for instance, while the
console market has historically thrived in Spain (Garin and Martinez, 2015) the PC gaming

segment holds a substantial presence in Germany (Lange and Liebe, 2015).

Game-related revenue in a domestic market does not necessarily translate into a higher
number of local game studios, employees, or investment. For example, in her study of the Polish,
Swedish, and German game industries, Teipen (2008) found that these countries have a
significant number of independent studios. Yet, their position represents the weakest one in the
global value chain. Today, the majority of game developers are still located in the northern part

of the Eurozone.
Given the above-mentioned disparities and lack of full cohesion among the European
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gaming industry, we may be left with a surging question: Taking into account a diverse
environment, should Europe implement unified regulations and restrictions in order to protect

users' rights? This matter will be addressed at the conclusion of Chapter 3.

1.2 Videogames in China

Following the examination of the disparities inherent in the European gaming industry, the
focus now transitions to an analysis of the video game sector and market in China. This chapter
will utilize statistics as a means of comparison, while also exploring the peculiarities embedded
within the video game industry as the Chinese identity and cohesion moves alongside the

products offered.

1.2.1 Volume, Revenue, and Key Statistics

According to Partners (2024), China boasts over 722 million gamers, making it the largest
video game market globally. This growth is largely driven by the country's digital
transformation, with the younger demographic being central to the rising demand. As
emphasized in the Global innovation Index (2016), the rising of China and India as large
markets and manufacturing powers has been one of the most important events in the 21st
century (Dutta et al. 2016). Furthermore, according to the Monetary Fund forecast (IMF-F
2024), China is by 2024 the largest economy in terms of Purchase Parity Power (PPP), while
the Chinese gross domestic product (GDP) has been further increasing, having its contribution
from 10,3% in 2002 to nearly a strong 26% in 2014 (Chen et al., 2018). The COVID-19
pandemic has further accelerated the use of applications and video games worldwide,
positioning the Chinese market as one of the most attractive opportunities for gaming
companies seeking to broaden their international presence (Clement, 2024).

The country’s economic growth didn’t only brought changes to the nature of the products
sold, but it also influenced the estimation of the market size during Covid-19. According to a
report made by Newzoo (Wijman 2022), provider of Gaming industry analytics, China games
market size in 2022 was estimated to reach $45.8 billion (EUR 44.46 billion), accounting for
25% of global market.

However, during the same year, the global games market took a small hit, having its total
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revenues drop by —5.1%. This data follows the explanation of years of lock-down fueled growth,
but it quickly found a way to regain the top of the market. Mobile games in China in 2024
accounted sales revenues of 16 billion yuan only by the month of April, totalizing a 1,93%
increase compared to March of the same year (Thomala, 2024), but many expectations are over
the roof: according to Partners (2024), videogames analysts and consultants, despite the fact
that the Chinese population is decreasing, the number of players is rising, accounting
expectations by 2027 of a 45% growth compared to the 45.8B by 2022; at the same time, by
2027, China will be home to 730 million gamers which market revenue will be split among 66%
mobile, 31% PC, and 3% console games.

Partners (2014) also underscores that Chinese consumers’ preference for gaming devices
(mobiles, PC or consoles) is quite different from their European counterpart. Chinese players
like to play games with mobiles more than with PCs. In China, mobile games contribute the
largest share of revenue in Chinese gaming market, making up 73% of the total in 2022; client-
side downloaded and browser games with PC the second biggest share of 25%; consoles and
other only 2%. The market share of mobile games in China surpassed the PC’s share for the
first time in 2016.

1.2.2 Traditions and Cultural Identity in the gaming industry

Recalling the nature of a diverse and clustered European gaming industry, the analysis turns
to explore the main characteristic of the Chinese gaming sector. As reported by Kshetri
(2010:10), online games in China have greatly contributed to a “genuine rise in nationalism”
among Chinese youth, who found online games as platform to express nationalistic and patriotic
longings. Furthermore, the author stresses the importance of a Chinese identity imbedded into
domestic products, a “Chineseness” that brings consumers to have strong national pride, where
multinational companies could “lose important segments by seeming too foreign.” At the same
time, the evolution of China’s market economy has taken a path that markedly contrasts with
that of the former “Communist block” countries, in Eastern Europe and the Soviet Union.

Unlike Russia, which adhered to Western economic recommendations, China has adeptly
integrated nationalism with Marxist principles (Shlapentokh and Shiraev, 2002). Currently, the
dynamics of Russia's engagement with Western economic policies and institutions have
significantly evolved, particularly since the early 2000s during Vladimir Putin's leadership and

in the aftermath of the 2014 annexation of Crimea, which triggered Western sanctions (Makio

13



and Fuccille, 2023). Chris Miller, professor of international History at Fletcher School at Tufts
University, has coined the term “Putinomics” to describe the economic policies implemented
by Putin since he took office in 1999, a term inspired by “Reaganomics.” He highlights how
deeply “Putinomics” has been integrated into Putin's approach to governance, which has not
only ensured its persistence but also solidified his popularity among Russians as a leader who
successfully revitalized the economy and improved the quality of life for citizens. In this context,
the author asserts that, contrary to the common perceptions in the West, the economic policies
of Russia under Putin have been largely strategic and executed with a high degree of consistency
and pragmatism, reflected in both the economic and political results achieved, as well as in the
enhancement of Putin's image (Miller, 2018).

As a portion of Russia’s patriotism can be seen reflected in China, a defining characteristic
of Chinese nationalism is instead its state endorsement, serving as an effort to address the
"ideological vacuum" created by the diminishing influence of socialism. Therefore, a major
difference between the European and the Chinese gaming industry can be clearly denoted: if on
one side we have a clustered but centralized system, later unified under the same European flag
by ideological simplicity, one the other side we have the Chinese system with is consistently
centralized by political action, which bolster a Chinese identity and political culture throughout
domestic products.

The two systems do not only present differences on an ideological and “soft power” level
but they also reflect distinct managerial structures and segmentation strategies within the

organization.

1. Policy environment. As China promulgated several laws and regulations on the protection of
minors and the Age-appropriate tips of online games, Europe has established a review system
and a standardize content management (PEGI). Furthermore, Chinese policies to introduce
game enterprises have been launched as a unified unit on the whole territory, while many

European countries provide government subsidies to the gaming industry on separate level.

2. Comprehensive R&D Capability. China’s gaming industry is entering a mature stage, where
the application of artificial intelligence, big data, 5G, cloud computing, and other
technologies has brought a new round of industrial Research and Development (R&D)
innovation. At the same time, China still lacks game engine technology compared to its

European competitors, asserting a certain gap between the two models.
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3. Distribution channel. Unlike China’s mobile gaming distribution channels which display a
certain level of app diversity, almost all those in Europe are system-centered, such as Apple
App Store and Android Google Play. As for the PC gaming, there are relatively few
distribution channels in China’s client gaming market, including Steam China Z&{<°F-15
Zhéngqi pingtdi, WeGame JR BTG Yudn téngxin yéuxi pingtdi, Souguo 145k
Sougou and other platforms. The Internet café scene also provides a convenient distribution
and promotion path for client gaming products. As for comparison, the development of client

gaming distribution channels in Europe is more stable, including Steam, Epic, GoG and other

major game platforms. The ecology of the console gaming market is mature and perfect.

4. User’s consumption Habits. Considering transaction on gaming related content, over half of
the Chinese gamers are willing to spend money in games, and the overall willingness is
strong. This habit is boosted by the presence of third-party payment service providers such
as WeChat payments and Alipay which makes it much more convenient for users to top up
game accounts. Instead, European providers base their systems on pre-paid cards, which

adds several steps to the in-game purchase.
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2. The role of microtransactions in the videogame world

In recent times, there has been an increased focus on exploring the relationship between
microtransactions, gaming, and gambling. This chapter aims to synthesize the evidence
regarding the connection between microtransactions, the predatory practices of games targeting
high-end consumers, and gambling addiction, with a primary emphasis on the adverse
pathological effects that may impact individuals. It will also outline the key characteristics of
Gacha games and free-to-play (F2P) games, both of which are closely linked to mechanisms
such as Loot Boxes and the psychological consequences. Finally, the discussion will transition
to a global perspective, comparing the current regulatory framework in China and Europe, while

considering both legal constraints and societal norms.

2.1 Microtransaction and Loot Box

Internet addiction is characterized by an excessive and compulsive engagement with the
Internet, resulting in detrimental effects on various facets of an individual's life, including social
interactions, work performance, and mental health. Similarly, addictive gambling, often
referred to as gambling addiction or pathological gambling, manifests as an overwhelming
compulsion to gamble, regardless of the adverse repercussions it may impose on an individual’s
life. (Raneri et al., 2022)

Internet addiction and gambling addiction can have profound psycho-social and emotional
effects on individuals, especially in the context of video gaming. Excessive engagement with
the Internet, particularly through online gaming, may result in social withdrawal, deteriorating
personal relationships, and reduced effectiveness in academic or work environments.
Additionally, it can foster feelings of anxiety, depression, isolation, and diminished self-worth.
(Raneri et al., 2022)

When gambling addiction intersects with video games that feature gambling-like elements,
products such as loot boxes or virtual currencies arise in the market, which can lead to serious
financial difficulties, accumulating debt, and potential legal complications. Loot boxes, also
called prize crates or loot crates, are virtual items that can be consumed, allowing players to
exchange it for a randomized assortment of additional virtual items or loot. These items may
include basic customization features for a player's avatar or character, as well as significant

equipment like weapons and armor that can alter and facilitate gameplay. When considering
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loot boxes and gambling addiction, it becomes essential to discuss Gacha games, a genre that
primarily revolves around these straightforward concepts. Opening a loot box in a Gacha game
is equivalent to "drawing" the Gacha. The primary distinction between Gacha and loot box
games is that the former have an essential element of gameplay that depends on Gacha, whereas
non-Gacha games with loot boxes typically feature items that have less of an effect on gameplay.
Loot boxes and Gacha games’ features and implications will be further discussed in the
following chapters 2.1 and 2.4.
The relentless chase for rewards and the excitement of winning can establish a cycle of
compulsive behavior and reward-seeking, intensifying the addiction. The psycho-social
ramifications may encompass strained interpersonal relationships, erosion of trust, and an
overall decline in personal well-being. (Raneri et al., 2022)

Given the definition and repercussions of these two psychological mechanics, a question
may arise: without considering the potentially unethical motives of companies regarding their
customers, in what ways can the gaming industry leverage and incorporate elements that foster
gaming addiction within their products?

“Free to Play” games (F2P), which are defined as a game that you can download, install,
and play for free (Doris Zhong, 2024). Main feature of these games is the possibility of
encounter “Microtransaction,” consequently defined as currency of items bought by the player
using real money in transactions that are not linked with the purchase of the “based game.”
Microtransactions manifest in various formats, including one-time purchases, limited time
offers, or permanent sales (for instance, an item available for purchase for 24 hours or
indefinitely). They may also appear as random purchases, commonly referred to as 'loot boxes.'
While some microtransactions in video games do not necessitate real money, those that involve
actual currency have emerged as a prevalent business model in the gaming industry (Tomi¢,
2017). Loot boxes yield in-game rewards based on chance when opened, with players
purchasing them in hopes of acquiring rare or valuable items that exceed the cost of the loot
box (Shinkawa et al., 2021). In certain games, opening loot boxes requires 'keys,' which can
sometimes be earned alongside loot boxes without spending real money (Shinkawa et al. 2021).
Nevertheless, they are frequently bought with real-world currency.

Both loot boxes and gambling involve individuals risking money on uncertain outcomes
with the aim of obtaining high-value rewards (Zendle and Cairns, 2018). The experience of
opening loot boxes is often enhanced by engaging effects such as sounds and lights, akin to the
atmosphere found in traditional gambling settings (for example, the auditory and visual stimuli

triggered by winning on a slot machine). The rewards from gambling share similarities with
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those gained from loot boxes, primarily due to the importance of intermittent reinforcement.
This principle occurs when rewards are dispensed in an unpredictable manner and at irregular
intervals. Not every loot box guarantees a valuable item (i.e., a win) consistently; rather,
rewards are received sporadically, much like in gambling scenarios. The resemblance between
loot boxes and gambling has raised concerns that the acquisition of loot boxes could potentially

initiate or intensify symptoms associated with gambling disorders. (Zendle & Cairns, 2018)

2.2 Microtransaction in Gacha games

Gacha games represent one of the most prosperous segments within the mobile gaming
industry. Originating in 2011, the majority of these games are available at no cost to players.
The defining feature of Gacha games is the Gacha draw system, which operates similarly to a
raffle or lottery. Players utilize in-game currency to obtain new characters or weapons, and if
they lack sufficient currency, they have the option to purchase it with real money. Gacha games
have ascended to the pinnacle of mobile gaming, achieving remarkable popularity and revenue.
In 2016, the CESA committee urged its members to disclose the probabilities associated with
drawing each character. This regulation is now adhered to by all Gacha games (Doris Zhong,
2024).

Gacha games capitalize on players' emotional responses, including feelings of luck,
gratification, and uncertainty, to foster addiction and promote ongoing engagement. These
games take advantage of dopamine release and provide easy access for individuals of all ages,
which may result in increased susceptibility. Additionally, microtransactions within these
games enhance the gaming experience and contribute to higher expenditure (Laki¢, 2023).

Gacha games present a dual nature, being both entertaining and potentially hazardous due to
the significant time and financial commitment they demand. To improve the design of Gacha
games and encourage responsible gaming while mitigating the risk of addiction, Laki¢ (2023)
recollects eight main proposal that could facilitate users 'rights protection and fairness in an

unregulated gaming industry:

1. Transparency. Ensure clear communication regarding odds and pricing while preventing
an overabundance of duplicates.

2. Spending limitations. Establish in-game spending caps and offer alternative methods for
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earning currency.

3. Balanced rewards. Create systems that provide a gratifying progression experience for all
players.

4. Time-sensitive mechanics. Implement time-limited events to promote regular engagement
without encouraging excessive play.

5. Player support. Supply resources on responsible gaming practices and include contact
information for assistance.

6. Social features. Cultivate community involvement to help diminish excessive gaming.

7. Personalization. Enable customization options for player enjoyment that extend beyond
Gacha draws.

8. Ongoing evaluations. Regularly assess gameplay trends and actively seek player feedback.

These regulations proposal would be effective considering a gaming industry that is not
already strictly controlled, but since the implementation of “Notice of the State Press and
Publication Administration on Preventing Minors from Becoming Addicted to Online Games”
in 2019, China decide to undergo another pathway. As reported by AppInChina (2020), leading
company for foreign app and marketing in China, the Chinese government filed a series of
restrictions in order to mitigate the spreading gaming addiction directly related to loot boxes.

Purchases of loot boxes are prohibited using both real and virtual currencies. Unfortunately,
China’s loot box laws are difficult to police, and they tend to be enforced unevenly, therefore
Loot box are often implemented exploiting legal ambiguates, such as considering them as “free

bonus” for the purchase.

1. The contents of loot boxes must be obtainable through alternative methods.

2. The use of compulsion loops is strictly forbidden.

3. Developers are required to reveal the probabilities associated with individual items within
loot boxes. Ensure that these probabilities accurately reflect the actual outcomes over time.
For instance, if an item has a 10% chance of being obtained, it must indeed appear once a
player has opened ten loot boxes. Consequently, players are assured of receiving at least
one rare item after opening a specified number of loot boxes.

4. A publicly accessible log of loot box results from the past 90 days.

Clear in-game display of a players daily limit showing how many “loot box™ opens they

have left.
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Publishers are required to restrict the number of loot boxes that a player may open within a
single day and to provide a transparent in-game indicator that informs the player of the

remaining number of openings available. Specifically:

1. No more than 30 single loot boxes in a day
2. No more than 3 “10x” loot box bundles in a day

3. No more than 50 boxes total in a day.

After analyzing the influence of microtransactions on the gaming market and the strategies
employed by loot boxes to engage consumers, this paper will proceed to investigate and contrast
the regulatory systems pertaining to online gambling in China and Europe. It will assess how

the differences in their gaming industries translate into distinct legal frameworks.

2.3 EU regulations against gambling and loot boxes

The overarching regulations of the European Union concerning consumer protection are, in

some parts, applicable to loot boxes. This framework encompasses several directives, including:

1. Consumer Rights Directive, (EC-201183, 2011) of the European Parliament and of the
Council of 25 October 2011

2. Unfair Commercial Practices Directive of 2005 and following amendments /2019, 2024,
(2005/29/EC)

3. Unfair Terms in Consumer Contracts Directive of 1993 (EEC 93/13/(2019))

These directives govern various aspects, such as consumers' rights to receive pre-purchase
information, the ability to cancel contracts, and the prohibition of misleading and aggressive
marketing practices. However, the European Union's legislative authority in the realm of
gambling policy is somewhat constrained.

While gambling services are included under the provisions related to services in the Treaties,
the European Court of Justice has acknowledged that the unique characteristics of gambling
warrant a significant degree of national discretion in the regulation of this sector (Cerulli-Harms
et al, 2020). Consequently, there is no specific EU legislation dedicated to gambling.

Nonetheless, the European Commission has released multiple recommendations and
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communications addressing online gambling, particularly focusing on the protection of young
players.

The policy documents in question primarily focus on traditional gambling services,
including sports betting, casino games, and lotteries that are provided through electronic
platforms. However, online video games and loot boxes, as defined in this analysis, are not
specifically addressed. Given that these documents were established several years prior to the
onset of public discussions regarding loot boxes in 2017, it is improbable that the European
Commission aimed to directly address the matter of loot boxes through these recommendations.
In addition to these legislative measures, the European Commission, in collaboration with the
Consumer Protection Cooperation (CPC), undertook a joint enforcement initiative in 2013/2014
to enhance the safeguarding of children against in-app purchases in online gaming (European
Commission, 2014). This joint effort targeted major companies such as Apple, Google, and
ISFE, urging them to implement consumer protection strategies, including the prohibition of
the term "free" for games that incorporate in-app purchases (European Commission, 2014).
Moreover, in 2018, the Commission initiated a similar project specifically focused on loot boxes.
The CPC gathered and examined complaints regarding loot boxes and associated mechanisms
submitted to national consumer organizations.

The European Parliament has engaged in discussions regarding online gambling and has
passed three resolutions on the matter in 2009, 2011, and 2013, emphasizing the necessity for

robust consumer protection measures to accompany online gambling services.

1. Integrity of online gambling European Parliament resolution of 10 March 2009 on the
integrity of online gambling (2008/2215(INT))

2. Online gambling European Parliament resolution of 15 November 2011 on online
gambling in the Internal Market (2011/2084(INI))

3. European Parliament resolution of 10 September 2013 on online gambling in the
internal market (2012/2322(INI))

More recently, several Members of the European Parliament posed parliamentary inquiries
to the European Commission, seeking information about the Commission's initiatives and
strategies to address the issue of loot boxes (European Parliament, 2019a, 2019b, 2018). In
response, the Commission referenced the research conducted by the CPC, as well as general
EU consumer legislation, while highlighting the absence of specific EU legislation pertaining

to gambling. This discourse illustrates that, despite some interventions concerning online
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gambling and the safeguarding of minors, the European Union has yet to implement any
substantial targeted measures specifically addressing the issue of loot boxes.

There is currently no national legislation that specifically targets loot boxes. Rather, broader
national laws concerning contracts and consumer protection are applicable. Furthermore,
numerous national gambling authorities have examined the matter of loot boxes. Nonetheless,
the legal and regulatory framework remains inadequately harmonized among Member States,
with each Member State possessing its own interpretation of gambling. (Cerulli-Harms et al.,
2020)

But while the discussion is construed involving the legitimacy or not of loot boxes, previous
claims need to be recalled, as talking about “European regulations and interventions” calls out
for the inherit characteristic of Europe being a centralized gaming industry yet composed by
diversified clusters. As stated by Sammons (2023), differences on the implantations of
restrictions can already be found in European countries such as Belgium, Netherlands, Spain,
Finland, and Austria. For instance, according to Dutch legislation, it is illegal to offer a game
of chance without the appropriate permits. In 2018, the Dutch Gaming Authority prohibited loot
boxes, citing violations of gambling regulations. However, as concerns continue to emerge,
legal ambiguities are being exploited. The highest administrative court in the Netherlands (The
Administrative Jurisdiction Division of the Dutch State Council) emphasized the importance of
assessing whether a loot box constitutes a distinct and independent game (Sammons, 2023). If
it does not—an assertion the court recognized would apply usually—the subsequent inquiry is
whether the overall game is classified as a game of chance or skill. From this ruling, it appears
that the majority of loot boxes in various games are unlikely to fall under the view of Dutch
gambling laws. Most games necessitate skill, and loot boxes are typically an integral component
of those games.

As underscored by Sammons (2023), unlike the Netherlands, the Belgian Gaming
Commission announced in 2018 that all loot boxes purchasable with real money, whether
directly or indirectly, are legally classified as gambling. To provide gambling services in
Belgium, a company is required to obtain a gambling license. However, under the existing
regulations, video game loot boxes are not recognized as licensable products, which renders all
paid loot boxes as illegal gambling entities. Nevertheless, the enforcement of this ban has been
lax; 82% of the top 100 highest-grossing iPhone games in Belgium continued to earn revenue
through the sale of loot box products.

Both Spain and Finland have introduced legislative measures aimed at regulating loot boxes.

In 2022, the Spanish Ministry of Consumer Affairs released a draft bill concerning the
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regulation of loot boxes, which is part of a broader consultation process. This draft emphasizes
the importance of safeguarding minors from addictive behaviors. The proposed measures
encompass several key points, including: - A ban on minors accessing or utilizing loot boxes. -
The establishment of players' rights to receive information regarding costs and parental controls.
- Requirements for game developers to implement a “self-exclusion mechanism.” This
mechanism is akin to those found in traditional gambling, allowing users to temporarily suspend
their ability to activate loot boxes for a specified duration during which this option cannot be
reversed. Additionally, members of the Finnish Parliament have put forward a bill to classify
loot boxes as a form of gambling within Finland. Previously, there had been no attempts to

regulate loot boxes in the country.

2.4  An overview of the EU framework

Following the previous analysis concerning the main regulations within online gaming and
gambling instilled by the European parliament, a frame of conclusions can be adopted on the
matter. First, although the Consumer rights Directive and Unfair Commercial practices
Directive within EU consumer protection laws cover some dimensions of loot boxes, there is
currently no explicit EU legislation that specifically targets or regulate the implementation of
loot boxes in online games. The prevailing regulatory framework differs from the development
of targeted regulations and is largely oriented towards traditional gambling, which creates
regulatory ambiguity and voids in the oversight of loot boxes. Furthermore, the regulation of
loot boxes throughout Europe is inconsistent, as each State member pursue its own regulatory
framework. Nations such as Belgium and Netherlands have made efforts to categorize or limit
loot boxes under gambling legislation, however, the enforcement and interpretations differ,
resulting in loopholes and in a lack of uniformity within the EU.

Lastly, countries such as Spain and Finland construe a glimmer of hope, as their slowing
moving towards more comprehensive regulations for loot boxes, especially aimed at protecting
minors from potential gambling related issues. This trend indicates an increasing awareness of
the risks linked to loot boxes and a shift towards more stringent national governance.

Table 1 “Europe’s framework of regulations” report and sum up Europe’s present state of

regulations against online gambling.
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Table 1: Europe’s framework of regulations

EC-201183, 2011

EC 2005/29

EEC 93/13

(INI) 2008/2215

(INT) 2011/2084

(INI) 2012/2322

Consumer Rights Directive and of the
Council of 25 October 2011

Unfair Commercial Practices Directive
of 2005 and following amendments
/2019, 2024

Unfair Terms in Consumer Contracts
Directive of 1993.

Integrity of online gambling European

Parliament resolution of 10 March 2009
on the integrity of online gambling

Online gambling European Parliament
resolution of 15 November 2011 on

online gambling in the Internal Market

European Parliament resolution of 10
September 2013 on online gambling in
the internal market
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Through the achievement of a high level of
consumer protection, contribute to the proper
functioning of the internal market by
approximating certain aspects of the laws,
regulations and administrative provisions of
the Member States concerning contracts
concluded between consumers and traders.

Defines the unfair business-to-consumer
commercial practices that are prohibited in the
European Union (EU);

Applies to any act or omission directly related
to the promotion, sale, or supply of a product
by a trader to consumers, protecting the
economic interests of consumers before, during
and after a commercial transaction has taken
place;

Ensures the same level of protection to all
consumers irrespective of the place of purchase
or sale in the EU.

Approximate the laws, regulations and
administrative provisions of the Member States
relating to unfair terms in contracts concluded
between a seller or supplier and a consumer.

Online gambling as a transparent sector that
safeguards the public and consumer interests
Tackling fraud and other forms of criminal
behavior

Prevention of consumer detriment

Subsidiarity principle and European added
value
Code of Conduct

Monitoring and research

Specific nature of the online gambling sector
and consumer protection
Compliance with EU law

Money laundering

Integrity of sports and gambling operators



2.5  China’s regulations and restriction history

The history of the regulations and restriction on videogames in China has been outlined in a
detailed article published on KOMVOY (2024), a digital platform published 2019 under the
name Konvoy Capital LCC. Konvoy invests in early-stage gaming and IT companies, focusing
on gaming, software, and internet services industries. Their geographical spread includes North
America, Asia, and Europe. The content of this section relies primarily on that account.

China’s negative view on videogames and its related industry goes back in years, specifically
to 1971, upon China’s decision to join the United Nations and to open its market towards foreign
investments. The Chinese Communist Party has historically regarded gaming as a detrimental
force for society, characterizing it as "spiritual pollution" and claiming that it distracts students
from their academic pursuits. It is not surprising matter if we take into consideration the belief

directly inherited from Deng Xiao Ping ideology, who's famous motif =2 1k, P4 H

Zhongxué wei ti, xixué wei yong ‘Chinese Learning as Substance, Western Learning for
Application’ characterized deeply that period and led the government to implement strict
approval requirements for game title releases, maintaining a high tax on gaming-related imports.
As a result, game consoles were taxed at 130%, which effectively barred foreign gaming
companies from taking hold in the country. Chinese gamers gravitated towards domestically

manufactured consoles, such as the /NETE Xido bawdng ‘Subor,” which was introduced in

1993 as an educational device but also had the capability to play NES games. While parents in
China purchased these consoles for their children’s educational purposes, the children
discovered met Nintendo Entertainment System (NES) games on them. The domestic console,
along with other local gaming systems and the counterfeit games they supported, fell under the

broader classification of [1|Z& Shanzhai ‘counterfeit’ referring to counterfeit products in China

that imitated foreign counterparts while being adapted for the local market (Brouard, 2018). As
gaming gained traction in China, state media and public perception became increasingly
unfavorable and quickly lost his support to the local legislation, ultimately resulting in
government interventions in the industry (Sarah Liao, 2016).

In response to concerns regarding the detrimental impact of gaming on the mental well-being
of its youth, the Chinese Communist Party (CCP) implemented its first significant restrictions
on video gaming in the year 2000 (Carsten, 2014) This initiative included a ban on foreign
gaming consoles, a prohibition that was eventually lifted in 2015, as well as the censorship of

gaming content, as underscored in the digital platform KONVOY (2024). Instead of reducing
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gaming activity, these regulations inadvertently created opportunities for local internet cafes,

known as WIE Wangba ‘Internet café,’ to flourish in the absence of foreign consoles. In 2000,

approximately 40,000 /X NE Wdingba ‘Internet café’ internet cafes were operating in China, and

by 2002, this figure had surged to over 110,000 (Haiqing Yu, 2018).

As underscored in the previously mentioned platform KONVOY (2024), the expansion of
PC gaming, coupled with the financial capabilities of Chinese gamers—who found traditional
game purchases prohibitively expensive—along with the rise of imitation games, contributed
to the emergence of online free-to-play games in the region. These games feature minimal entry
barriers, as they are free to access, and are resistant to duplication since the gaming experience
occurs online with official servers available for all to join. Additionally, they facilitate gradual
monetization of users through in-game purchases over time. Throughout the mid to late 2000s,
this monetization strategy became widespread in Chinese gaming and other international
markets.

As mentioned in the previously quoted account, in the early 2000s, the proliferation of
mobile phones began, accompanied by rapid advancements in smartphone technology. The
release of the iPhone in 2007 marked a significant milestone in the gaming sector. At the time
of the iPhone's introduction, the global gaming industry was valued at approximately $42
billion, with mobile gaming representing a minimal portion of the overall market. By 2023, the
gaming industry has expanded to an estimated worth of $184 billion, with mobile gaming
contributing to nearly half of the total revenue. The introduction of the iPhone and the
widespread adoption of smartphones over the past 15 years have led to a remarkable surge in
the global gaming industry, particularly in China. Given that many Chinese consumers lacked
personal computers, mobile smartphones emerged as the primary and often the only device for

internet connectivity among most users.

2.6 China’s present state of regulations against gaming addiction

China was among the pioneering nations to acknowledge the risks of addiction associated
with the Internet, video games, and various forms of digital media. As a matter of fact, in 2008,
it became the first country to officially categorize Internet addiction as a clinical disorder by
establishing “Clinical Diagnostic Criteria” for this condition (PRC - CPS, 2008). In 2015, the
Chinese government discovered that over 500 million citizens aged five and older, which

accounts for nearly half of the population, experienced some degree of myopia. Although video
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games were not the sole cause of this issue, the government believed it was necessary to limit
the amount of time young people spent playing video games (BBC, 2018). China has taken
measures to address youth addiction to video games by implementing regulations that video
game publishers must follow, specifically targeting the limitation of continuous playtime for
children. As early as 2005, the Ministry of Culture in China initiated various public health

initiatives to tackle issues related to gaming and internet disorders (Dickie, 2005).

I will sum hereinafter the main restrictions stipulated and applied by the Chinese government
in order to protect and regulate the internet usage of adolescent and to put restriction on China’s

game publishers.

2007 XRTRIPRMEANFORREEIEM LB B E RGHBH  Guanyiu bdohi wéi
chéngnian rén shénxin jiankang shishi wangluo youxi fang chénmi xitong de tongzhi
‘Online Game Anti-Addiction System Development Standard’

One of the initial systems mandated by the EZ | #E B 2 F Gudjia gudangbo dianshi zongji
‘SAPPRFT - State Administration of Press, Publication, Radio, Film and Television’ which

aimed to regulate the internet usage of adolescents by restricting daily gaming time to three

hours per day and necessitating user identification for online gaming activities.

2013 RAEREANEEX R G/ TR LEA R Wei chéngnian rén wangluo youxi chéng
yin zonghé fangzhi gongchéng gongzuo fang'an ‘Comprehensive Prevention Program Plan
for Minors’

As an additional measure, the Ministry of culture proposed the above plan with the goal of
conducting research on prevalence, and developing diagnostic tools and intervention models on
the matter since Internet gaming addiction is a recognized disorder in mainland China, and

affected individuals may obtain treatment at specialist outpatient clinics in mainland China

(King, 2018)

2016  TEFNHERRBINTE Yidong youxi néirong guifan ‘Mobile Game Content Standard’

In addition to the types of games that are not allowed, the above regulation designs
restrictions on content, referring to language, script, story, maps, character design, music, and

advertisement. For example, mobile games cannot include any content that opposes the basic
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principles established by the Constitution, endangers national unity, distort historical facts,
depicts religious activities, depicts obscenity or pornography, nudity, and homosexuality.
Content that endangers cultural traditions, promotes drugs, includes gambling, or provides

exchange of cash or virtual currency, encourages minors to use tobacco or get married.

2019 KFBHIERAEANTTEK ML 3 X%k 898 F Guanyu fangzhi weéi chéngnian rén chénmi
wangluo youxi de tongzhi ‘Notice of the State Press and Publication Administration on
Preventing Minors from Becoming Addicted to Online Games’

A legislation introduced in November 2019 restricts individuals under the age of 18 to a
maximum of 90 minutes of video game play during weekdays and three hours on weekends.
Furthermore, gaming is prohibited from 10 p.m. to 8 a.m. Game publishers are mandated to
implement these restrictions based on user login data. In addition, the law imposes a cap on the
amount players can allocate to microtransactions, which varies between approximately $28 and

$57 per month, contingent upon the player's age.

2020 FEARFEMEXRBEARIPE-F L+ HEK Zhonghud rénmin gonghéguo wei
chéngnian rén bdohu fa-di qishiwi tiao ‘Minors Protection Law of China’

In September 2020, the government implemented its own name-based authentication system

to be made available to all companies to uphold these laws.

2021 830 #Al: KT H—H AR EIEYILE LR AE N TR M 45X Ay B A 830 Xin gul:
Guanyu jinyibu yangé guanli qié shi fangzhi wei chéngnian rén chénmi wangluo youxi
de tongzhi ‘Notice of the National Press and Publication Administration on Further Strict
Management and Effective Prevention of Minors' Addiction to Online Games’

In August 2021, NPPA (Former SAPPRFT) implemented additional restrictions on the
duration of online gaming for minors, limiting their playtime to one hour per day on Fridays,
Saturdays, Sundays, and public holidays, specifically from 8 to 9 PM. Furthermore, these
regulations established spending limits for minors, capping monthly expenditures at 200 yuan

for individuals aged 8 to 16, and at 400 yuan for those aged 16 to 18.
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2023

W& B IRk CRRUERE M) Wiangluo youxi gudnli banfd (cdo'an zhéngqiu

yijian gdo) ‘Measures for the Management of Online Games - Draft for Solicitation of

Comments’

In December 2023, NPPA introduced new proposed regulations intended to decrease the

duration of gameplay among citizens and curtail in-game expenditures. These regulations

would prohibit games from offering daily or initial login rewards and impose restrictions on the

amount of virtual currency players may retain in their in-game wallets. The measures seem to

specifically target massively multiplayer online games (MMOs) and Gacha games, which are

widely popular in China.

Table 2 “China’s framework of regulations” report and sum up China’s present state of

regulations against online gambling and gaming addiction.

Table 2: China’s framework of regulations

(2007) % FRIPRAEF
A B R K PO 285 X
Bn R R G aiE A

(2013) FRANE A RIZE XL
BBE e eI EIES

==

=

(2016) B3k B

+
B

(2019) & F-BHLEARRF A
VUK DO 48 1 X 388 AT

Online Game Anti-
Addiction System
Development Standard
(SXIJK)

Comprehensive Prevention
Program Plan for Minors’
(CYZHFZ2)

Mobile Game Content
Standard’ (YDYX)

Notice of the State Press
and Publication
Administration on
Preventing Minors from
Becoming Addicted to
Online Games’
(FZCMWL)

29

Research  for guidelines towards the

regulations of gaming time

Tools for the draft of a first system of
identification in video games

Diagnostic tools against gaming addiction

Issuing NPPA Gaming licenses
Regulating updates and new contents

Advocate for information transparency

Registration on real identity
Strict period for minors gaming time rules
Expenditures limitations for minors

Age warning system



(2020) EP i'JQ A E ;E ;FD Minors Protection Law of @ Prohibition to embedding links of advertising

REE AR+ China (BHE)

f % classification

Formalization of  national standards

(202 1) 830 a‘fﬁ%ﬂ . % F ]}_F Notice of the National Press Further reduction of gaming time for minors

and Publication

— T%%; B bij ﬂ:ﬁi Administration on Further
B A ITURE W25 55 % A8 | Strict Management and

41 Effective Prevention of Further implementation of the real identity

Minors' Addiction to Online system
Games’ (830XG)

(202 3) PO £ 555 3% %: 8 Measures for the Protection of minors and content regulation
R O(BEREKELR) Management of Online Management of economic transactions and
Games - Draft for microtransactions

Solicitation of Comments’ Operational regulations and corporate

(GLBF) responsibilities

2.7 Interim conclusions

The trajectory of video game regulation in China reveals a persistent governmental
viewpoint that regards gaming as a potential societal detriment, particularly for the youth. This
stance sharply contrasts with the regulatory framework in Europe, which is still characterized
as relatively underdeveloped. As a matter of fact, By the 2000s, Chinese authorities began to
formally confront concerns regarding gaming addiction, instituting regulatory measures to
restrict minors' access to video games. Early initiatives, such as the 2007 anti-addiction system,
aimed to limit the daily gaming hours for minors and required user identification. Over the
years, these regulations became stricter, culminating in the 2021 rule that restricts gaming time
for minors to a mere hour per day on weekends and public holidays. These measures have been
accompanied by increasingly stringent policies on gaming content and monetization strategies,
reflecting China's broader apprehensions towards the impacts of gaming. The Chinese
government has continually refined its regulatory approach, leading to recent initiatives aimed
at curbing the influence of mobile and online gaming, especially among minors. The proposed
regulations for 2023 further depict the state's commitment to regulating both gameplay and in-

game spending, particularly targeting popular game types and Gachas.
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3. The EU framework for consumer protection

This section will provide a summary of the key aspects of the European regulatory
framework, highlighting its strengths, such as the successful implementation of regulations that
have afforded a certain degree of protection for consumer rights. Additionally, it will address
its weaknesses, noting that the fragmented nature of the regulatory system necessitates further

efforts to effectively demonstrate improvements.
3.1  The EEC Directive 93/13: Integrating diverse legal provisions

The EEC Directive 93/13, which came into effect on April 5, 1993, establishes a foundational
framework for consumer protection regulations within the European Union. Its primary
objective is to create a harmonized standard of consumer protection by integrating the diverse
legal provisions of member states that pertain to unfair contractual terms between professionals
and consumers. The Directive includes a wide range of contracts, whether they are written or
oral, without imposing specific limitations, while also providing a proper methodology for
identifying unfair terms. A contractual clause is recognized as unfair if it has not been
individually negotiated and results in a significant imbalance in the rights and obligations of

the parties, thereby adversely affecting the consumer.

This evaluation is based on the principle of good faith, which requires professionals to take into
account the legitimate interests of consumers. The Directive places significant emphasis on
transparency and clarity in contract drafting, requiring that all terms be expressed in a clear and
understandable manner. In cases of uncertainty, the interpretation that is most favorable to the
consumer must be adopted. This principle strives to ensure that consumers are fully aware of
the contract terms and are not faced with misleading clauses.

A particularly important aspect is the annex of the Directive, which presents a non-
exhaustive list of clauses deemed abusive. This list includes, for instance, clauses that limit the
liability of the professional or allow unilateral changes to the contract without valid
justifications. The list is not comprehensive, thereby granting member states the opportunity to

expand it or implement more stringent regulations.
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The EEC Directive 93/13 serves as a significant tool for consumer protection against unfair
contractual clauses; however, due to its time of drafting, it exhibits excessive generality when
applied to digital transactions, such as microtransactions in video games. Originally designed
for traditional contracts, the Directive lacks specific definitions that could differentiate among
the nature of digital transactions, including in-app purchases, virtual currencies, and loot boxes.
This limitation complicates the identification of unfair clauses within a context characterized
by intangible products that vary in value and nature. Furthermore, while it prohibits practices
contrary to good faith, the Directive does not directly address the manipulative psychological
techniques often associated with microtransactions in video games. Strategies such as the use
of countdown timers, emotional incentives, or implicit pressures to purchase are not clearly
mentioned within the categories of abuse, yet they significantly influence consumers' economic
decisions. Another limitation of the Directive its insufficient ability in addressing iterative
transactions, which are typical of microtransactions and do not constitute a single contract but
rather a series of repeated purchases over time. This fragmented approach leads to an evaluation
of the overall relationship between consumers and producers, overlooking the cumulative and

potentially harmful effects that such transactions may generate.

3.2 The EC Directive 2005/29: Addressing unfair commercial practices

The EC Directive 2005/29 represents a significant advancement in European regulation
aimed at consumer protection, broadening the scope established by the EEC Directive 93/13.
While the latter focuses on abusive clauses in contracts between professionals and consumers,
The EC Directive 2005/29 takes a more complete approach, seeking to uniform the regulation
of unfair commercial practices across Europe.

One of the significant changes introduced is the prohibition of unfair commercial practices,
which surpasses the previous fragmented approach. This prohibition applies to any behavior
that violates professional diligence or significantly affect the economic behavior of the
consumer. The broad scope of this provision allows for the addressing of previous regulatory
gaps, therefore enabling a response to a wider range of situations. Moreover, the Directive
categorizes unfair practices into two main types: misleading and aggressive practices.
Misleading practices represent both actions and omissions that may affect consumer choices,
such as providing false or ambiguous information or failing to disclose essential data related to

the product or service. Differently, aggressive practices involve behaviors that restrict the
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consumer's freedom of choice through harassment, coercion, or due to pressure. This distinction
facilitates more detailed and targeted regulation.

An additional innovation of the Directive is the acknowledgment of vulnerable consumer
groups, such as children, the elderly, and individuals with disabilities. The assessment of the
fairness of a commercial practice aimed at these groups must take into account the specific
characteristics of the average consumer within these categories. This approach establishes a
higher level of protection compared to the uniform perspective of the "average consumer"
adopted in the EEC Directive 93/13.

Another peculiar aspect is the introduction of a list of practices deemed inherently unfair,
regardless of the context. This list, included in the annex to the Directive, enhances legal
certainty for both consumers and businesses by eliminating different interpretations. Among
these practices are misleading advertising that copies editorial content without clearly
indicating its commercial intent, false claims that a product will only be available for a limited
time to prompt impulsive decisions, and direct appeals to children to influence parental
purchasing decisions. The Directive establishes legal and administrative measures to combat
unfair practices, leading consumer protection organizations to initiate legal actions or refer
improper practices to the relevant authorities. To ensure the effectiveness of the regulatory
framework, it also mandates that penalties for violations be proportionate, deterrent, and

effective.

Although the EC Directive 2005/29 marks a significant advancement in consumer protection
against unfair commercial practices, its regulatory framework would still depict certain
limitations concerning microtransactions in video games.

The Directive does not include specific provisions concerning digital transactions, which
form the foundation of microtransactions. The definition of unfair practices is deeply rooted in
general concepts such as professional diligence, misleading practices, and aggressive tactics;
however, it does not address the unique complexities associated with microtransactions.

An additional evident limitation is related directly to loot boxes; although the Directive
prohibits manipulative practices, it does not provide mechanisms to address systems that exploit
uncertainty and the desire to obtain rare items, significantly influencing consumer economic
behavior. The lack of transparency obligations, such as the disclosure of winning probabilities,
complicates the assurance that consumers can make fully informed choices. Although the
Directive prohibits aggressive practices, there is a lack of clear regulation to address techniques

that generate an artificial sense of urgency. Furthermore, the incorporation of elements to

33



encourage purchases makes it challenging to differentiate these practices from standard gaming
dynamics, thereby complicating the enforcement of regulations.

Lastly, the Directive acknowledges the necessity of protecting vulnerable consumers, such
as children; however, it lacks detailed provisions to address practices aimed at exploiting their
inexperience. In the realm of video games, children constitute a significant portion of the
audience and are frequently exposed to incentives for making microtransactions. Current
regulations do not impose specific restrictions on minors' access to paid content, nor do they

require developers to implement age verification mechanisms or provide parental control.

3.3  The Directive (INI) 2008/2215: Addressing the risks of digital practices

The Directive on the integrity of Online Gambling 2008/2215 presents several enhancements
compared to the EC Directive 2005/29, putting more emphasis on the need to regulate emerging
digital practices and the associated risks. It is characterized by a more detailed approach aimed
at addressing the specificities of online gambling, which is acknowledged as a rapidly growing
phenomenon with detriment implications for consumers.

The resolution identifies certain intrinsic characteristics of online gambling that makes it
particularly dangerous for consumers. Continuous access, the lack of social constraints, and the
ability to use large sums in a short period significantly increase the nature of the problem, such
as gambling addiction. In contrast to the EC Directive 2005/29, which addresses unfair practices
in a general manner, the resolution emphasizes the need to address these risks through specific
measures, such as capping the amounts of money that can be used within a given timeframe
and implementing self-limitation tools for players. In addition, the resolution acknowledges the
role of advertising and promotional practices in initiating gambling addiction and suggests
significant restrictions to protect consumers. It particularly depicts that aggressive advertising
and free demonstrations can encourage problematic behaviors, especially among vulnerable
consumers. Therefore, it is recommended to either prohibit or strictly regulate these practices,
including imposing limits on the promotion of bonuses and free credits, which often lead
players to spend more than they initially intended.

Another important advancement is the proposal for minimum standards for online gambling,
which would include age restrictions, prohibitions on credit schemes and bonuses, as well as
transparency for information regarding the risks associated with gambling. These standards aim

to establish a safer gaming environment, safeguarding consumers from the predatory practices
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of certain operators. Furthermore, the resolution underscores the necessity for effective age
verification measures to prevent children and adolescents from accessing online gambling and
highlights the risks posed by free game demonstrations on websites, which may lure minors
into engaging in actual gambling activities. This specific focus results in recommendations to
prohibit promotions that have a direct impact on minors, further improving the provisions
outlined in the EC Directive 2005/29.

Despite the improvements introduced by the resolution, significant limitations still do not
ensure a proper protection for consumers in the context of microtransactions. While the
resolution addresses the issue of addiction, it does not sufficiently consider microtransactions
as a form of repetitive transaction that can have a cumulative financial impact on consumers.
Another critical issue is the lack of transparency obligations regarding the probability
mechanisms in loot boxes, which leaves consumers vulnerable to unethical practices.

Lastly, although the resolution suggests guidelines for monitoring the sector, it does not
establish binding norms to ensure uniform regulation, allowing member states the freedom to
adopt divergent approaches.

In conclusion, while the resolution introduces specific protective elements for the context of
online gambling, it fails to proper address all the emerging challenges of microtransactions in
video games, highlighting the need for more targeted regulatory interventions to ensure a

complete consumer protection.

3.4  The EC Directive-201183: Regulating distance contracts

The EC Directive-201183 marks yet again a significant advancement in the regulation of
consumer rights within the European Union, broadening the rules applicable to distance
contracts and contracts negotiated outside commercial premises. In contrast to the earlier
resolution, the EU Directive 2011/83 adopts a more comprehensive and integrated approach,
applicable to a wide array of commercial situations, including digital contexts.

The main innovation of the directive is the establishment of a uniform right of withdrawal,
which allows consumers to cancel a contract within 14 days without incurring any penalties.
This right, which also applies to distance contracts, is designed to protect consumers from
impulsive decisions made under pressure. Furthermore, the directive explicitly addresses digital
content, a rapidly growing sector, ensuring that consumers have rights concerning the

functionality of products.
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Despite the advancements brought about by EC Directive 2011/83, several limitations still
arise regarding its effectiveness in addressing microtransactions. Yet again, the directive lacks
specific regulations to govern loot box systems or iterative transactions, which are fundamental
aspects of the business models within the gaming industry.

As a matter of fact, the EC Directive 2011/83 stipulates that the right of withdrawal does not
apply to contracts for the supply of digital content, such as software, games, and virtual goods,
once the consumer has consented to immediate performance and has agreed to refuse the right
of withdrawal. This provision is frequently utilized by professionals, who incorporate such
conditions into the terms of service at the time of purchase or download of loot boxes.
Consequently, the buyer implicitly agrees to refuse the right of withdrawal upon utilizing the
digital content, such as when opening a loot box. Given its nature of being consumable products
that are immediately utilized and based on random elements, loot boxes present a specific
scenario in which the right of withdrawal is easily avoided. Professionals can design these
transactions so that the contents of the loot box are used or "consumed" immediately upon
purchase, thereby making withdrawal impossible.

One alternative strategy to avoid the right of withdrawal involves the use of virtual
currencies as intermediaries for the purchase of loot boxes. Consumers acquire virtual coins
with real money, which are then utilized to purchase loot boxes. In many instances, the purchase
agreement for the virtual coins is designed in such a way that it does not permit withdrawal, as
these are regarded as digital goods delivered immediately. Furthermore, once converted into
loot boxes or other virtual content, the transactions become irreversible, making it impossible
to recover the money spent.

Another commonly used mechanism by professionals involves the inclusion of hidden
contractual clauses within the terms and conditions, which further restrict or exclude the right
of withdrawal in ways that are difficult for consumers to detect. These clauses are often
embedded in long and complex documents that consumers rarely read before accepting. For
instance, many contractual clauses categorize digital goods, such as loot boxes, as "customized
goods" or "personalized services." According to the EC Directive 2011/83, goods that are made
to order or clearly customized are exempt from the right of withdrawal. Professionals may
exploit this definition by stating that each loot box is unique, as its content is generated

randomly at the time of purchase and assigned specifically to the user.
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At the same time, contractual clauses may also restrict the consumer's opportunity for
recourse by imposing limitations such as very short timeframes for filing complaints or

requiring proof that the digital content was defective.

3.5  The Directive (INI) 2011/2084: Addressing risks on online gambling

The European Parliament's Resolution on Online Gambling, dated November 15, 2011,
constitutes a significant regulatory intervention that broadens the topic surrounding previous
resolutions, such as the EC Directive 2005/29 concerning unfair commercial practices. This
Directive particularly emphasizes the necessity of protecting consumers within an increasingly
complex digital environment, while also taking into account the cross-border implications of
the sector. Therefore, the Resolution (INI) 2011/2084 adopts a targeted approach to the specific
risks associated with online gambling, such as addiction, fraud, and money laundering. It
acknowledges that online gambling has unique characteristics, including constant accessibility

and a lack of social oversight, which increases the risk of problematic behaviors.

One of the key innovations introduced by the Directive on Online Gambling 2011/2084 is
also the emphasis on the significance of a European approach to address the challenges
associated with online gambling. In a context where gambling activities frequently cross-
national borders, the resolution acknowledges that effective coordination among member states
is crucial to ensure uniform regulation and to protect consumers from illegal activities. To this
end, it advocates for cooperation among governments and national authorities to establish a
shared regulatory framework that can effectively tackle the issue of illegal online gambling. A
central element of this approach is the proposal to develop blacklists of unauthorized operators,
specifically platforms that do not comply with European or national regulations. Furthermore,
the resolution suggests practical measures to increase the effectiveness of these lists, such as
blocking financial transactions to members included on the blacklists.

In contrast to the EU Directive 2011/83, which primarily focuses on harmonizing general
consumer rights without addressing the specificities of the digital sector, Directive on Online
Gambling 2011/2084 adopts a targeted approach. It acknowledges that online gambling
possesses unique characteristics, such as ease of access and anonymity, which need more
complex control strategies. Cooperation among member states extends beyond mere

information exchange; it also involves the sharing of resources and technological tools to
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effectively monitor and combat illegal activities. Furthermore, the European approach increase
the European Union's ability to manage an integrated digital market, thereby reducing
regulatory disparities among member countries that could be exploited by illegal operators. The
Resolution recognizes that cross-border challenges cannot be tackled in isolation and that only
collective action can ensure a proper consumer protection in a rapidly evolving digital

environment.

3.6 The Directive (INI) 2012/2322: Preventing access by minors

The directive on Online gambling in the internal market 2012/2322 introduces several
enhancements that differentiate itself from previous directives, providing a more specific and
detailed framework to address the challenges. These innovations aim to protect consumers,
increase cooperation among member states, and mitigate the risks linked to online gambling,
which includes addiction, fraud, and the manipulation of sporting events.

One of the key innovations is the introduction of targeted measures aimed at protecting
vulnerable consumers, particularly minors and individuals at risk of addiction. The resolution
proposes a requirement to implement age verification mechanisms to prevent access by minors.
This proposal goes beyond previous directives, such as EU 2011/83, which did not include
specific provisions for the protection of minors in the digital context. Furthermore, the use of
self-limiting tools is recommended, enabling consumers to set time and spending limits to
manage their gaming behavior.

The resolution also places particular emphasis on the accountability of gambling operators.
It is recommended that platforms ensure greater transparency regarding winning odds by
providing clear information to consumers. This instead marks a significant advancement
compared to the EC Directive 2005/29, which prohibits misleading practices but does not
impose specific transparency obligations on the online gambling sector. Furthermore, the
resolution advocates for responsible advertising practices, suggesting that campaigns should
include warnings about the risks of addiction and be designed to avoid appealing to minors.

Lastly, the resolution places emphasis on the utilization of technology to enhance the
monitoring of online gambling activities. It advocates for the use of advanced tools to identify

problematic behaviors and suspicious activities, such as money laundering.
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3.7 Interim conclusions

The evolution of European directives has shown a gradual improvement in consumer
protection, transitioning from broad regulations such as the EC Directive 2005/29 on unfair
commercial practices to more targeted measures. Nevertheless, these advancements remain yet
insufficient to target the specific challenges posed by microtransactions and loot boxes in video
games.

Specifically, the lack of regulation regarding loot boxes within the European legal
framework presents several significant issues that put at risk consumers, particularly minors.
The failure to classify loot boxes as forms of gambling excludes them from existing regulations
designed to ensure transparency, protection, and the prevention of harmful behaviors. This
regulatory gap not only undermines consumer rights but also fosters an environment where
video game producers can exploit manipulative practices without facing the restrictions
applicable to traditional gambling activities.

One of the main issues is indeed the lack of transparency obligations regarding winning
probabilities. In traditional gambling, regulations state that operators provide clear and detailed
information about the chances of success, ensuring that consumers can make informed
decisions. However, this principle does not extend to loot boxes. Video game producers are not
required to disclose the probabilities of obtaining specific items or rewards, leaving consumers
unaware of the actual mechanisms underlying these systems. This absence of transparency
encourages impulsive and repeated behaviors, as players are motivated to try their luck in hopes
of acquiring high-value rewards, without a genuine understanding of the odds involved. The
lack of such information creates a problem of informational asymmetry, where video game
developers have a knowledge advantage over consumers, who are unable to rationally
understand the effectiveness of their purchases. This situation contrasts with the principles of
transparency and information outlined in other European regulations, that prohibit misleading
behaviors but do not specifically address the context of loot boxes. Furthermore, early exposure
to such practices can impact the cognitive and emotional development of minors, fostering a
positive association between spending and reward that makes them more susceptible to
manipulative marketing strategies in the future.

In addition, loot boxes do utilize sophisticated design techniques to create psychological
pressure and encourage repeated purchasing behaviors. Elements such as visual and auditory
effects, animations that mimic the opening of a prize, and countdown timers are specifically

crafted to evoke excitement and a desire to continue spending. These mechanisms,
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characteristic of gambling, are based on principles of behavioral psychology that exploit
cognitive vulnerabilities in players, such as the illusion of control and the near-miss
phenomenon, which leads consumers to believe they are close to obtaining a voluptuous reward.
Loot boxes exist in a gray area where such practices can be adopted without legal repercussions.

One often overlooked issue is also represented by the implicit economic value of items
acquired through loot boxes. While many jurisdictions define gambling as a transaction where
one can win money or financial equivalents, the digital items obtained from loot boxes can

frequently be traded in secondary markets, thereby assigning them a tangible economic value.
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4. The PRC framework against online addiction

This section will provide a summary of the key aspects of the Chinese regulatory framework,
briefly presented in Chapter 2, Table 3, highlighting its strengths, such as the successful
implementation of regulations that have afforded a certain degree of protection for consumer
rights. Additionally, it will address its weaknesses, noting that the overall Chinese approach

may have obtain the desired opposite effect, as it has been proven to lack effectiveness.

4.1  Addressing online game addiction (SXJK)

The initiative launched by the People's Republic of China in 2007 to address the issue of
online gaming addiction among minors serves as a significant example of regulatory
intervention aimed to protect the physical and psychological well-being of younger generations.

The increasing prevalence of online gaming, coupled with its ability to engage young
individuals for extended periods, has brought the issue of gaming addiction to the forefront of
public and political discourse in China. This phenomenon has been recognized as a factor that
can affect not only the academic performance and physical health of minors but also their social
and moral development. In response to this challenge, the Chinese government, through the
General Administration of Publication, has initiated a research and development process that
includes industry experts, educators, parents, and representatives from companies involved in
online gaming. This initiative has resulted in the establishment of the " Online Game Anti-
Addiction System Development Standard,” a technical regulation that outlines guidelines to
limit minors' gaming time through technological means.

The design and implementation of the addiction prevention system were carried out in
several phases. Initiated in 2005, the initial phase involved collaboration between the
government and leading companies in the sector to develop a solution capable of identifying
and restricting minors' access to online games based on predefined criteria. Following a period
of development and pilot testing, which concluded in 2006, the system was deemed ready for
nationwide application. To support the main system, an authentication tool based on real
identity was introduced, requiring users to register by providing and verifying personal
information. This measure aims to accurately identify underage people and to directly apply the
restrictions where needed. As of July 16, 2007, all companies within the sector were required

to implement the system in their online games; whether failed, they would have faced denial of
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approval or revocation of any licenses previously granted. The requirement for compliance with
the standards was extended not only to new games but also to those already in the publication
or operational testing phase. Companies that fail to adhere to the guidelines would have risked
facing severe penalties, including suspension of activities and revocation of permissions to

access network services.

The core of the restrictions focused on the permitted gaming time for minors, implementing
a system that applied progressive penalties upon reaching specific thresholds. During the initial
three hours of gameplay, the experience was entirely standard, granting full access to rewards
and points as outlined by the system. However, once the three consecutive hours were exceeded,
the system entered a phase themed as "exhaustion time", which resulted in a 50% reduction of
the rewards or points accumulated by the player. After five consecutive hours of play, the
system transitioned into a "dangerous" phase, where all benefits were completely nullified,
making it impossible for minors to earn further rewards or achieve significant progress. This
framework was designed to interrupt the gratification associated with continuous gaming,
actively discouraging addictive behavior.

Another essential aspect of the system was the requirement for regular breaks. Players
received on-screen notifications indicating that they had exceeded their time limits, giving them
the input to log off and avoid negative health effects. The enforcement of mandatory breaks
was intended not only as a technical measure to mitigate dependency but also as a means to
educate minors on more responsible time management.

Additional restrictions pertained to access to games during specific hours. In many instances,
minors were prohibited from playing during night hours, such as between 10:00 PM and 8:00
AM, to prevent gaming from interfering with sleep or academic activities. Moreover, the
system included economic restrictions aimed at limiting minors' exposure to financial reward
mechanisms. This particularly concerned the purchase of virtual goods or participation in
microtransactions, which in some cases could encourage compulsive behaviors and increase

the risk of addiction.

4.2 A comprehensive prevention plan for minors (CYZHFZ)

The plan published in 2013 by the People's Republic of China to address online gaming

addiction among minors serves as an important piece of regulation. Its structure highlights an
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organized approach aimed not only at preventing and managing online gaming addiction but
also at regulating the video game industry to mitigate long-term risks. This strategy is based on
a range of interventions, including the development of local diagnostic tools and the regulation
of specific aspects such as the indirect use of microtransactions, even though these are not
explicitly mentioned.

One of the key components of the plan is the necessity to develop diagnostic tools
specifically thought for the Chinese cultural and social context. Authorities have emphasized
that the use of foreign diagnostic metrics, often imported from other countries, can lead to
significant errors due to cultural and regional differences.

The plan also aims to engage mental health institutions, universities, and other academic
entities in a research initiative focused on the development of diagnostic and predictive tools.
These tools are designed to identify early signs of addiction and facilitate timely interventions.
A critical aspect of this approach is the emphasis on early intervention, which seeks to mitigate

long-term harm associated with addiction and reduce treatment costs. The plan outlines:

FERMEALIMBRERTHTHEINE T, BOMNERE FER
BITRA,
“Effective pre-intervention before the onset of Internet addiction symptoms in

minors reduces the harms of Internet addiction and lowers the cost of diagnosis

and treatment”

These steps underscore the recognition by the Chinese government of the necessity to depict
diagnostic strategies and meet specific local needs, adopting an approach that focuses not only
on treatment but also on the prevention of the issue. The development of targeted diagnostic

tools marks a significant milestone in addressing online gaming addiction in China.

4.2.1 A first draft of regulations for microtransactions in China

The regulation of microtransactions within online games is one of the most innovative
aspects of the 2013 plan aimed at addressing the risks associated with digital addiction,
particularly concerning the protection of minors. The microtransaction system is finally
recognized as a potential source of behavioral addiction, especially among minors, if not

properly regulated. Fundamental element of the plan is the limitation of psychological reward
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mechanisms, such as loot boxes or random rewards, which encourage players to make repetitive
expenditures. For underage players, the plan mandates that such systems be regulated to
mitigate their impact, including complete elimination in certain cases or ensuring full

transparency. As the resolution states:

BN FEREERAUYITELETRBMEANRIF R, FCMNE&EL
RIESERITAH, HBBFSREMEAILERS. -
“Supervise online game operators to effectively implement various measures for

the protection of minors, standardize consumption behaviors within online

games, and put an end to inducing minors to overconsume.”

The principle of transparency is indeed a fundamental aspect of the regulation. Platforms are
required to provide detailed and easily accessible information regarding in-game purchases,
including the odds of obtaining specific rewards and the related costs. As outlined in the plan,
platforms must ensure that players, along with their legal guardians in the case of minors, are
able to deliver complete information regarding transactions. This approach aims to prevent
unnecessary or unforeseen expenditures by minors.

Another key aspect of the regulation is the introduction of specific financial limits for
underage players, although it does not provide detailed numerical figures. These limits are
designed to prevent economic abuses and to ensure that the financial behavior of young
individuals remains regulated, thereby reducing the risk of developing economic dependencies.

As the resolution mentioned directly, other restrictions include instead stringent oversight of
gaming platforms by authorities such as the People's Bank of China, which is responsible for

monitoring economic transactions related to microtransactions:

‘PEARBITEED Y E XS A XM 4N L SR RN TR (R4 S 4
AR5 M AR SRR S A HOR AT IR,
“The People's Bank of China and its branches are required by law to take action

against non-financial payment institutions that offer online payment services for

illegal online gambling activities”

Platforms that contravene these regulations face huge penalties, which may include fines,

suspension of operations, and, in the most serious cases, revocation of operating licenses.
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The plan ultimately assigns a critical role to families by encouraging their active
participation in overseeing the economic behavior of their kids. It promotes the use of parental
control tools to monitor and authorize purchases made by children. In summary, the regulation
of microtransactions in online games, as outlined in the 2013 plan, adopts a multidimensional
approach to address the economic, psychological, and social risks associated with these
practices. Through the implementation of financial limits, transparency, and penalties, the
Chinese government aims to foster a responsible gaming environment, particularly protecting

young individuals from the emergence of addiction related to the economic dynamics of gaming.

4.3  Regulating mobile game contents (YDY X)

Regulating the mobile market is essential, as a legal framework that deviates from vague
statutes ensures a fair and responsible consumer environment. In the context of a rapidly
growing sector such as mobile gaming, the absence of precise regulations can lead to economic
exploitation, unfair practices, and increased financial pressures on consumers, in particular
minors. This directive serves as a response to these challenges by establishing detailed
guidelines for the publication, updating, and management of mobile gaming platforms. In
particular, it provides a clear definition of what can be consider a mobile game, setting the

premises for future directives on the matter.

RBHFRBHER, RIEUFINFEHE LR AETHE, BIE
BMEHARTHHE AL B LML ER.

“The mobile game referred to in this notice refers to the game works that are
operated on mobile intelligent terminals such as cellular phones, and are

available for public download or online interactive use through the information

network.”

The regulations also define that the activities related to the publication of mobile games must
serve all operations of distribution and public interaction through digital platforms. Entities
authorized to publish mobile games must possess a license issued by the National Press and
Publication Administration (NPPA), which grants the right to operate legally within the digital

publishing sector.
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"ZN3E R FT AR X R AR S5 B2 R BS B 3R E] AR ST BB 2 B S AR
ARSVFT], BB kR 5556 BRI M 25 Al AR 55 S A

“The game publishing services referred to in this notice refers to the network
publishing service that has obtained the publishing license from the National

Administration of Press, Publication, Radio, Film and Television, and has the

business scope of game publishing.”

This regulatory requirement ensures that only operators compliant with the rules can access
the market, thereby reducing the risk of unregulated content. For games deemed simple and
entertaining, such as racing, puzzle, or sports games that do not address sensitive topics like
politics, religion, or military issues, the regulations provide different procedures. Companies
are required to submit an approval application to the relevant provincial department, along with
documentation related to the publishing license and the game's content. Following the approval
at the provincial level, the application is then given to the NPPA for a final assessment. Once
approval is granted, companies may proceed with the game's publication, ensuring compliance
with the specifications outlined in the authorization. In contrast, for games that feature more
complex content or involve foreign intellectual property, the approval process is stricter and
includes several steps, such as validation of intellectual property and the implementation of user
identity authentication systems, aimed at protecting minors and ensuring responsible usage.

The directive also establishes clear guidelines for managing updates in games that have
already received approval. Any significant change, such as the addition of new narrative content,
maps, or interactive features, is regarded as a new release and necessitates further approval from
the NPPA. Additionally, any changes in the ownership of the publishing service or in the
operational details of the game must be communicated and approved by the relevant authorities,
ensuring that all operations are transparent and compliant with regulations.

A key aspect of the regulations therefore pertains to transparency and consumer protection.
Every mobile game released must feature an informative section that clearly states copyright
information, the name of the publishing entity, the approval numbers issued by the relevant
authority, and age-related restrictions for users. Prior to accessing the game, players are required
to view a notice that encourages responsible usage and discourages compulsive behaviors. As

the directive reports:
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TR LM HREE R, X ARAR S R AR ST A A ST B,

MAERHITIAR . (REERSE) &, RELTIINE, FREFLEEN
AL HRARSBAL. #HIAEX S, B SFELERIE LR B2
ENER, HEREREMAENABTEIREE.

“When mobile games are published and operated online, the game publishing
service shall be responsible for the integrity of the content of the game, and shall
set up a special page before the start of the game and after the Advice on Healthy
Gaming to indicate the information approved by the National Administration of
Press, Publication, Radio, Film and Television (SARPA), such as the game's
copyright owner, the publishing service, the approval number, and the
publication number, and publish and operate the game strictly in accordance with

the approved content.”

Additionally, companies are mandated to regularly monitor the content of their games to
prevent the inclusion of unapproved or potentially harmful material.

Moreover, the supervisory system has been enhanced to ensure strict adherence to
regulations. Provincial authorities are responsible for verifying that publications comply with
the terms of authorization within 30 days of approval. Any game published without
authorization is classified as an illegal publication and is subject to severe penalties, which may

include fines, suspension of activities, and revocation of operating licenses.

4.4  Notice of the state press for preventing minors’ addiction (FZCMWL)

This directive represents a substantial advancement in the regulation of the online and mobile
gaming market, particularly emphasizing the protection of minors and the oversight of
economic practices related to microtransactions. In comparison to previous resolutions, it is
distinguished by a better precision in defining control measures, a more detailed regulatory
framework, and an enhancement of the supervisory and sanctioning system. This approach aims
not only to control the risks of gaming addiction but also to protect consumers from compulsive
behaviors and the adverse effects of microtransactions.

One of the key innovations of the document pertains to the mandatory introduction of

registration based on real identity, which serves as a crucial measure for user monitoring.
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Although this provision was previously referenced in earlier documents, its implementation
was often limited or lacked a consistent enforcement system. The new regulation not only
mandates this requirement but also establishes a clear two-month period for gaming platforms
to comply with it. The registration with real identity is thus a fundamental component in
establishing a more transparent and responsible consumption environment, minimizing the risks
of abuse or unauthorized use.

An additional improvement pertains to the regulation of gaming time, which is addressed
with a better level of detail, as the new guidelines establish specific hours and daily limits for

minors. As the directive reports:

“BH 22 WEXAB 8 i, MEF WA G PUEIR L ARLEANIR T
MRS . MR e ERMEARBFERRSONK, ZETHRESH
RiIrAFEE 3/, Hfthtje &R RitAF81E 1.5 /08,

“Between 22:00 pm and 08:00 am of every day of the week, online game
companies are not allowed to provide game services to minors in any form. The
length of game services provided to minors by online game companies shall not
exceed a cumulative total of 3 hours per day on legal holidays and 1.5 hours per

day at other times.”

This limitation reflects a stricter approach aimed at protecting the mental and physical health
of young individuals and at the same time instills a designed to control the negative effects of

prolonged gaming while promoting a more balanced and responsible lifestyle.

The management of microtransactions is another critical aspect of the directive, addressing
one of the primary challenges in the modern gaming market. In previous regulations, the
oversight of economic transactions was either vague or nonexistent, allowing for opaque
practices and potential abuses, particularly against minors. The new document establishes clear

limits on expenditures for minors, categorizing them by age for more specific regulation:

“MILE X IR EE IR E, REIRMEAERASHRETAEDAR
RN H#ERS . MEEREVARF AR 8 BFrIAFARMAERN R
%o R—MgER eV PrRHENERM RS, 8 BTN LXK 16 B%
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BAR, BRXZTESHMASEET 50 TART, SAZRESHRITAEE
$ 200 TAR™, 16 AFZULERFE18 ATHIAF, BAFTESTMAEE
1T 100 TART, BAXESAMRITASET 400 TAKRT.

“Online game companies shall take effective measures to restrict minors from
using paid services that are inconsistent with their civil behavioral capacity.
Network game companies shall not provide paid services for users under the age
of 8. For paid services provided by the same online game companies, for users
over the age of 8 and under the age of 16, the amount of a single top-up shall not
exceed 50 RMB, and the total amount of a monthly top-up shall not exceed 200
RMB; for users over the age of 16 and under the age of 18, the amount of a single
top-up shall not exceed 100 RMB, and the total amount of a monthly top-up shall
not exceed 400 RMB.”

These provisions mark an important advancement, as they prevent excessive spending and
control the risk of developing compulsive behaviors associated with microtransactions.
Furthermore, these limits encourage greater accountability from platforms, which are now
required to monitor and regulate transactions more strictly.

The supervision and sanctioning system have also been strengthened to ensure compliance
with regulations and to prevent potential abuses by companies. Local authorities play a central
role in monitoring the activities of platforms, given the task verifying that operations adhere to
the terms of authorization within a 30-day period following approval. Any breach of the rules,
such as unauthorized access or exceeding spending limits, is regarded as a serious infraction,
subject to penalties that may include fines, demands for compliance or revocation of the
operating license.

Lastly, the directive introduces for the first time a proposal for a classification system for

games based on age and parameters:

“RRELTEERRREE . MEEHR D NN BTN O IE =
BE. YRMIGEE. JEsIBINIREREE. JSBEkEGHER
NEBHREREFZAEGEES, REREX LM HREZE B9M 4L
BEARERBEAANRET, FEAFATH, M. EXNEFVEE
ZHRE. 7
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“Investigation of the implementation of an age-appropriate warning system.
Online game companies should comprehensively measure the degree of
psychological acceptance of game content and functions, the degree of
confrontation, the degree of cognitive alienation, the degree of dangerous
imitation, the degree of paid consumption and other dimensions, and explore the
online publishing and operation of online games to make alarm suitable for users
of different age groups, and significantly indicate them in the location of the

user's download, registration, login page and other locations. ”’

This marks a significant advancement over previous regulations, as it equips users and
families with more effective tools for selecting games according to their suitability. This system
not only protects minors from potentially inappropriate content but also encourages a more

informed and safe use of gaming platforms.

4.5 The Minors Protection Law (BHF)

Articles 74 and 75 of the Law on the Protection of Minors of the People's Republic of China
represent a crucial advancement in the regulation of minors' use of video games and digital
platforms. While many of the fundamental principles had previously been introduced in earlier
documents such as regulations or administrative guidelines, their formal incorporation into an
official legislative framework represents a significant turning point. This transition from sector-
specific regulations to legal norms provides enhanced clarity and authority, ensuring uniform
enforcement across the nation and increasing accountability for both the platforms and the
supervisory authorities.

Article 74 incorporates numerous provisions previously outlined in earlier documents, yet it
consolidates them within a well-defined regulatory framework. The focus is on preventing
minors from developing dependencies on online gaming and regulating digital platforms,
thereby imposing clear obligations on service providers. These platforms are now legally
required to implement features for managing time, permissions, and expenditures for underage
users. In addition, it explicitly prohibits practices such as embedding links to games or irrelevant
advertisements in online educational products aimed at minors.

The article 75 is instead important to establish a clear obligation for suppliers to classify

games according to national standards, specifying the appropriate age for each title and
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implementing technological measures to prevent minors from accessing games or features that
are unsuitable for their age. What sets Articles 74 and 75 apart from previous documents is not
merely the reiteration of fundamental principles, but their formalization within a comprehensive
legislative framework. While earlier regulations served as administrative directives that allowed

for some degree of flexibility in application, these provisions are now legally binding.

4.6  Further Strict Management for preventing minors' addiction (830XG)

The regulations issued by the National Press and Publication Administration (NPPA) in 2021
implement a series of stricter measures compared to previous regulations, aimed at effectively
addressing the issue of online gaming addiction among minors. This legislative action increases
concerns regarding the negative impact that excessive video game usage can have on the health,
learning, and daily lives of young individuals. The new resolution focuses on three primary
areas: the limitation of gaming time, reiterate registration with real identities, and the
enhancement of oversight by authorities and families.

As mentioned, one of the changes is represented by the significant reduction in the time

allowed for minors to access video games. As the directive reports:

“FERE PR a) R B AR M AR S5 OB a] . BARBAETTZHE,
PrE MR eWRTERE. BX. BEMEETREEE 20 B E 21
RS R A EEARAE 1 /NN IRS, EMHEHSASENEERERA
PR AR AR S .

“Strictly limiting the time for providing online game services to minors. From
the date of implementation of this notice, all online game companies may only
provide online game services to minors for one hour from 20:00 pm to 21:00 pm

on Fridays, Saturdays, Sundays, and legal holidays, and may not provide online

game services to minors in any other form at any other time.”

Another aspect of the regulation pertains to the mandatory registration using real identity.
Although this principle was previously introduced in earlier directives, the new law strengthens
its enforcement by requiring the mandatory integration of all online games with a national real-

time identity verification system. Furthermore, any form of unregistered access, including guest
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mode services, is prohibited, thereby eliminating any possibility of circumventing the rules.
This verification system not only enables more effective oversight by the platforms but also
provides authorities with improved tools for monitoring and intervening in cases of violations.
An innovative aspect compared to previous regulations is the emphasis on involving families
and society in the prevention of online gaming addiction. Parents are encouraged to take an
active role in their children's digital education by monitoring their compliance to rules and
promoting responsible video game usage. Simultaneously, schools and other social institutions
are invited to collaborate in creating a supportive environment for the healthy development of

minors, offering guidelines and assistance to educate them on the proper use of the internet.

4.7  Solicitation of Comments (GLBF)

This last directive stands as draft legislation to permanently regulate the video game industry
in China. Drafted on December 22, 2023, it consists of 64 articles, which in turn include several
sections, aimed at protecting customers and establishing standards and obligations for
companies. Due to the financial and societal repercussions that emerged from the attempt of
introducing this regulatory provision, the draft was never officially introduced among other
legislation, but instead it has been temporary dismissed for further considerations towards the
public feedbacks. This part will be further discussed in chapter 5, while for now, this dissertation
will focus on the structure of the draft.

In particular, three main regions of approach are recognized:

e Protection of minors and content regulation (articles 16, 39, 40, 41 and 42)

e Management of economic transactions and microtransactions (articles 18, 23, 24, 25,
26 and 27)

e Operational regulations and corporate responsibilities (articles 9, 21, 29, 35, 36, 43 and
44)
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4.7.1 Protection of minors and content regulation

The protection of minors is a fundamental aspect of the legislation, featuring provisions
aimed at protecting their physical and mental well-being through stricter regulation of the
content and access methods for online video games. This area is governed by a series of articles
that address the risks associated with minors' exposure to inappropriate content, gaming

addiction, and the lack of supervision in their usage.

First to be analyzed is Article 16, which prohibits any content in video games that may harm
the physical or mental health of minors. This includes materials that promote violence,
dangerous behavior, or content that may induce emulation of criminal activity. This provision
sets a clear limit for platforms, forcing them to avoid any potentially harmful elements and to
respect basic moral values. As this dissertation mentioned before, China puts a lot of emphasis
on the preservation of its own cultural identity, which is directly embodied by the contents of

the articles itself:

“BHRE [BLEMRE] MEBFEXRAESEUTRE:
“Article 16 (Prohibited Contents) Online games shall not contain contents that:

(—) RNEZEHENERRUA;
(1) Oppose the basic principles determined by the Constitution;

(D) BEERG—. TNMALTER,

(i1) Endanger the national unity, sovereignty, and territorial integrity;

(=) HEERRE. EEERTENEMREERRENFEA;

(ii1) Provoke leaking state secrets, endangering national security or damaging
national honor and interests;

(M) BHRENR. REEN, WIRRERAZE SiZRERENG.
SJRAY;

(iv) Stir ethnic hatred or ethnic discrimination, undermining national unity, or
infringing on ethnic customs or habits;
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(B) BIAEZRREER, EHMPA. &G,

(v) Undermine the state's religious policy and promote cults and superstitions;

(X)) BfES, WEHSHKF, BIAHSRERN,

(vi) Spread rumors, disturbing social order, and undermining social stability;

(t) EREW. 815, Bl FHFERARILELN,

(vii) promote obscenity, pornography, gambling, violence, or crime;

() BESHZFAFZMEA, REMAESENGER,

(viii) Insult others, infringe on the legitimate rights and interests of others;

(1) BEHSABHEREAE XAER,

(ix) Endanger social morality or Chinese cultural traditions;

() BERMEAERERES R ENMEEZILEITAR;

(x) Induce minors to imitate behaviors that violate public morals and crimes;

(+—) &M, ZREFHERMEANFORRN,
(xi) Promote terrorism, cruelty, or other acts that put at risk the physical and
mental health of minors;

(+2) JE#. TBUEMEZLENEBRN B MITEN.
(xi1) Other contents and games prohibited by laws and administrative regulations.

ML IR E S BN ERIMNEE R TN, B RETMNEFERAR
BiEMAE, Bhexisry. BRERANMAERRLE 5
BEERETE. MEERFENH S,
Online game publishers and professionals operating and distributing games
outside China should consciously abide by the prohibitions on online game
content, adhere to the position of Chinese culture, follow international rules and

the laws of cultural dissemination, and should not put at risk national security or

damage national honor and interests.

The draft of the directive follows with article 39 which establishes strict time limits for

minors' use of video games. Young individuals under the age of eighteen are permitted to play
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only during designated hours and for a limited duration. A direct reminder of the previous

regulation on the matter. As the article states:

‘B=thK [NEREKAERER] MEFRHREE BMEKREE X
ERER, BFUTHE!

“Article 39 (Time Periods, hours, and Consumption Requirements) Online game
publishers and professional shall, in accordance with relevant laws and
regulations, comply with the following provisions:

(—) FARIRHIRALE AN M HER A R B

(1) Strictly control the time and duration of minors' use of online games;

(Z) ¥EZHSBONAEN. FEFCEERNEAEAARNER, NE
IERAIEANEX;

(i1) Minors shall be prohibited from logging in to games that are likely to lead to
indulgence and where there is content unsuitable for them to use;

(Z) FRATEARREARBAERSORFIMERR, FERHIAE
FRMBRAMFAEERHERSTRBRBH, FAERRREARKS
HRETHENATNN RS,

(ii1) Strictly enforcing the restrictive requirements on the provision of paid
services to minors, reasonably limiting the amount of consumption by minors of
different ages in the use of its services, and shall not provide minors with paid
services that are incompatible with their civil behavioral capacity;

() AEERMFARBEKSHE. HXHEEMEEZZRS,
KpEg. RItFB=T1RS,

(iv) It shall not provide minors with account rental and sale, game currency and
virtual props trading services, as well as third-party services such as
accompanying trainers and substitute players;

() RSEARMENR B IHEUR S

(v) Randomization services shall not be provided to minors;

(7%) MEBFEHREBAFHIARREAITRIERL,

(vi) Live broadcast of online games shall not include rewarding of minors;
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) AERMEANANEBRIBTE RERENNE

(V11) The handling of minors' personal information shall comply with relevant
laws and regulations

(\) AEEHMRFTREENERIMEFEREETA

(viii) There shall be no other online game business behaviors that are not helpful
to the health of minors.”

Follows immediately article 40, which formalizes regulations already discussed in previous
directives and requires online gaming companies to implement systems to prevent addiction,
particularly among minors, by removing content or features that encourage compulsive
behavior. They must provide tools to report problematic content and respond to reports
effectively. In addition, companies must publish transparent annual reports on the results of

anti-addiction policies, ensuring public oversight. As the article itself states:

EB+& [FInESE] MEkHREE RN S E T RENITES
B, TEERBEEARESEEN~MMNRS, REHENTEIER
AEFENTRORAE. TEESERN, RMEHE @A PRk X E

”

KJII:LEO

“Article 40 (anti-addiction system) network game publishers and professionals
shall establish and improve the anti-addiction system, shall not provide minors
with products and services to induce their addiction, timely modification of the
content, functions or rules that may cause minors to become addicted, to provide
user-oriented anti-addiction report acceptance services, and annually to the

community to prevent the work of addiction to accept social supervision.”
Another important article that function as reminder for previous directives is the article 41,

which reiterates all gaming platforms to be integrated with the national real identity verification

system:
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EO—% [RREASNZE] NEEXHREE BN LSBT HE—
IR EAMNEHERE T FMANERRFLEFRRIERNFEARFR
KEMER. "

“Article 41 (identity verification of minors) network game publishing and
operating units shall verify the real identity information of minor users through

the unified electronic identity authentication system for minors’ network games

and other necessary means.”

Reminder to the protection of minors is also represented by article 42, in which the reader
could find its similarities with the European PEGI system, as both call out for the need of a
mandatory age-rating system, which requires platforms to clearly state which games are suitable
for certain age groups. In addition, the article advocates for companies to take technological
measures to prevent minors from accessing age-inappropriate games or features. As the legal

body states:

“BH+—% [ERRET] NBBFERLREERVNEEY. TEM
RENTEME BN, BERRLFAZMITEZWMES OERE
R A BB E R IRE .

“Article 42 (age-appropriate system reminder) network game publishers and
professionals shall establish and improve the prevention of minors addicted to

the network of the game rules, to avoid minors access to game content or game

features that may affect their physical and mental health.”

4.7.2 Management of economic transactions and microtransactions

The regulation of economic dynamics in online gaming represents one of the most critical
aspects of the legal framework, with measures designed to restrict microtransactions, prevent
compulsive behaviors, and ensure transparency in financial transactions. These provisions aim
to protect consumers, particularly minors, from aggressive or unethical commercial practices

by establishing clear standards for the economic activities conducted by gaming platforms.
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It is important to mention article 18, as it explicitly prohibits practices that incentivize

players to frequently reload their accounts through promises of rewards or bonuses. It

specifically mentions:

daily log-in. This mechanism rewards players for simply logging into the game each
day, often with virtual items, in-game currency, or bonuses that become progressively
more generous with the consecutive number of days logged in. The goal is to create a
daily habit and maintain player engagement, thereby increasing the likelihood that

players will make in-game purchases.

e first-time recharge. This system incentivizes players to make their first in-game

purchase by offering extra bonuses or exclusive rewards. For example, the game might
double the currency purchased during the first transaction or provide valuable items.
This mechanism is designed to lower the psychological barrier of the first purchase,
increasing the likelihood that the player will continue to spend in the future.

continuous recharge. This mechanism rewards players to induce in repeated reloads of
in-game currency. For example, it could offer extra bonuses for each consecutive reload
or a special reward for reaching a certain cumulative spending threshold. The goal is to
incentivize players to make regular spending and maintain a steady level of economic

investment in the game.

This provision reduces the risk of compulsive behavior, particularly protecting minors from

undue economic pressure, as the article states:

"EAFK [REFREEEANSTER] MEFEASRESREXR.
BARE. EEREFESURM. MEFENLKREEBAREUIE.
BEEFEARHIATEMNERSNZZTH. ENGHFLINRER
FRERM, FEHRSANGTUAT, MXHFEEEERTA, &
HITHBETIRE,

“Article 18 (Restrictions on Overuse and High Consumption of Games) Online

games shall not set up inducing rewards such as daily logins, first-time recharges,
and consecutive recharges. Online game publishers and professionals shall not
provide or condone high-priced trading behavior of virtual props in the form of

speculation and auction. All online games shall set user recharge limits, which
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shall be publicized in their service rules, and shall provide pop-up window

warning reminders for irrational user consumption behaviors.”

Worth of mention is subsequently article 23, which regulates the distribution and
management of virtual currencies within gaming platforms. Virtual coins, a currency used
exclusively within the game, must be distributed following transparency and traceability criteria
to ensure fair use and compliance with ethical standards. This leads platforms to have the
obligations of communicating conversion rates between real money and virtual coins in a clear
and accessible manner, meanwhile every transaction involving virtual currencies, whether for
purchase or use, must be recorded and made available for possible verification by relevant
authorities. This prevents fraud, misunderstandings, and ensures responsible management of
digital assets. Lastly, article 23 prohibits the use of virtual coins for activities outside the game,
such as purchasing physical goods or accessing external services. This measure limits the risk
of virtual coins being used for other than their intended purposes, keeping their use confined

within the dynamics of the game. In particular:

C (=) Mg T A ASE B R T R R B SR A9 M 45X A AR
%, AERATXN. MELYHERRECEMN™mMIRS 5 “() The
use of online game coins is limited to the exchange of online game products and

services provided by itself, and shall not be used for payment, purchase of

physical goods or exchange of products and services of other organizations;

(Z) ERMEFEXTAEUABRSAARTGEEAEN, KNG
L WE X MARAEEIEBSIE, (i) The distribution of online game coins
shall not be for the purpose of maliciously occupying the prepaid funds of users,

and the standards for the issuance and purchase of online game coins shall be

transparent and reasonable;

(=) AEEBFREMEFETHRREERTHRS, MEH AR
ZE RN RBEMNEFRT RIRS, WEERTARALERAEZ
MHETTNRE M A i R MBI ME R T R ELRSN
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(1i1) Shall not provide users with the service of exchanging network game coins
for legal currency, except in the case that the network game publishing and
operating unit terminates the provision of network game products and services
and refunds the unused network game coins to users in the form of legal currency

or in other ways accepted by the users;

(M) RENZBFEXAFOEZLE, REHARBAFPERXEZIRSZ
Hi, A~%5/F 2 4, 7 (iv) Preserve the purchase records of online game

users for a period of not less than two years from the date of the user's single

acceptance of the service.”

Another article rooted in the regulations of microtransaction is the article 24, which yet
again reiterates rules for the use of virtual currencies by users and platforms. It states that
platforms cannot allow users to convert virtual coins into real money. This prohibition reduces
the risk of economic speculation and prevents virtual coins from being exploited as money-
making tools outside the dynamics of the game. Another preposition of the article is the
obligation to reimburse in the event of service termination, which brings attention to the
protection of the economic rights of players and ensures that they do not suffer financial losses
due to business decisions. Lastly article 24 ensures the obligation for platforms to implement
tools that allow users to monitor their use of virtual currencies. This includes the ability to view
remaining balance, transaction history and costs associated with in-game purchases, promoting

greater economic awareness. As the body of the article states:

B E [ERMRZATE] NENKZHEXRTZHRS, NEEF
IXTHE: “Article 24 (Scope of Game Coin Trading) Engaged in online game

currency trading services, shall comply with the following provisions:

(=) TBAREHFMNMNEFRIRHERZZ|S, () Trading services

shall not be provided for unauthorized online games;

(Z) BULEBFHFARTHRENEMBZBFERTRXH, FEEHFRE
HEZEFARTERBER SRS, (i) It shall engage in online game coin
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trading with real-name digital RMB wallets and shall not provide anonymous

digital RMB wallet trading services to users;

(=) EXBEARERE, IXHFIRHTEREE, NHEESETE
TANZ S AR NIREG KRB, B2 AHMEREE. MEVERFEET
ARMER;

(111) Technical measures shall be taken to effectively supervise the transaction
process, and transactions involving illegal and suspicious behavior shall be

reported to the relevant authorities in a timely manner, to avoid facilitating

illegal behavior such as online gambling and online fraud;

(M) BEIFIEXRRAN. BUFER]. SUEVIRBAE, NSzt
RBTANEEN, ERKBTEEXSN, NI ZARBIERL LR
ZIRSHREFERILE,

(iv) Received notice from interested parties, government departments, judicial
organs, shall assist in verifying the legality of the transaction behavior, verified

as illegal transactions, shall immediately take measures to terminate the

transaction services and save the relevant records;

() REAFENXZSGIEXRAKSZSIEXFEEAEDTERRSG R
4 H#ER 2 &, (v) Preservation of transaction records between users and

accounting records and other information shall not be less than 2 years from the

date of occurrence of a single transaction.”

Follows then article 25, which reinforce the prohibition of the conversion from virtual coin
to real currency stating that platforms are obliged to reimburse users for unused virtual coins in

the event of termination of service. Given the body of the article:

B THR% [BFRHABREXZZEWITE] B—hIVAERNEE
RIL& e 3k T A AN T X 5 RS . “Article 25 (Scope of Game Coin
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Issuing and Trading Enterprises) The same enterprise shall not simultaneously

operate online game coin issuing and online game coin trading services.”

In order to stop platforms from use virtual coins for purposes unrelated to gaming, such as
purchasing outside goods or services, which would count as abuse or speculation, the directive

introduces then article 26:

BTARFK [NEFERENERABMEZZAE] MERFRLREE £
NEAMHELEMEZFEREINER, MY ENEIZMEELNE TER
FEBFKABENEATHEXER, AMHAMIIFERZEREIE.
485 X AR 2 E BALANS R A P IR 1SAY MR X REHE B R A E
M, [ AP RAME R ENER RN, SYREENME
NETFaERE RERENNAE .

o0 £ 33 X HH AR 28 B A 4 F P (8] 32 2 P 48 X e HLE BRI B L AR S5
By, IEBARIMNEE—THERTMNEEXTZHRAERT.

" Article 26 (online game items distribution and trading norms] Online game
publishers and professionals distributed in-game items, should be timely added
in the online game official home page or the game in a prominent position to
publicize the relevant information, distribution, and purchase standards to be
transparent and reasonable.

Online game publishers and professionals cannot exchange the virtual items
obtained by users for legal currency, and shall not provide users with possibility
to exchange in game items for small amounts of physical goods. The content and
value of physical goods should be in line with the relevant national laws and
regulations.

Online game publishers and professionals must provide the user with proper

platform services, in accordance with Article 24 of this approach on the online

game currency trading regulations.”

Lastly, the directive in this section strikes down against the microtransaction system,
introducing article 27 along further limitations. In particular, it requires platforms to clearly

communicate the odds of success in random drawing systems, such as for loot boxes. Providers
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must provide accurate and verifiable information about the likelihood of a user obtaining a
particular item or prize. In addition, platforms are required to offer alternative non-random
methods of acquiring the same items, reducing the risk of compulsive spending by users. As the

body of the article states:

B H& [FEVHHE] M REE B ATE R AREY M BUR 55 1Y,
R XHHBURE. MR EHEERE, A ESNEBEXAATEER.
RN ARAREENER Kk, EAMNKERTEEMISHMIRE
R MR e E R AR ER ST,

“Article 27 (random odds) Online game publishers and professionals, in the
provision of random odds services, the number of odds, probability of reasonable
settings, shall not induce excessive consumption in online users. At the same
time should provide users with virtual items exchange, the use of online game

currency directly purchased and other ways to obtain the same performance of

virtual props and value-added services.”

4.7.3 Operational regulations and corporate responsibilities

This section on operational regulations and corporate responsibility sets out the obligations
of online gaming companies to ensure compliance, transparency, and user protection.

In particular, the directive first introduces article 19, which requires companies to provide
detailed and transparent information about published games. Among these, information like the
name of the copyright owner, the official publishing license issued by the relevant authorities
and any collaborations with third parties in the development must be provided. The article 19

states that:

BHA%k [FRRAE] MEBEREIREER, REFESRR EFXk
TN EENEEXEH (BREXES), EHFXTAHE. (BRI
MBE) 5, RETMNNEFAFXENNEEZNE, FRFFEEENX
A HHRBAEAFTIERS. TEZEHA. HAEXS. HRYDSFH
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“Article 19 (alert banner norms) Online game publishers and professionals
should provide good information: in the game, before the start of the “Healthy
Game Advice”, set up a special alert banner in a proper position. In the game's
official website, highlights the game copyright holder, publishing unit and its
license number, the main operating units, approval number, publication number

and other information in a prominent position.”

Prior to these requirements follows the article 21, which regulates how to conduct technical
tests for games. Companies must limit the number of users involved in pre-testing to reduce the
risk of feedbacks that cannot be proper managed. In addition, they must ensure that data
generated during testing are deleted at the end of the testing phase, thereby protecting user
privacy, and preventing bad management of the information collected. As the body of the article

states:

B % [BANIKAE] ARBERHREEMIIHAEL RET, W
HERIEE BN TMNEEREANRE, NREMNEFERRARTE

IMERMMRER, RIWAAAEASTEE 27, WA ZREmEL
. MEHNIEE BN SR TR 5 ) B At B R W kR = E AR
REMILFLYBTR. SEE. WXEAH. AR, FREEKANIKR
. WSHMARTEERES.

MEHEAEARMNXBEEUTEEZ—N, NUANZFEREZEE, KRG
E oK AR EERBIHUEL REOHCES S HRYS:

“Article 21 (technical test specifications) Before obtaining the approval of the
national publishing authorities for publication, and online game professionals to
conduct technical testing of network games, it should be ensured that the content
of the online game is in line with the relevant requirements of these measures.
The limit of the number of test users shall not exceed 20,000. Online game
professionals should, in each test, before the start of the local provincial
publishing department section, report the test game name, scope, test cycle, user
scale, and provide technical test content, account and content of the legal

commitment.
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If the technical test of online game has one of the following circumstances, it
shall be regarded as the operation of online game, and shall obtain the approval
number and publication number approved for publication by the competent state

publishing department:

(—) AFRBUTERIMERRESHNE P umik FrY;

(Z) mMLRX AP ER e,

(=) UBLEE. T EHEEFHARBUKED,

(M) FREMNRANREREZETAN.

(1) Publicly providing client software that can be directly registered and logged
into the server;

(i1) Charging online game users;

(ii1) Obtaining revenues by way of commercial cooperation, advertisement
sales, etc.;

(iv) Carrying out other behaviors that should be regarded as operation of online

games.”

Follows right after article 29, that regulates the promotion and marketing of games.
Companies may not use unfair practices such as falsely promoting the possibility of high
earnings through games and using misleading advertisements that distort the functionality or

benefits of the game.

BT AK [EREAE] ANZERRBEERHET RSHNEM, N
HEERSHRNBRIEAXH, &N EAR, AEXHRABTRFTH
FIERXHAE MG R &. MEFREBRISLEASTITH. W
HBEBRNEZE AEAFERNEBTAFAIABRMEMERENE
ERE. "

“Article 29 (ads and promotion norms) for online games to provide ads and
promotion services, the unit shall check the relevant documents of the service
object, check the content of the advertisement, shall not publish the content that

does not match or incomplete documents of the online game advertisement. The
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online game live broadcast shall not provide high rewards. The ads and
promotion of online games shall not contain the contents listed in Article 16 of

these Measures and the contents prohibited by other laws and regulations.”

In addition, article 35 put emphasis on the establishment of a credit system for professionals.
This system monitors the behavior of companies in terms of regulatory compliance,
transparency in operations and compliance with product release timelines and rules. Companies
with negative ratings may face limitations in operations or penalties, while those with high

ratings may benefit from incentives.

‘B=+E% (ERAFE] BEREREEDITEIMNEFREREE, &
BEBAMNEFERLEREERMIANETRE, LHEIIEFHTNEFE
EEEBRMETVE, XEEEMME RN HREERUMBEXTEA
SKHEfE FHZIR .

“Article 35 (Credit System) The competent state publishing department
establishes a credit system for online games, puts illegal online game publishers
and professionals on the warning list, implements the linkage penalty
mechanism of pre-approval and post-supervision, and implements credit

constraints on illegal online game publishing and operating units and relevant

responsible persons.”

Follows then article 36, which establishes clear rules for closing a game or discontinuing a
service. Companies must notify users sufficiently in advance (usually 30 days or more) in case
of termination, reimburse users for unused virtual currency or credits and provide support to

allow users to migrate data or accounts to other platforms where possible.

"EB=RF [RIEE] MERRERETRMEIEHR. T8 W
WHY, NMERIZED 60 BHFUAS, FrPEEREREERIIMEE
HFEE AREREERNIRERLREEBITEER. MERFERHAE
RAEFRHI IR T R RRAHRAR S, MEERIZE BN 1%
APEEEEEsl, DUEERMRERPSER P EINEMT T
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Rk, WEBEXFRELERSEN. RAMESFNEBEREELMA SR
RiEE AR S5Eid 30 By, A%t

“Article 36 [termination of operations] Online game publishers and
professionals that have to terminate the publication and operation of games,
should make the announcement at least 60 days in advance, and contact the
competent provincial publishing department for cancellation procedures, while
the provincial publishing department reported to the national publishing
department for the record. Online game users that have not yet used the virtual
currency when game services have not expired, in accordance with the
proportion of the user's purchase, should be provided with the legal currency as
a form of refund returned to the user or by other means of refund. Online games
are deemed to be terminated if the service is interrupted for more than 30
consecutive days due to stoppage of service access, technical failures, and other

reasons of the online game publishers.”

Another important piece of directive is represented by article 43, which strengthens the role
of competent authorities in supervising corporate operations. Therefore, authorities must
conduct periodic audits to ensure that companies comply with regulations, properly investigate
any reports of violations by users and apply proportionate penalties for non-compliant platforms.

As the body of the article states:

BT =% [BIFATE] KEFFAMEPARKEBRITYREEA
MR, SISKMEARRESEFEAMSER. #TER8 0EE
AOanN. FRFMNERIR. W2 ERMAWNLEHIOETRN S, B
HIERBMENTEMNE R, FANNRSESMNEERSR, AeASHER
PG T A, ANSR XS R BN e M4k T AR S| SAEE.

“Article 43 (Supervisor's Responsibility) Parents or other supervisor shall, in
accordance with the law, fulfill their duties of guardianship over minors, guide
minors to use online games in a healthy and reasonable manner, engage in
activities beneficial to their physical and mental health, cultivate good habits, set

up correct concepts of consumption of online games, and prevent minors from

becoming addicted to online games, and at the same time improve their own
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network literacy and standardize their own use of online games. In addition, they
should improve their own network quality, regulate their own behavior in using
online games, and strengthen the guidance and supervision of minors' behavior

in using online games.”

Lastly, article 44 takes a firm position on firm’s responsibilities, stipulating that companies
that violate regulations must face proportionate legal consequences, which includes significant
administrative fines, temporary or permanent suspension of operating licenses and the
obligation to pay compensation for any damages caused to users. This rule comes out to
strengthen the accountability of platforms, ensuring that they are accountable not only to users,

but also to authorities and society.

FM+MmE [M&ATE] FRERBERARFEZEZOEARNFTR,
HESISEERRGEFEAMNEIHEXR, MBS RBEFENXEHHL
BIFANNABES, MMARBMEFETRME R, KARREFLLEN
EMGERE, MERNEMEXHHERMERA, HEXNRAES
EHTHENSIS.

R K. BBE. XUE. EPFEEEHRARBMEARMANERK
P EMBRSRIE, MY RERMEAMNZRIPRAHERRAML 2R
PRoRTER. BN EMARS SV G FEARMEAN.

P21 X tH R 278 BBAL Y 2 REUYISCHE T, 5T & M4 A9 BT [8) B 3E
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“Article 44 [Responsibility of all sectors of society] Schools shall, in accordance
with the characteristics of the physical and mental development of underage
students, educate and guide students to use online games in a healthy and
reasonable manner, strengthen the communication and cooperation with parents
or other guardians of underage students to prevent underage students from

becoming addicted to online games, and if they find that underage students are
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addicted to online games, they shall inform their parents or other guardians in
time to educate and guide them together.

Schools, communities, libraries, cultural centers, youth centers and other places
that provide Internet access service facilities for minors shall install software for
the protection of minors' networks or take other technical measures for safety
protection. Internet access service establishments may not accept minors. Online
game publishers and professionals shall take practical measures to improve the
time management, consumption management and other functions of online
games, and to facilitate the fulfillment of relevant duties by guardians and
schools.

Relevant industry organizations shall formulate industry self-regulatory norms
regarding the online protection of minors and guide their members to strengthen
the online protection of minors. Social organizations, professional organizations,
enterprises, and institutions are encouraged and supported to participate in

efforts to prevent minors from becoming addicted to online games.”

4.8 Interim conclusion

As the article 47 closes the explanation of the directive “Measures for the Management of
Online Games - Draft for Solicitation of Comments”, several points of regulations have
emerged. The Chinese approach to the protection of the consumers has been proven particularly
strict throughout the years, as the evolution of the content of the regulations instilled more and
more barriers between professionals and consumers exploitation.

Initially, regulations emphasized general guidelines to limit gaming hours for minors and to
integrate anti-addiction measures. However, subsequent revisions introduced stricter controls,
such as real-name verification systems, precise spending caps based on age groups, and detailed
protocols for content moderation to prevent predatory game mechanics. These adjustments
moved from advisory frameworks to mandatory legal requirements, demonstrating a more
robust commitment to enforcement.

Key improvements include the classification of games by age suitability, the prohibition of
high-risk economic practices like daily login bonuses or first-time recharge incentives, and

stringent rules for refunding unused virtual currencies during service terminations. Additionally,
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the introduction of corporate credit rating systems ensures ongoing compliance and
accountability within the industry.

As the he objective of this dissertation is to delineate the comprehensive regulatory measures
that could be embraced by the fragmented European regulatory framework to enhance the
protection of user rights, pertinent questions may arise: were the directives implemented in
China effective? Did they succeed in creating a secure environment for minors and in distancing
themselves from exploitative and chance-based mechanisms? Chapter 5 will examine the
impacts and outcomes resulting from the enforcement of these directives in China, ultimately

drawing conclusions relevant to the state of the regulatory framework in Europe.
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5. The outcomes of the directives in China

Chinese regulations concerning microtransactions in video games have deeply impacted the
gaming industry, player behavior, and the economic strategies of companies. These regulations
have had an immediate effect both within China and globally, prompting varied responses from
developers and users. Notably, the reactions from the two giants of the video game sector,
Tencent and NetEase, have been particularly significant. (Reuters, 2023) Additional important
feedback has emerged from the player community and international observers. This chapter
seeks to examine the responses from various sources, including the video game industry and
Chinese citizens, as these reactions may serve as a reference point for potential future
implementations in Europe. Subsequently, it will formulate a conclusion regarding the
possibility for Europe to adopt a comparable strategy on this matter, taking into account the

data related to the effectiveness of the regulations.

5.1 Tencent’s financial loss over the announcement of regulations

Tencent Holdings Limited, founded in 1998 and headquartered in Shenzhen, China, is a
leading global internet and technology company. Its diverse portfolio includes social media
platforms like WeChat and QQ, as well as a significant presence in the gaming industry. Tencent
is recognized as the world's largest video game publisher, owning popular titles such as Honor
of Kings and holding substantial stakes in companies like Epic Games and Activision Blizzard.

The recent Chinese regulations designed to limit microtransactions have significantly
affected Tencent, influencing not only its market valuation but also prompting a reassessment
of its entire business model concerning mobile games and profitable strategies. According to
Tencent's report for the third quarter of 2021 (Tencent 2021), following the government's
announcement regarding the implementation of new regulations, the company experienced a
decline of 1% in operating margins compared to 2020. This was followed by a reduction of
approximately 4% in net margins and a 2% decrease in profits attributable to equity holders.
Overall, it also suffered a decline in the stock market, with a decrease in share value of
approximately 8.5%. Despite these challenges, Tencent has demonstrated remarkable resilience.
In the third quarter of 2024, the company reported a 47% increase in net profit, amounting to
53.23 billion yuan (approximately 7.36 billion dollars), along with an 8% rise in revenue,
reaching 167.19 billion yuan. (Wsj, 2023)
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According to a 2022 article from China Files, Tencent was able to realize these
enhancements by thoroughly embracing the new regulations. The directive necessitated a shift
in the gaming market approach, as developers, now facing stricter regulations, have been
required to reevaluate game mechanics to diminish their reliance on microtransactions. This
change has fostered a heightened focus on the quality of gameplay, with games designed to
engage players through immersive experiences and compelling narratives rather than monetary
incentives (HTR, 2024)

NetEase, another global leader in the video game entertainment industry, has experienced a
similar fate, suffering a decline of approximately 25%. This marks the most significant drop
since the company's shares began trading on the Hong Kong Stock Exchange. The estimated
loss in this instance amounts to around 16 billion dollars. (Treccani, 2024)

The data presented indicates a preliminary erosion of trust among stakeholders in the video
game sector, suggesting that the expectations were significantly influenced by the
apprehensions of the end consumers. Furthermore, this data serves as an effective reflection of
the strong interconnection between the Chinese gaming industry and the microtransaction

system as a business model, which nowadays still dominates the industry.

5.2 Public’s feedback towards the implementation of the resolution

From the consumers' perspective, reactions have varied significantly. Parents, who had
previously voiced concerns regarding the negative impacts of microtransactions and excessive
gaming, have generally welcomed the new regulations. Many have expressed appreciation for
the stricter oversight of online gaming and the reduction of unauthorized spending by their
children. Conversely, younger gamers have responded unfavorably, complaining about the
inflexibility of the restrictions, which have considerably limited their gaming time and their
ability to access additional content through microtransactions (GameRant, 2023).

Further considerations can be made on the nature of the Chinese customers. The imposition
of rules for gamers is an obstacle for their way of life and their freedom to choose how to utilize
their time and finances. In China, especially for younger generations, there is increasing
pressure to engage in longer working hours (9-9-6) while facing worsening employment
prospects in an unstable domestic economy. While spending resources on online games may
seem irrational and harmful, it can provide a sense of empowerment during difficult times, as

an empowerment that these regulations threaten (HTR, 2024).
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This issue requires careful consideration, as it generated considerable opposition from both
consumers and industry experts. Considering the turmoil and demonstrations that arise after the
regulations were announced, the Chinese government intervened by dismissing the head of the
publishing unit within the Communist Party's Publicity Department (NPPA), Feng Shixin, from
his role as in an effort to reestablish order. Following this decision, the NPPA adopted a more
accommodating stance, indicating that it would enhance the draft of the regulations by

"earnestly studying" public opinions. (Reuters, 2023)

5.3 The effectiveness of the regulations

An article written by China Daily indicates that, despite apprehensions regarding gaming
addiction among minors and the accommodating response coming from certain apprehensive
parents on the matter, over half of Chinese parents are still prepared to share their identification
details to assist their children in circumventing real-name authentication protocols in online
gaming (China Daily, 2023). The same article cites a study conducted by the Beijing News
Think Tank from July 23 to August 6, which reveals that 58.5 percent of the 1,156 participants,
all of whom had children aged 8 to 18, acknowledged providing their personal identification
information for this purpose. Furthermore, the survey highlighted that 57 percent of parents
with children aged 13 to 15 occasionally gave out their IDs to enable their children's gaming
activities, suggesting a tendency among parents to accommodate their children's requests for
gaming access.

Other data have been provided by a dissertation on heavy gaming titled “No evidence that
Chinese playtime mandates reduced heavy gaming in one segment of the video games industry",
recognized as one of the few precious data available on the matter. As the title suggests, heavy
gaming, which refers to individuals investing an inordinate amount of time in gameplay, was
projected to diminish due to the enforcement of strict playtime regulations. However, the
analysis of the data demonstrated that heavy gaming practices either remained constant or saw
a slight rise after the introduction of the policies. The probability of heavy gaming increased
slightly (Odds Ratio = 1.14), but this change lacked statistical significance for practical
implications. This result challenges the prevailing belief that stringent regulatory frameworks
can effectively manage behaviors in digital contexts (Zendle D. et al. 2023).

The conclusions drawn from these findings have also significant ramifications for the

oversight of online behavior. The playtime restrictions in China reflect a broader international
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trend towards an increased regulation of digital platforms, particularly in areas such as gaming,
social media, and e-commerce. Just as gambling regulations have occasionally led to the
creation of unregulated "shadow markets," these gaming policies may inadvertently encourage
users to turn to alternative platforms or methods that operate outside the regulatory purview
(Zendle D. et al. 2023). This development not only puts at risk the intended objectives of the
regulations but also poses new threats, including the possibility of encountering less secure or
unregulated environments. Specifically, one of the primary insights from the study is the
extensive avoidance of playtime limitations by minors. As indicated earlier, many young
gamers have managed to bypass these restrictions by using adult accounts or by sharing their
login details with older family members. Interestingly, there is a growing inclination towards
alternative practices, including account sharing, account rental, and the use of VPNs to connect
to international servers (KR Asia, 2021). These “cottage platforms” that provides the services
has recently emerged to assist minors in bypassing restrictions, as numerous sellers on Taobao
who advertised the rental of accounts associated with adult identification for various popular
games have been discovered. One notable example is “Honor of Kings” which stands as China's
leading multiplayer online battle arena game and is Tencent's highest-grossing title (Kr Asia,

2021). Checking one of the most important platforms for renting accounts in China, 8-St Zi

hao wan, the hourly rental fees for this game ranges from 2 RMB to 40 RMB, equivalent to
from 0.30 USD to 6.20 USD. Tencent Games announced in a Weibo post that the practice of
renting game accounts significantly compromises the integrity of real-name registration
systems and the protective measures established for minors. The company has initiated legal
action or sent formal notices to over 20 account trading platforms, insisting that they
discontinue their operations, but today these platforms are yet at free disposal. (Kr Asia, 2021).

Analyzing the Chinese regulations on microtransactions and restrictions on playtime
reveals a complicated interaction between the intended objectives, the responses from the
gaming industry, and the unintended effects. These regulations were established to mitigate
concerns regarding gaming addiction and the financial exploitation of minors, leading to
significant ramifications for the gaming industry, both domestically and globally. However, the
results have not been considerably positive, illustrating the challenges inherent in the
implementation and enforcement of such ambitious regulations in a digital landscape. From an
industry perspective, companies like Tencent and NetEase have faced significant financial
setbacks due to the regulations, while the public's reaction underscores a division between

supportive parents and dissatisfied young gamers.
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The recent developments hold considerable significance for international conversations
surrounding the regulation of microtransactions and digital behavior. The Chinese strategy
emphasizes the need to confront exploitative gaming practices, while simultaneously
illustrating the drawbacks of a purely top-down regulatory framework. In Europe, which
currently lacks comprehensive regulations on microtransactions, the Chinese experience
presents both a cautionary example and a possible source of inspiration. By adopting measures
that balance consumer protection with the promotion of innovation, Europe can avoid the

challenges posed by overly strict enforcement.
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Conclusion

The microtransaction model prevalent in video games, although significantly profitable,
frequently employs exploitative strategies such as loot boxes, pay-to-win tactics, and
psychological influences like the artificial scarcity of currency and urgency-driven
mechanisms. These strategies disproportionately affect vulnerable groups, including minors
and individuals predisposed to addictive behaviours, raising serious ethical and consumer
protection concerns. China’s strict regulatory measures highlight the significance of
addressing these issues through legislative intervention, implementing policies such as
restricted gaming hours, real-name verification systems, and spending limits for underage
players. However, as discussed in the latter sections of this dissertation, these regulations face
substantial challenges in their execution, including the use of alternative accounts to bypass
restrictions, difficulties in monitoring international transactions, and strong resistance from
the gaming industry.

China’s regulatory approach is characterized by a high degree of state intervention, where
policies are designed not only to protect consumers but also to comply with broader social
objectives. While these regulations demonstrate a proactive stance in controlling exploitative
gaming practices, they have also been met with criticism regarding their overall effectiveness
and unintended consequences. Many players, for instance, have resorted to account-sharing or
using VPN to circumvent restrictions, heavily undermining the intended impact of the
regulations. Furthermore, the rigid regulatory framework has led to major financial losses for
gaming giants such as Tencent, highlighting the balance between consumer protection and the
sustainability of the gaming industry. These challenges raise pertinent questions about the
viability of enforcing such strict measures in an era of increasing digital connectivity and
technological approaches.

In contrast, the European gaming market is characterized by a fragmented regulatory
framework, where different countries have adopted varying approaches to microtransactions.
While EU directives on consumer protection address unfair commercial practices and
contractual transparency, they fail to comprehensively address the unique challenges posed by
gaming economies. This regulatory inconsistency has allowed game developers to exploit
legal loopholes, enabling predatory monetization strategies to persist across multiple

European markets. The absence of a unified legal approach has also left consumers in an
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uncertain position, where the extent of their protection is largely determined by the country in
which they reside.

Some nations, such as Belgium and the Netherlands, have taken decisive action by directly
banning loot boxes, recognizing them as a form of gambling and enforcing strict regulations
accordingly. In contrast, other countries, such as Finland and Spain, have opted for less strict
approaches, choosing to regulate microtransactions through consumer protection laws rather
than treating them as a gambling issue. This difference in national policies not only highlights
the inefficacy of a fragmented regulatory framework but also creates loopholes that weaken
overall consumer protection. To address these challenges, the European Union must work
towards a more harmonized regulatory approach, developing explicit guidelines on loot box
transparency, implementing spending limits for minors, and reinforcing consumer rights
protection. A unified framework would provide greater benefit both consumers and industry
stakeholders, ensuring that regulatory efforts effectively mitigate exploitative practices
without going against concepts such as innovation in game design.

Despite their different regulatory models, both China and Europe face significant challenges
in addressing the complexities of microtransactions. China’s approach, while stringent,
struggles with enforcement and loopholes, reducing its overall effectiveness. Meanwhile,
Europe’s decentralized regulatory environment fails to provide proper consumer safeguards
and does not properly classify microtransactions within the broader category of gambling
addiction. This dissertation argues that an ideal regulatory approach should find a balance
between consumer protection and market flexibility. Europe, in particular, stands to benefit
from analysing both the successes and shortcomings of China’s regulatory framework. Rather
than adopting an excessively restrictive model, European policies could prioritize enhancing
transparency requirements, enforcing spending limits on minors, and ensuring that loot boxes
and microtransactions are regulated following already existing gambling laws.

Ultimately, the future of video game regulation will depend on how policies will adapt to the
evolving nature of digital entertainment. The gaming industry is far from static; it
continuously evolves alongside new technologies, business models, and consumer behaviours.
Furthermore, any effective regulatory framework must remain adaptable, ensuring that it
evolves alongside changes and trends, while carrying out a strong commitment to ethical
game design and consumer welfare.

As this dissertation has highlighted, achieving meaningful regulation requires continuous
discussions between regulatory entities, industry stakeholders, and consumer advocacy

groups. Collaboration between these entities is essential in order to come out with policies
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that not only safeguard players from exploitative practices but also support the sustainable
growth of the gaming industry. While China’s regulatory approach offers valuable insights,
Europe must choose its own path: one that balances consumer protection with encouraging
creativity and innovation within the gaming sector. Such an approach would not only protect
players from manipulative monetization strategies but also elevate the gaming industry to new
levels of quality, inclusivity, and ethical responsibility. By prioritizing players while allowing
room for industry innovation, regulators can create a digital gaming framework that is both
profitable and fair, ensuring that video games remain an enjoyable and safe form of

entertainment for all players.
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